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Foreword

A comprehensive and complete Enterprise Architecture is a key element in the management of an Agency’s Information Technology (IT) resources.  It provides a structured, public view of the business direction of the organization along with the current and future (target) state of the IT architecture that will support the business.  It supports budgetary requests for IT funding to both sustain the current environment and to grow the environment in support of the Agency business transformational initiatives.

The Small Business Administration (SBA) has developed their Enterprise Architecture (EA) product suite in accordance with the CIO Council Federal Enterprise Architecture Framework (FEAF).  The FEAF provides a structure for organizing and defining both the business and technical architectures of the Agency.  This structure describes both the current state of the Agency as well as the desired target state.  Included in this are the Agency’s strategic direction and architectural drivers that are motivating factors in the desire to achieve the target architecture.  Within the SBA EA, the FEAF has been augmented through the addition of a Business Reference Model (BRM) and a Technical Reference Model (TRM).  These additions to the FEAF are the first efforts to bring the SBA EA into compliance with the architecture reference models currently being developed by the Office of Management and Budget (OMB) Federal Enterprise Program Management Office (FEAPMO).
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The Small Business Administration (SBA) is fundamentally changing its product and service delivery to reach more small businesses with information, services, and opportunities that empower small businesses to grow and succeed.  As SBA makes these dramatic changes, the Agency recognizes that effective management of information technology resources is a critical success factor.  To effectively manage IT resources in support of business missions and strategic objectives, the Office of the Chief Information Officer (OCIO) directed this update to the SBA Enterprise Architecture (EA) Blueprint.

This EA serves as the biennial update to, and replacement of, SBA’s previous technology architecture documents, Small Business Administration Existing Information Technology Review, Capability, and Cost Analysis 1998 (as is), SBA Information Technology Architecture, March 2000 (to be), Target ITA Gap Analysis Assessment and Action/Migration Plan, March 2000 and SBA Technology Policy (1998).  

The SBA EA is compatible with the Federal Enterprise Architecture Framework (FEAF) and will provide answers to the following questions:

· What is SBA’s current business?  What are the new target business directions?  

· What is driving the need for change?  

· What data currently supports SBA’s current business?  What data is required to support the future SBA business state?

· What applications are used today to manage data and conduct business operations?  What systems must be changed or created to support the target business needs?

· What technology infrastructure exists today to support current SBA operations?  What technology changes are required to support SBA’s target business?

The remainder of this introduction provides a definition and description of Enterprise Architecture and its value to SBA.  This is followed by a description of the Federal Enterprise Architecture Framework with a description of it’s components and effectiveness in linking IT resources to business needs.  The introduction finishes with an outline of the remaining sections of the SBA EA Blueprint.

1.1 About Enterprise Architecture

This section provides a definition for enterprise architecture, a description of the key legislation guiding Agency management of information technology resources, and the business value behind effective enterprise architecture management.

1.1.1 Definition

Enterprise Architecture (EA) is a strategic information asset base, which identifies the SBA mission, the information necessary to perform the mission, the technology necessary for mission support, and the transitional processes for implementing new technologies in response to changing business needs.  The SBA EA establishes an organization-wide roadmap for achieving optimal performance of mission-critical business processes within an efficient IT environment.

Guided by a strategic vision and principles, the EA systematically defines an organization’s current and target business, data, application and technology architectures resulting from internal and external forces of change.  The architectural definitions are essential for evolving information systems, developing new systems and inserting emerging technologies that optimize their performance.  When combined with an effective IT governance program, the EA helps organizations align IT with business needs, improve business systems integration, facilitate change, reduce time-to-market, and standardize IT infrastructure.

1.1.2 Statutes and Regulations

Congress enacted several laws to facilitate a performance-based approach to the management and accountability of the Federal Government.  These statutes, The President’s Management Agenda (PMA), July 2002, Government Paperwork Elimination Act of 1998 (GPEA), Clinger-Cohen Act of 1996, Paperwork Reduction Act of 1980, Privacy Act of 1974, Freedom of Information Act of 1966, Federal Records Management Amendments of 1976, OMB Circular A-130, Management of Federal Information Resources, National Archives and Records Administration Regulation 36 CFR 1220 and 41 CFR 201-22, provide direction to federal agencies with the goal of assisting them in revising their operational and management practices to achieve greater mission effectiveness.  Summaries of these pertinent statutes and regulations are found in Appendix F – Relevant Information Management Statutes and Regulations.  

The legislation that has the most influence on the establishment of enterprise architectures is the Clinger-Cohen Act of 1996 (CCA).  This act provides agencies direction in the management of their Information Resource Management (IRM). The CCA assigns Chief Information Officers (CIOs) the responsibility of “developing, maintaining, and facilitating the implementation of a sound and integrated Enterprise Architecture (EA) for their agencies.”  The Act states that the EA must specify "standards that enable information exchange and resource sharing."

CCA also includes two key concepts applicable to EA.  IT investments should (1) support core/priority mission functions the Federal Government needs to perform, and (2) be consistent with Federal, Agency and bureau information architectures.  An Agency’s EA must integrate Agency work processes and information flows with technology to achieve the Agency’s strategic goals, reflect the Agency's technology vision, and specify standards that ensure information exchange and resource sharing. Flexibility must be retained in choosing suppliers and in designing local work processes.

1.1.3 Value of EA

Creating an IT environment that is adaptable to change requires a plan that must identify the individual architecture components to be used in the development of systems, and must also ensure components work together. The goal is to help the SBA achieve its strategic goals, optimize performance and efficiently use technical resources.

The SBA EA provides IT decision makers with a plan to evaluate information technology choices.  The SBA EA provides insight, direction, and guidance to SBA leaders who are responsible for choosing, funding, and building IT innovations.

The full value of the EA will be realized once its usage has been institutionalized throughout the organization.  The SBA can position itself for success through continuous communication among all stakeholders, defining clear architectural strategies, and establishing a forum and methodology for combined business and IT planning.  A firm commitment from IT management and user organizations to adopt and support the EA is key to effective implementation and usefulness.
1.2 Federal Enterprise Architecture Framework (FEAF)

This section introduces the CIO Council, its enterprise architecture framework (FEAF) and corresponding EA practical guidance.  This is followed by an overview of the FEAF, its components and SBA’s EA product suite.

1.2.1 CIO Council and EA Guidance

Executive Order 13011, Federal Information Technology, establishes a Chief Information Officer Council (the CIO Council) as the principal inter-Agency forum to improve Agency practices for the management of information technology.  The CIO Council helps agencies improve practices in matters such as design, modernization, use, sharing, and performance of Agency information resources, and to provide feedback to regulating agencies, including the Office of Management and Budget (OMB).  The CIO Council was established to help agencies achieve IRM objectives that support their CCA obligations. 

FEAF- compliant Enterprise Architectures and compliance of individual IT projects are central to the OMB’s approval of Agency’s budgetary requests.  The CIO Council works in conjunction with OMB to ensure that EA guidance provided to federal agencies is aligned with the OMB’s IT budgetary approval expectations and processes.  The CIO Council created two documents to help agencies develop and manage the enterprise architecture:

· Federal Enterprise Architecture Framework (FEAF), Version 1.1, September 1999.  The Federal Enterprise Architecture Framework (FEAF) is a conceptual model that defines a coordinated structure for cross-cutting businesses and design developments within the Government.  The FEAF promotes shared development of common government processes, interoperability, and sharing of information among Federal agencies and other Government entities.  Through enterprise architecture blueprints that partition an organization into business, data, applications and technology architectures, the FEAF provides a common reference point to facilitate and effectively coordinate common business processes, technology insertion, information flows, systems, and investments within and among agencies.  

· A Practical Guide to Federal Enterprise Architecture (The Practical Guide), Version 1.0, February 2001.  This Guide provides information on how to successfully manage the process of creating, changing and using the EA.  The guide discusses EA drivers and principles, as well as prescribed activities to initiate, define, develop, use, administer, enforce, and maintain the EA.

As the CIO Council releases new versions of the FEAF and other Federal guidance, SBA will adapt its EA to maintain compliance.

1.2.2 Federal Enterprise Architecture Framework Components

The SBA selected the FEAF as the framework to document and institutionalizes its enterprise architecture.  The FEAF best serves SBA’s desire to link all IT resources and initiatives to business needs based on mission, drivers, standards, principles and strategic direction.  Exhibit 1-1 outlines the Federal Enterprise Architecture Framework (FEAF) as developed by the CIO council.

Exhibit 1‑1: CIO Council Federal Enterprise Architecture Framework
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Architecture Drivers

Business and design drivers are the two types of external stimuli or change agents for the enterprise architecture.  Business drivers (i.e., e-GOV, Clinger-Cohen Act, FOIA) alter core business needs, and are discussed in the Business Architecture component.  Design drivers (i.e., Internet, wireless) represent revolutionary ways of meeting Federal business needs, and are discussed in the Business, Application, and Technology Architecture components of the EA.  

Current and Target Architectures

Current and target architectures are described for business, data to support business, applications to manage data and support business functions, and technology required for applications to support data and business operations.  The Business Reference Model (BRM) in the business architecture section crosswalks SBA business processes with the Government-wide business functions identified by the Federal Enterprise Architecture Program Management Office (FEAPMO).

Strategic Direction

The strategic direction guides the development of target architectures.  The strategic direction includes a vision statement describing the business five-year target state, and principles for guiding, directing and evaluating architecture evolution.

Standards

Standards, rules, operating procedures, guidelines, and best practices promote interoperability and consistency across data, applications and technology architectures.  

1.2.3 SBA Enterprise Architecture Product Suite

 The SBA EA product suite consists of the following;

1.  SBA Enterprise Architecture Blueprint
Describes the current and target business and technology architectures, along with the architectural drivers, standards and strategic direction which have guided their creation.
2.  SBA Enterprise Architecture Migration and Sequencing Plan
Identifies the differences between the current and target architectures, and identifies the initiatives required to achieve the target architecture.

3.  SBA Enterprise Program Policies and Procedures
Outlines EA content, scope, policies, procedures and organizational structure necessary for its upkeep and enhancement.  

1.3 SBA Enterprise Architecture Blueprint Outline

This section provides an outline of the SBA EA Blueprint.  Each item listed and summarized below is detailed in a separate chapter.  The architectures described in this document provide a current view of business, data, applications and technology, and a target view of where the business needs to go and what target technology changes are required to support the new business direction.    

· Section 2 - Business Architecture 
This section describes the current SBA business mission, vision, goals, objectives, performance measures, major strategies, business context diagram, detailed process model, organization chart, service delivery network and mappings between business processes, organization and locations.  The business architecture is then described from a target perspective where vision, forces of change, goals, objectives and major business strategies are provided.  The business reference model provided in this section cross-references SBA and Government (Service-To-Citizens) lines of business.

· Section 3 - Data Architecture 
This section provides a current data architecture overview and discusses the current architectural assets that support SBA business operations.  This is followed by a target data architecture discussion to include data repositories, models, processes, operational decision support data standards and tools, an entity relationship model, and process mapping required to support the target business architecture.

· Section 4 - Applications Architecture 
This section provides an overview of the legacy systems environment, roles and responsibilities, and a listing of SBA business applications with mappings to business processes.  This overview is followed by a target application architecture discussion including target application characteristics, application coordination, technology optimization guidelines, application boundaries, application types and application categories. 

· Section 5 - Technology Architecture 
This section contains the technical reference model (TRM) that details the current and target technologies required to support the application, data and infrastructure needs of the business operation.  The TRM describes service areas including information processing, information transfer, middleware, data management, applications, security, systems management and external technologies and displays their relationships.  These service areas are broken down into technology domains and sub-domains where standards, recommendations and policy are provided.  This analysis is followed by a presentation of technology forecasts that may have future impacts on selected service areas.

· Appendices
Appendices are provided to support the content contained within the architectural layers.  The appendices contain risk factors, IT focus areas and objectives, EA guiding principles, business process decomposition, process mappings to organization, location and entity, entity mapping to applications, IT relevant information management statutes and regulations, technical application models, data architecture, business line profiles and equipment inventory.

1.4 Scope and Approach

This section outlines the scope and approach used to create the SBA Enterprise Architecture Blueprint.  The scope of the EA is Agency wide.  It is reflected in Exhibit 1-2, Scope of SBA EA Blueprint, in which entities that are included in the diagram, but outside the boundaries, are not included in the scope of the SBA EA Blueprint.  

Exhibit 1‑2:  Scope of SBA EA


[image: image3.wmf]Ethernet LAN

Variety of Hubs

Cisco Router

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

Ethernet LAN

Variety of Hubs

Cisco Router

Microsoft

Office,

Outlook and

Windows 95

Novell

Netware,

NDS, and

Informs

Softwar

e Suite

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

Ethernet LAN

Variety of Hubs

Cisco Router

Microsoft

Office,

Outlook and

Windows 95

Novell

Netware,

NDS, and

Informs

Softwar

e Suite

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

Ethernet LAN

Variety of Hubs

Cisco Router

Microsoft

Office,

Outlook and

Windows 95

Novell

Netware,

NDS, and

Informs

Softwa

re

Suite

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

Ethernet LAN

Variety of Hubs

Cisco Router

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

Internet

Variety of Hubs

Cisco   Router

Internet (& Extranet)

Public Web Servers

Checkpoint

Firewall

Cisco   Router

Sun Sparc

Intranet Servers

Windows NT Servers

NT Denver

NT Sacramento

NT Headquarters 1-x

Server NIB

Unisys U6000

FTP Server

Unisys Mainframe

NFC Mainframe

JAAMS

Cisco Router

Sacramento, CA

Washington, DC

Denver, CO

Mainframes

WAN

Regional/District/Branch

Office

VPN

PPTP

VPN

PPTP

Remote Office Dial

Environment

Remote User Dial

Environment

Sun Sparc

Sub

Environments

  Production

  Test & Development

   D & B Production

Sybase DB's

Cisco AS 5100

Communication Server

Cisco AS 5200

Communication Server

Variety of Hubs

Microsoft Office,

Outlook and

Windows 95

Novell Netware,

NDS, and Informs

Software

Suite

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

Variety of Hubs

Microsoft Office,

Outlook and

Windows 95

Novell Netware,

NDS, and Informs

Software

Suite

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

Variety of Hubs

Microsoft Office,

Outlook and

Windows 95

Novell Netware,

NDS, and Informs

Software

Suite

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

Variety of Hubs

Pentium

PC

Pentium

PC

HP or Epson

Printer

Pentium

PC

HQ LANS

Internet/Intranet

Headquarters,  Washington, DC

Boundary of SBA ITA

SBA Stakeholders and

Other Interested Parties



The approach used to create the SBA EA Blueprint includes:

· Interviews with key SBA personnel in order to articulate a consistent future business and technology direction across all architectural layers. Key persons interviewed include SBA senior leadership, program directors, strategic planners, technologists and others to capture target business directions, key business drivers, and key initiatives required to achieve the target business state across the SBA organization
· Extensive information gathering from SBA strategic documents including:  SBA Five Year Strategic Business Plan FY 2007 to FY 2008; SBA Performance Plan and Budget of FY 2004; SBA Information Technology (IT) Strategic Plan FY 2004 – 2009 and Interim FY07 - 20012 IT Strategic planning; existing architecture documents; and others.  

Existing SBA documentation and interview results were analyzed, compared against industry best-practices and synthesized into the SBA EA Blueprint.
1.5 Evergreening

Dramatic technological changes such as the Internet, as well as ongoing technology assessments, may drive architectural updates and adjustments.  Agency end‑users of the technology may also influence the architecture as technology is applied to their business processes and new functional requirements are realized.  All of these factors contribute to the need for continuing updates of this document.  Such updates, called “evergreening” will be completed annually and are performed under the ITA Governance umbrella.

2.0 Business Architecture

2.1 Introduction

This section describes the current and target business architecture components of the SBA Enterprise Architecture (EA) Blueprint.  The relationship of the business architecture components to the overall SBA EA is displayed in Exhibit 2-1.

Exhibit 2‑1: Business Architecture in SBA Enterprise Architecture Blueprint
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The SBA EA aligns enterprise Information Technology (IT) initiatives and infrastructure with business needs. This Business Architecture provides a business-driven approach for determining the proper data, applications, and technology required by the enterprise.  By understanding the business enterprise, we better define the IT required to achieve the enterprise objectives.  The Business Architecture defines current business operations by mapping business processes to the organizational hierarchy and business locations.  Drivers for change and customer needs result in new vision statements, business directions, strategic planning goals and objectives, performance goals and major strategies to achieve a new target business state. A short description of each business architecture section follows:

Current Business Architecture  – The current Business Architecture identifies current business operation by presenting the SBA mission, business strategy, information context flows with outside entities, business processes decomposition, organizational structure and logical business locations.  The BA then identifies which organizational components and business locations are performing each business process.  This current business architecture provides the foundation for the business direction the target business architecture defines.
Target Business Architecture (FY 2003 - 2008).  The target Business Architecture identifies the SBA business direction by defining vision and drivers for change.  This is followed by strategic planning goals, objectives, high-level business strategies, and major strategies to achieve the target business state.  

Business Reference Model.  The Business Reference Model (BRM) aligns the SBA lines of business to those of the Federal Government. The SBA uses this model to identify service area commonality with other agencies so common deployed IT solutions solve common business needs across multiple Federal agencies.

2.2 Current Business Architecture

The current BA defines enterprise business operations that more specifically define mission, current business strategy, external business relationships, business processes, organizational structure and business locations. These definitions and relationships provide a foundation for understanding the SBA business, and who does what, in what location.

2.2.1 Mission

Formed in 1953 by the Small Business Act, the SBA’s prime objective is to maintain and strengthen the Nation’s economy by aiding, counseling, assisting, and protecting the interest of small business and by helping business and families recover from natural disasters.  The SBA champions small business by providing managerial and technical support, and financial and management assistance. These actions give America’s entrepreneurs the edge needed to remain a strong economic force, nationally and internationally. 

The mission serves as a common thread that transcends the current and target business architectures.  As defined by law, The Small Business Act states that SBA’s mission is to:

 “…aid, counsel, assist, and protect, insofar as is possible, the interests of small business concerns in order to preserve free competitive enterprise, to ensure that a fair proportion of the total purchases and contracts or subcontracts for property and services for the Government…. Be placed with small business enterprises, to ensure that a fair proportion of the total sales of Government property be made to such enterprises, and to maintain and strengthen the overall economy of the Nation.” 

2.2.2 Business Strategy

This section provides a summary of the current business strategy to achieve the spirit of the SBA mission.  This summary will define a high-level view of SBA operations, setting the stage for detail business process analysis that appears in following sections.  

The SBA champions’ small business interests, empowers entrepreneurs, and serves as America’s disaster bank through program sponsorship, services delivery and financial assistance.  Assistance, counseling and capital are provided directly by SBA or through resource partners participating in SBA sponsored programs.  The SBA provides assistance, counseling and capital while using public-private partnerships, inter-Agency working relationships, resource partners, intermediaries, centralized business processing, and technology to deliver products and services.  The SBA assists small businesses through the resources and organizational forums of the Advocacy for Small Business, Financial Assistance, Federal Government Contracting Assistance, Business Counseling and Training, Business Information Services and Disaster Assistance.  See the following summarized descriptions:

· Advocacy for Small Business .  Serving as an advocate and “champion” for small businesses by promoting the position of small business to Congress, other federal, state and local government agencies, and to trade and professional associations; examining the roles and contributions of small business in the nation’s economy, SBA can recommend programs and policies that create a healthier environment for small business.  

· Minimizing Regulatory and Enforcement Burden.  Producing research that informs public policy debate on the effect of laws and regulations on small businesses; Monitoring the performance of Federal agencies under the Regulatory Flexibility Act (RFA), a procedural statute that requires agencies to reduce the regulatory burden on small businesses whenever possible; providing small businesses with information about how to comply with laws and regulations through its website BusinessLaw.gov;  relieving small businesses of excessive Federal regulatory enforcement actions such as repetitive audits or investigations; abusive fines, penalties, threats, retaliation; or other unfair enforcement action taken by a Federal Agency.  

· Financial  Assistance.  Providing capital and credit access programs (i.e. 7(a), 504, Micro-loans, CAP-Lines, Defense Loan & Technical Assistance (DELTA), Community Adjustment and Investment (CAIP), Export Working Capital Loan (EWCL), International Trade Loan (ITL), Energy & Conservation Loan, Pollution Control Loan, Qualified Employees Trust Loan, Secondary Market, Certified and Preferred Lenders, Low Documentation Loan (SBA Low Doc), SBA-Express,  SBA Export-Express, Community-Express, Loan Pre-qualification, Certified Development Company (CDC), Small Business Investment Companies (SBICs), New Market Venture Capital (NMVC), USEAC and Surety Bond Guarantee Programs) to help small business grow and develop; delivering financial assistance programs through a network of field offices and lending resource partners.  

· Federal Government Contracting Assistance Procurement.  Ensuring small businesses receive their fair portion of government purchases, contracts, and subcontracts through small business, minority and HubZone set asides and small business procurement streamlining. 

· Assisting the Disadvantaged.  Assisting women, the handicapped, veterans, Native Americans and the socially and economically disadvantaged by developing, implementing and evaluating activities which generate equal access opportunities.

· Business Counseling, Training and Information Services.  Providing entrepreneurial development programs and activities that provide information, education, and training to prospective and existing small business owners; by providing international trade export information, development and technical assistance to the disadvantaged. 

· Disaster Assistance.  Providing assistance to offset economic and physical injury to businesses and homeowners that are disaster victims.

For more detailed information on the SBA current business operations see Appendix J – Business Line Profiles.

2.2.3 Business Context Diagram

The SBA Business Context Diagram, depicted in Exhibit 2-2, is a logical representation of the business enterprise and the external entities involved in the execution of the SBA business strategy.  This context diagram, and the corresponding descriptions, show the SBA enterprise as a single entity, and identify the information transfer, between SBA and its external entities in the course of doing business.

Exhibit 2‑2: The SBA Business Context Diagram
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Lending Partners & SBICs: The SBA guarantees loans to small businesses; however, commercial lending institutions and nonprofit intermediaries like Certified Development Companies (CDC) provide the actual loan. 

Surety and Insurance Companies:  By law, federal government prime contractors must post surety bonds on federal construction projects valued at $100,000 or more.  Many state, local, and private sector projects also require bonding.  The SBA can guarantee bid, performance and payment bonds for contracts up to $1.25 million for eligible small businesses that cannot obtain bonds through regular commercial channels. 
 New Markets:  New Markets are defined as current and prospective small businesses owned by minorities, women, and veterans who are underrepresented in the population of business owners compared to their representation in the overall population, and businesses located or locating in Low and Moderate Income (LMI) urban and rural areas. There are several SBA programs and offices that provide services to specific groups (i.e., Office of Native Americans, Woman Business Centers and U.S. Veterans). 

Professional Organizations:  The SBA relies on resource partners to deliver services to small businesses.  Examples include:

· Service Corps of Retired Executives (SCORE) –  is a nonprofit association dedicated to entrepreneur education and the formation, growth, and success of small business nationwide.  Working and retired executives and business owners donate their time and expertise as volunteer business counselors to provide confidential counseling and mentoring free of charge.  

· Small Business Development Centers (SBDCs) – Administered by the SBA, the SBDC program provides management assistance to current and prospective small business owners.  The program is a cooperative effort of the private sector, the educational community, and Federal, state, and local governments.  Assistance is also provided to small businesses applying for Small Business Innovation and Research (SBIR) grants from Federal agencies. 
· Woman Business Centers (WBC) - With a network of women’s business owner representatives in every district office, more than 100 mentoring roundtables, and women-owned venture capital companies, nearly 70 women’s business centers in 40 states, and the Online Women’s Business Center on the Internet, OWBO helps women start and build successful businesses. OWBO has programs to help women put together successful loan packages or break into the federal procurement and export markets. SBA offers training, advice and counseling anytime, anywhere via the Internet.
Congress: The SBA interacts continuously with Congress in various ways, which include but are not limited to, program reporting, budgetary considerations and issues concerning the Inspector General.

Office of Management & Budget (OMB):  OMB assists the President in overseeing the federal budget preparation and supervises its administration in Executive Branch agencies.  OMB evaluates the effectiveness of Agency programs, policies, and procedures, assesses competing funding demands among agencies, and sets funding priorities. OMB ensures Agency reports, rules, testimony, and proposed legislation are consistent with the President's Budget and with Administration policies.  OMB also oversees and coordinates the Administration's procurement, financial management, information, and regulatory policies. In each area, OMB's role is to improve administrative management, develop better performance measures and coordinating mechanisms, while reducing unnecessary burdens on the public. 

Executive Branch: SBA interacts with the Federal Government Executive Branch through political appointees and presidential management agendas.

Individuals, Businesses and Nonprofit Organizations: In a declared disaster, the SBA can make direct loans to individuals, businesses and nonprofit organizations.  There are five disaster loan programs: loans for homes and personal property, physical disaster loans to businesses of any size, pre-disaster mitigation loans to businesses, economic injury loans to small businesses without credit available elsewhere, and economic injury loans to eligible businesses affected by military reservist employees called to active military duty.

Small Businesses: This entity includes all existing small businesses and entrepreneurs, who are considering starting a small business.

Government Agencies: The SBA interacts with Federal, state and local agencies when delivering products and services to small businesses.  Counseling, loan agreements, and grant rewards are available through Federal Agencies such as the Department of Defense and the Department of Labor.  SBA interacts with Federal Emergency Management Agency (FEMA) and Internal Revenue Service (IRS) for disaster loans.  Other interactions with government agencies include annual performance reporting, regulations, policy directives, 8(a) contracts, advocacy publications, and size standards.

2.2.4 SBA Business Process Decomposition

A key component of the Business Architecture is a detailed description of the business processes performed within the enterprise.  The business process decomposition is a hierarchical activity model that describes the SBA operation in terms of the generic and essential activities it performs to achieve its strategic goals and objectives.  Business process decomposition serves as a common thread that weaves throughout the SBA EA Blueprint enabling intelligent linking of business process, organizational structure, locations, data entities and applications.  This intelligent linking provides effective assessment of the impacts resulting from process, data, applications, organizational and location changes required to support new business needs.  The business process decomposition presented in Appendix E - Business Process Decomposition provides descriptions of each “parent” activity which is further broken down into "child" sub-activities.  

2.2.5 SBA Organization

To carry out the activities presented in the business process decomposition, the SBA has structured the organization as depicted in the SBA Organizational Chart shown in Exhibit 2-3.  This is followed by Exhibit 2-4, which provides functional responsibilities and locations for each component of the Organizational Chart.  

An Administrator and a Deputy Administrator head the SBA.  The Administrator, Deputy Administrator, Chief Counsel for Advocacy and Inspector General are nominated by the President and confirmed by the Senate.  The Chief of Staff and Counselor to the Administrator report to the Administrator.  Program officers and program managers administer SBA programs.
            Exhibit 2‑3: SBA Organization Chart
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Exhibit 2‑4: SBA Organizational Chart Functions and Locations

	
	Organization
	Function
	Organization Location

	Administrator &
Deputy Administrator
	Office of General Counsel
	Provides advice for senior management as well as legal support for all of the Agency's programs, initiatives and administrative responsibilities.  The office conducts litigation necessary to resolve legal issues, collect sums due, and defend the Agency.
	Washington, DC; Boston, MA; Philadelphia, PA; Jacksonville, FL; Coral Gables, FL; Fort Worth, TX; Santa Ana, CA; Denver, CO

	
	Office of Veterans Business Development
	Responsible for programs that provide assistance for armed forces veterans.  These programs include Veterans' Entrepreneurial Training (VET), Transition Assistance Program (TAP), Veterans Business Development and Procurement Conferences, and Technology Transfer Conferences.
	Washington, DC

	
	Office of Advocacy
	Responsible for interAgency affairs, economic research, public information, and serves as the SBA regional advocate and small business regulatory enforcement ombudsman
	Washington, DC; Boston, MA

	
	Regional Administrators
	This office serves a coordinating function for districts within their region.  This office:

· Works with their district offices, resource partners, advisory councils, and state and local leaders to accomplish Agency goals and initiatives and foster economic development;

· Ensures that the SBA's products and services are delivered in a cohesive and consistent manner; and

· Educates the SBA customers on issues affecting small business.
	Boston, MA; New York, NY; Philadelphia, PA; Atlanta, GA; Chicago, IL; Dallas, TX; Kansas City, MO; Denver, CO; San Francisco, CA; Seattle, WA

	
	Office of EEO & Civil Rights Compliance
	Ensures compliance with all federal laws, regulations and executive orders requiring equal opportunity and nondiscrimination in the personnel practices and program-delivery services of the SBA and its customers.  The office monitors these activities, processes complaints by employees and applicants for employment or services, and issues appropriate corrective action.  The office provides leadership for the Agency's internal efforts to achieve diversity in the Agency's workforce.
	Washington, DC; Philadelphia, PA; Atlanta, GA; Forth Worth, TX; Chicago, IL; San Francisco, CA

	
	Office of Communications & Public Liaison
	Responsible for public information and media affairs; marketing and customer service; external affairs; and communications.
	Washington, DC

	
	Office of Strategic Alliances
	This office, newly established, brings wealth of federal and political experience to the SBA.  This office will handle all question and issues concerning state and local government officials.  


	Washington, DC

	
	Office of the Chief Financial Officer
	Provides guidance and advice to the Administrator and the SBA management on all financial management activities.  The CFO represents the SBA before Congressional appropriations and authorizing committees, the Office of Management and Budget, the General Accounting Office, the Treasury Department, and other federal agencies and financial entities and financial management, budgetary, accounting and general fiscal matters.
	Washington, DC
Denver, CO

	
	Office of the Executive Secretariat
	This office serves the office of  the Administrator to:

· Track all incoming documents addressed to the Administrator and Deputy Administrator 

· Track documents received from the White House, Congress and GAO 

· Coordinate policy actions 

· Track all Administrator and Deputy Administrator outgoing documents 


	Washington, DC

	
	Chief of Staff
	Serves as Chief of Staff to the Administrator by:

· Providing executive liaison, special study, program monitoring and reporting services. 

· Monitoring operational programs to evaluate and assure effective overall management, control, execution in achieving policy goals, both long term and immediate.
· Directs the activities of personnel assigned to the Administrator and provides technical and administrative guidance and direction to the staff.
	Washington, DC


	Office of the Chief Information Officer
	Supports and provides guidance for the SBA's nationwide computer automation and information technology efforts. This office assists the SBA field and headquarters program offices in identifying ways that automation and technology can improve service delivery, in acquiring new technology, and in developing new systems.  Provides guidance on IT management issues such as capital investment, EA, data quality, technology policy and standards. Administrates the SBA home page and secure e-government web-sites.
	Washington, DC and FITS

FITS offices:

Boston, Philadelphia, Atlanta, Dallas, Las Vegas and Seattle
	

	
	Office of the National Ombudsman
	Primary mission is to assist small businesses when they experience excessive federal regulatory enforcement actions, such as repetitive audits or investigations, excessive fines, penalties, threats, retaliation or other unfair enforcement action by a federal Agency.
	Washington, DC

	
	Counselor to the Administrator
	Serves as counselor and senior advisor to he Administrator on substantive policy and program issues.  The Counselor:

· May represent the Administrator in dealings with White House officials, Cabinet officials and members of staffs, members of Congress, private sector groups, and other domestic and foreign officials.

· Obtains and evaluates views on major issues and proposals of the Agency.  Develops such view into appropriate recommendations for the consideration of the Administrator.  

· On behalf of the Administrator, directs special projects or task forces in coordination and consultation with other senior SBA officials.  .

· Ensures the effective administration of the Agency Equal Employment Opportunity Program. 
	Washington, DC

	
	Office of the Inspector General


	Conducts and supervises audits, inspections and investigations relating to the SBA programs and operations.  As an independent office within the SBA, the IG also recommends policies designed to detect waste, fraud and abuse and promotes economy, efficiency and effectiveness in the administration of the SBA programs and operations.  The office keeps the Administration and Congress informed of any problems and deficiencies, and recommends corrective actions, monitors progress and submits semiannual reports to Congress.
	Washington, DC; Atlanta, GA; Fort Worth, TX; Glendale, CA; Chicago, IL; Denver, CO; Houston, TX; Kansas City, MO; New York, NY; Philadelphia, PA; San Francisco, CA; Seattle, WA; Syracuse, NY

	
	Office of Congressional & Legislative Affairs
	Devises and implements the SBA's legislative strategies for legislation that affects the mission and goals of the Agency.  Provides a focal point for communications with Congress and serves as the contact point for the White House and other federal agencies regarding legislation.
	Washington, DC

	
	Office of Hearings & Appeals
	Provides due process and appeals before administrative judges regarding certain Agency decisions in 21 jurisdictional areas prescribed by statue and regulation.  This office also handles appeals of requests for information under the Freedom of Information/Privacy Act (FOIA).
	Washington, DC

	
	Office of Disaster Assistance
	Operates the SBA Disaster Assistance Program, which includes loans for homes and personal property, and loans for businesses.
	Washington, DC; Fort Worth, TX; Niagara Falls, NY; Atlanta, GA; Sacramento, CA

	
	Office of Field Operations
	Represents the SBA field offices at Headquarters. 

The office provides policy guidelines and oversight to regional administrators and district directors in implementing Agency goals and objectives and in solving problems in specific operational areas.

It also establishes and monitors performance goals for district offices.

	Washington, DC

Approximately 86 Offices of Field Operations. 

See; 

www.sba.gov/regions/states.html

	Government Contracting & Business Development


	Office of Policy, planning & Liaison
	Coordinates with Government Contracting & Business Development program offices and others to develop and manage procurement policy issues. It also assists in the formulation of small business procurement policies as they relate to size standards, the Small Business Innovation and Research (SBIR) Program, and the Small Business Technology Transfer (STTR) Program.  The office also carries out the duties of liaison with the Office of Federal Procurement Policy, the Civilian Agency Acquisition Council, the Defense Acquisition Regulatory Council, and industry associations. 
	Washington, DC

	
	Office of HUBZone Empowerment Contracting
	Designed to stimulate economic development and create jobs in urban and rural communities by providing contracting preferences to small businesses located in historically underutilized business zones. The program also includes lands within Indian Reservations.
	HUBZone District office Liaisons

https://eweb1.sba.gov/hubzone/internet/download/hubzone_liaisons-state_list_6-01.html


	
	Office of Government Contracting
	Works to create an environment for maximum participation by small, disadvantaged, and woman-owned businesses in Federal Government contract awards and large prime subcontract awards. Government Contracting advocates on behalf of small business in the federal procurement world. 

Each year, the U.S. government spends billions of dollars in goods and services purchases from private firms. To foster an equitable federal procurement policy, government-wide small business goals, in terms of a percentage of annual expenditure, are established for federal agencies. SBA negotiates the goals annually with each federal Agency on an individual basis. 
	PCR sites 

http://www.sba.gov/GC/pcr.html
CMR sites

http://www.sba.gov/GC/indexcontacts-cmrs.html
COC sites

http://www.sba.gov/GC/indexprograms-cocr.html


	
	Office of Business Development
	Provides marketing, managerial, technical, and procurement assistance to eligible businesses through three principal programs: Business Development, which encompasses the 8(a) program, the Mentor-Protégé program, and Management and Technical Assistance.
	Washington, DC; Fort Worth, TX; Philadelphia, PA; San Francisco, CA;

	Capital Access


	Office of Financial Assistance
	Administers the 7(a) Loan Guaranty Program. The SBA offers numerous loan products to assist small businesses.  It is important to note, however, that the SBA is primarily a guarantor of loans made by private and other institutions.

Basic 7(a) Loan Guaranty - Serves as the SBA’s primary business loan program to help qualified small businesses obtain financing when they are  not eligible for business loans through normal lending channels
Certified Development Company (CDC), a 504 Loan Program - Provides long-term, fixed-rate financing to small businesses to acquire real estate or machinery or equipment for expansion or modernization

Microloan, a 7(m) Loan Program - Provides short-term loans of up to $35,000 and technical assistance to small businesses and not-for-profit child-care centers for working capital or the purchase of inventory, supplies, furniture, fixtures, machinery and/or equipment.


	Washington, DC

Hazard, KY – Lowdoc

Sacromento, CA  - PLP and  Lowdoc center
Little Rock Center –  CLSC
Fresno - CLSC
Santa Ana, CA - HLSC
El Paso Center –  HLSC
Birmingham – HLSC




	Investment Division - SBICs
	Business Investment Company (SBIC) fill the gap between the availability of venture capital and the needs of small businesses in start-up and growth situations. SBICs, licensed and regulated by the SBA, are privately owned and managed investment firms that use their own capital, plus funds borrowed at favorable rates with an SBA guarantee, to make venture capital investments in small businesses. 

There are two types of SBICs: regular SBICs and specialized SBICs, also known as 301(d) SBICs.  Specialized SBICs invest in small businesses owned by entrepreneurs who are socially or economically disadvantaged, mainly members of minority groups. 


	Washington, DC

http://www.sba.gov/INV/offices/exams.html
 (office of examination)

http://www.sba.gov/gopher/Local-Information/Small-Business-Investment-Companies/
(SBICs location)
	

	
	Office of Surety Guarantees
	Responsible for the Surety Bond Guarantee program.  This program guarantees bid, performance and payment bonds for contracts up to $1.25 million for eligible small businesses that cannot obtain surety bonds through regular commercial channels.  Contractors must apply through a surety bonding agent, since the SBA's guaranty goes to the surety company.  By law, prime contractors to the Federal Government must post surety bonds on federal construction projects valued at $100,000 or more.  In addition, many states, counties, municipalities, and private-sector projects and subcontracts also require surety bonds
	Washington, DC

http://www.sba.gov/OSG/contacts.html 

(Surety Area offices)

	
	Office of International Trade
	Responsible for programs that provide assistance for exporters.  These programs include U.S Export Assistance Centers (USEACs), Export Legal Assistance Network (ELAN), and Strategic Partnerships.
	Washington, DC

	
	Office of Lender Oversight
	This office is charged with oversight of our lending  partners and with the analysis and evaluation of SBA's loan programs. This includes developing and implementing plans, operating procedures, and standards to effectively determine, analyze and monitor the risk management profile of SBA's loan portfolio and its lenders. 
	Washington, DC

PLP review branch

http://yes.sba.gov/offices/lenderoversight/plpReview.html


	Entrepreneurial

Development


	Office of Business & Community Initiatives
	Administers programs and activities designed to provide information, education, and training to prospective and existing small business owners. The Office engages in co-sponsorships with private sector partners who are designed to provide small business owners with information, education and training that is cost-effective, of high quality and reflective of trends in small business development. 

The Office administers the national Service Corps of Retired Executives (SCORE) program, the Office of International visitors and works with SCORE and other resource partners to maximize the number of clients provided counseling and training. 
	Various locations nationwide – public and private sector.

	
	Office of Small Business Development Centers
	Administers the Small Business Development Center Program to provide management assistance to current and prospective small business owners. SBDC's offer one-stop assistance to small businesses by providing a wide variety of information and guidance in central and easily accessible locations. 

It is a cooperative effort with the private sector, the educational community and federal, state and local governments. It enhances economic development by providing small businesses with management and technical assistance. 
	Various locations nationwide


	
	Office of Women's Business Ownership
	Responsible for programs that provide assistance for  socially and eceonomically disadvantaged women.  These programs include Women's Business Centers, Online Women's Business Centers, and Women's Network for Entrepreneurial Training.
	Various locations nationwide

	
	Office of  Native American Affairs (ONAA)
	Responsible for programs that provide assistance for Native Americans.  ONAA develops and implements small business development opportunities and econmomic development services to Native Americans. ONAA provides a strong outreach capacity to ensure that Native Americans have the opportunity to participate in this program and other SBA non-credit and loan programs. These programs include Native American Affairs, and Tribal Business Information Centers (TBIC's), 
	Washington, DC

	Management &  Administration


	Office of Human Capital Management
	Provides personnel program leadership and advisory services to the SBA program offices.  Personnel program responsibilities include recruitment, employment, training, position classification, payroll, labor relations, performance management, adverse/disciplinary actions, benefits, award and incentives.  The Office of Human Capital Management develops Agency-wide personnel management policy and procedures, and conducts personnel management program evaluations.
	Washington, DC

Denver, Co



	
	Office of Administration
	Plans, directs and executes all administrative management functions within the SBA headquarters and monitors administrative programs in field offices.  The Office of Administration develops policy and procedures for the procurement of supplies, equipment and non-personnel services.  This office also implements and manages approved grants and cooperative agreements.


	Washington, DC




2.2.6 SBA Service Delivery Network

The SBA Service Delivery Network defines the channels by which the SBA delivers services.  The SBA coordinates with hundreds of lenders, partners, state and Federal agencies, and professional organizations nationally.  The SBA organizational components provide the basis for analyzing IT needs and allocating IT resources throughout the organization.

2.2.6.1 Field Operations

Function: Represents SBA field offices at headquarters. This office:

· provides policy guidance and oversight to regional Administrators and district directors in implementing Agency goals, objectives, and in solving specific operational area problems; 

· establishes and monitors performance goals for district offices; 

· provides Associate Deputy Administrators, Associate Administrators and general counsel with a vehicle for overseeing field office program and policy implementation; 

· provides feedback to program Associate Administrators regarding the performance of their programs; 

· ensures that field offices have adequate input into all policy formation and participate in policy deliberations at headquarters; 

· organizes field office reviews ; and 

· reports on field activity to the SBA Administrator. 

Regional office customers consist of SBA Administrator, Deputy Administrator, management board and field offices.  The services are delivered through SBA's Office of Field Operations.
2.2.6.2 Regional Offices

Function: Serves a coordinating function for districts within its region.

· work with their district offices, resource partners, advisory councils, and state and local leaders to accomplish Agency goals and initiatives and foster economic development; 

· ensure that SBA products and services are delivered in a cohesive and consistent manner; and 

· Educate SBA customers on issues affecting small business. 

Regional office customers consist of SBA district offices and small businesses.  The services are delivered through 10 SBA regional offices.

2.2.6.3 District, Branch Offices

Function: Serves as the point of delivery for many SBA programs and services. District and branch offices:

· work to accomplish the SBA mission by providing quality service to the small business community; and 

· work with SBA resource partners, community groups and intermediaries to accomplish the SBA's mission. 

Branch office customers consist of Small businesses and local communities.  The services are delivered through 70 district and 16 branch offices, each with an individualized list of partners and intermediaries. 

2.2.6.4 SBA Partners, Resources and Lenders
· Business Information Centers (BICs) 

· Service Corps of Retired Executives (SCORE) 

· Small Business Development Centers (SBDCs) 

· U.S. Export Assistance Centers (USEACs) 

· Veterans Business Outreach Centers (VBOCs) 

· Women's Business Centers (WBCs) 
· Small Business Lending Companies (SBLC)

· Preferred Lender Program (PLP) 7(a) Lender

· Non-PLP 7(a) Lenders

· 504 Lenders

There are more than 1,000 resource-partner locations.

2.2.7 Business Process to Organization

The Business Process-to-Organization Matrix shows the scope of involvement for organizations carrying out the enterprise's functions. Further, it provides a tool for assessing organizational impact resulting from business process changes and additions.  Appendix K - Process To Organization Matrix contains a mapping of the SBA organizations to the SBA business process decomposition.  

2.2.8 Business Process to Location

The Business Process-to-Location Matrix shows the scope of involvement of SBA locations carrying out enterprise business processes, and provides a tool for assessing organizational impact resulting from business process changes and additions.  Appendix L - Process to Location Matrix contains a mapping of the SBA logical location to the SBA business processes

2.3 SBA Target Business Architecture 

This section defines the SBA Target Business Architecture by presenting the SBA vision and drivers for change.  The SBA vision is then translated into strategic goals and objectives with metrics to assess performance.  A high-level business strategy followed by major business strategies to achieve strategic goals and vision for FY2003-FY2008 is presented.  
2.3.1 Vision Statements

The SBA Administrator is responsible for developing the vision and crafting the strategies to implement the SBA’s mission. Like the President, he is committed to an agenda guided by the following principles:

· Citizen-Centered–listening to America’s small businesses to ensure their needs are met;

· Market-Based–promoting the SBA’s programs and services to small business owners 

and reaching out to new small businesses through public/private partnerships; and

· Results-Oriented–measuring outcomes, such as revenue growth, job creation and business longevity, to ensure programs are efficiently and effectively operated to support the goals of small business.

The SBA Administrator and his leadership team outlined a vision that enables the Agency to achieve its mission and support the President’s small business agenda while facing the challenges created by a more competitive business market and the information technology revolution. That vision is to:

· Incorporate the entrepreneurial concepts of innovation, simplification and dedication throughout all of SBA by tightly weaving these concepts into all of SBA’s products, processes and operations.

· Simplify SBA processes by streamlining and expediting delivery of products and services and by fully integrating technology into all SBA operations.

· Find new ways to both reach and position ourselves closer to our customers by focusing on the programs and services that they want. 

· Improve our ability to provide regulatory, advocacy and compliance assistance; access to capital; contracting opportunities; business education; and financial assistance to help people rebuild in the aftermath of a disaster.

· Become America's resource for small business, “we want American small businesses to think of us first to open our web page or call our 800 number or visit our offices when they want to start or improve their small business”.

2.3.2 SBA Business Drivers/Forces of Change

This section identifies business drivers or forces for change that affect how the SBA conducts its business.  The globalization of markets, explosive growth in technology and increased competition among small businesses drive the need for change.

With the advent of more powerful computers, telecommunications technology advancements and expanded use of the Internet, the SBA can greatly expand its product and services delivery to small businesses.  Electronic commerce provides new opportunities for small business to transact with customers and government resulting in cost reductions and increased business volume.  The Federal Government launched the Quicksilver initiative to move government and citizen interactions to the Internet.  These drivers affect business transformation and the programs that are created to implement the business vision. Exhibit 2-5 identifies the major forces for change that affect the SBA Business Architecture.
Exhibit 2‑5: SBA’s Business Drivers

	Forces for Change
	Description

	President’s Agenda
	

	The President’s Management Agenda
	US Executive Office agendas provide direction for the efficient operations, resource utilization and performance of SBA.  

	Presidents Small Business Agenda
	The President believes we must work to ensure that employees of small businesses have access to high-quality health care and reliable pensions. And for those small businesses that deal with the federal government, the contracting process should be fair, open, and straightforward.

For most entrepreneurs, taxes reduce their companies’ cash flow – the money businesses need to expand, buy more equipment, and hire more workers. To ensure continued innovation, President Bush believes that the government should leave as many resources as possible with the entrepreneurs and companies that are generating new ideas, better jobs, and greater wealth.

	SBA Strategic Plan Factors
	

	The State of the Economy
	Unfavorable changes in the economic climate such as rising interest rates or a lessening demand for goods and services may reduce demand for capital and credit, and increase loan defaults causing increases in subsidy costs.

	Congressional and Stakeholder Support
	Legislative earmarks or mandates can influence program direction.  Available credit ceilings, reauthorization, and appropriation levels are not under Agency control.  Cooperation from major small business trade associations is critical.  Public opinion and press coverage can influence the program’s success.



	Public-Private Cooperation
	The SBA is moving to use resource partners and other intermediaries more extensively to deliver its products; teamwork and sharing of common goals is critical to the program’s success.

	InterAgency Coordination
	Many Government agencies have functions that complement the SBA mission.  Through partnerships with these agencies, the SBA can enhance its probability of program success.

	Legislative
	

	Government Performance and Results Act of 1993 (GPRA)
	This legislation requires Government agencies to do strategic planning, including measurement of performance and results against the plan.

	Clinger-Cohen Act
	This legislation elaborates on requirements that promote the use of information technology to better support agencies’ missions and to improve program performance.  The Act calls for the establishment of a Chief Information Officer (CIO) and an Enterprise Architecture (EA).  The Act requires that agencies establish the business benefits of IT assets and focus on the return on investment for IT assets.

	Financial Management Legislation:

Chief Financial Officer Act

Government Management Reform Act

Federal Financial Management Improvement Act (FFMIA)
	This series of Acts established a financial management leadership structure, requirements for long range planning, audited financial statements, and improved federal accounting practices intended to increase the reliability of financial information. 

	Government Paperwork Elimination Act (GPEA)
	This Act requires Federal agencies, by October 21, 2003, to allow individuals or entities that deal with the agencies the option to submit information or transact with the Agency electronically, when practicable, and to maintain records electronically, when practicable.  Electronic records and their related electronic signatures are not to be denied legal effect, validity, or enforceability merely because they are in electronic form.


	Small Business Act
	It is the declared policy of the Congress that the Federal Government, through the Small Business Administration, acting in cooperation with the Department of Commerce and other relevant State and Federal agencies, should aid and assist small businesses, as defined under this Act, to increase their ability to compete in international markets.


	Government Management Reform Act
	The intention of this Act is To provide a more effective, efficient, and responsive Government. Be it enacted by the Senate and House of Representatives of the United States of America in Congress assembled,

	Other Factors
	

	Information Technology Labor Shortages
	While the labor market for skilled IT personnel has loosened with the downturn in the economy and dotcom failures, there are still limited IT human resource available in certain areas.  Shortages in key labor positions will cause development delays and increase the expense of new IT projects.  Those projects that use leading edge technologies are particularly vulnerable.

	Information Technology Revolution
	The rate of technological change in information technologies is exponential and expected to remain so in the foreseeable future.

	Globalization of Markets
	The number of U.S. small businesses that export is increasing.  In 1996, approximately 95% of all exporting firms were small and medium-sized business.  Approximately 60% of all exporting firms had less than 20 employees.  This rise in small exporting firms will increase the demand for export assistance.

	Increasing Numbers of Minority- and Women-owned Small Businesses
	Women and African American small businesses have doubled since 1987 (i.e., women-owned firms have gone from 4,115,000 to 8,500.000 and African American from 424,000 to 880,000), while Hispanic and Native American/Asian/Pacific Islander ownership have more than tripled (i.e., an increase from 377,000 to 1,100,000).

	Unpredictability of Natural Disasters
	Due to the inherently unpredictable nature of disasters, it is neither possible nor practical to assume that the disaster program operating needs can be accurately predicted from one year to the next.  This creates a need for procedures and methods to deal with this unpredictability.

	SBA’s Aging Workforce
	Like other organizations, SBA will loose much of its current workforce to retirement presenting challenges associated with retention of subject matter expertise.


The forces of change drive the SBA to create new strategies and a business direction to better serve small businesses.  These change agents result in new business directions and strategies that streamline service delivery and expand information access to small businesses.

2.3.3 Strategic Goals, Objectives and Performance Goals – FY 2007-FY2011
Organizational plans provide insight into the organization’s strategic focus.  Exhibit 2-6 and Exhibit 2-7 contain SBA’s Performance Goals
 related to the Strategic Plan Goals and Objectives which they support.  The third column identifies the SBA Program with primary responsibility for meeting the performance goals, the related strategic goals, and objectives.

The strategic planning goals described below tie together the three strategic goals of SBA together with the five strategic goals of the President’s Management Agenda.  SBA Goals 1-4 focus on servicing small businesses while Goals 4 – 9 are oriented towards organizational and government-wide efficiencies.  Successful execution of the business strategy to achieve these strategic goals will not only help small businesses succeed, but also help improve SBA performance and efficiency.  These strategic goals also contribute to overall Government efficiency through process consistency and resource sharing. The SBA Strategic Planning Goals are:
Strategic Planning Goal 1:  Improve the economic environment for small business

· See appendix O - 7(a), SBA Express and 504 Loan Servicing, Liq. and Purchase FY07
Strategic Planning Goal 2:  Increase Small Business success by bridging competitive
         opportunity gaps facing entrepreneurs.
Strategic Planning Goal 3:  Restore homes and businesses affected by disaster.
· See appendix P  - Developing Best in Class End to End Disaster Loan Process - FY07
Strategic Planning Goal 4:  Ensure that all SBA programs operate at maximum efficiency and 

 effectiveness by providing them with high quality executive

 leadership and support services.
Strategic Planning Goal 5:  Strategic Management of Human Capital

Strategic Planning Goal 6:  Competitive Sourcing of Commercial Activities

Strategic Planning Goal 7:  Improved Financial Performance

Strategic Planning Goal 8:  Expanded Electronic Government

Strategic Planning Goal 9:  Budget and Performance Integration
Exhibit 2‑6: SBA Strategy, Objectives and Performance Metrics

	Strategic Objectives
	Performance Metrics
	SBA Program 

	Strategic Planning Goal 1:  Improve the economic environment
                                               for small business
(see appendix O “Enablisng the Establishment and Viability of Small Businesses” U.S. SBA Strategic Plan FY 2006 – FY 2011)

	1.1 Minimize the regulatory burden on small businesses
	1.1.1  By FY 2011, achieve a yearly regulatory cost savings that increases at a rate of 10 percent annually over a base amount of $3.8 billion set in 2002, due to Advocacy interventions.

1.1.2 By FY 2011, through online training, ensure that employees of all 66 Federal agencies which promulgate regulations that impact small businesses have in-house expertise on how to comply with the Regulatory Flexibility Act (RFA). 

1.1.3  By FY 2011, ensure there are 10 states either continuing to introduce/improve small business regulatory flexibility laws/executive orders, or demonstrating successful implementation of existing small business regulatory flexibility laws/executive orders. 

1.1.4 By FY 2011 ensure that there are 15 universities/colleges with business/entrepreneurship programs using Advocacy data and reports as a resource for instruction and/or further research. 

1.1.5 Increase in number of Federal Agencies that improve their rating in the Ombudsman Annual Report to Congress.

1.1.6 Increase the percentage of comments addressed in 90 business days.


	Advocacy

Office of National Ombudsman (ONO)

	1.2 Minimize the taxation burden on small business through effective advocacy.
	1.2.1 By FY 2008, develop legislation for the Administration that is introduced in Congress and that, if enacted, would result in a tax savings to small businesses.
	Advocacy



	1.3 Minimize the health care cost burden on small business through effective advocay
	1.3.1 By FY 2008, develop legislation for the Administration that is introduced in Congress and that, if enacted, would result in health care cost savings to small businesses.


	Advocacy



	1.4 Simplify the interaction between small business and the Federal government through the use of the Internet and information technology.
	1.4.1 Number of hours saved in searching for relevant government information such as forms
1.4.2 Customer Satisfaction
	Office of the National Ombudsman (ONO),

Advocacy,

Office of the Chief Information Officer (OCIO),  

Office of E-Government

All SBA Programs

	1.5 Increase the effectiveness of Federal agencies to provide oportunities for small business
	1.5.1 By 2008, small businesses,assisted

by Federal agencies, benefiting from

Federal contracts or international trade

assistance, will achieve and maintain a 

higher than average survivability rate 

than that of a comparable control group.  

1.5.2 By 2008, small businesses,

Assisted by Federal agencies, benefiting from Federal contracts or international trade assistance, will achieve and maintain a higher than average job creation rate than that of a comparable control group.

1.5.3 By 2008, small businesses, assisted by Federal agencies, benefiting from Federal contracts or international trade assistance, will achieve and maintain a higher than average revenue growth rate than that of a comparable control group. 

New Initiative:

a. Help increase small business revenue from Federal contracts by working with agencies to award more than $ 489 billion in prime contracts between FY 2007 - 2011.     

By assisting buying agencies to increase the awarding of Federal contracts to small businesses, from FY 2007 through FY 2011, the Agency will support creation or maintenance of 790,000 jobs in the small business sector.  This estimate is based on FY 2005 average of one job created/maintained for each $131,600 of contract value awarded.


	Government Contrating and Business Development (GC/BD)

	Strategic Planning Goal 2:  Increase Small Business success by bridging competitive opportunity gaps facing entrepreneurs.
(see appendix O “Enablisng the Establishment and Viability of Small Businesses” U.S. SBA Strategic Plan FY 2006 – FY 2011)


	2.1 Increase the positive impact of the SBA assistance upon the number and success of the small business start-ups.
	2.1.1 Prospective and start-up small businesses assisted.

2.1.2 Percentage of prospective and start-ups from among those small businesses assisted. 
2.1.3 The percentage of SBA assisted small business start-ups lasting at least one year will exceed the average of comparable not assisted small business start-ups, as measured by firm births, firm terminations, and change in revenue.

2.1.4 Median customer satisfaction rate 
New Initiative:

d. By FY 2011, SBA Entrepreneurial Development programs expect to serve over 713,578 entrepreneurs annually.  SBA’s ED programs are adjusting the definition of key indicators.  For some of their indicators, FY 2007 will be the new baseline for Counseling and Training metrics.  Specific targets by program are as follows:

· SCORE. By FY 2011, SBA expects to serve 371,064 entrepreneurs annually.

· SBDC. By FY 2011, SBA expects to assist 223,595 entrepreneurs annually.  SBDC is changing the key indicators used for goaling purposes.  Consequently, FY 2007 will be the new baseline year for Counseling and Training.

· WBC. By FY 2011, SBA expects to assist 118,919 entrepreneurs annually
· Because access to information, skills and knowledge are critical components for small business success, SBA is transforming the way it works by using technology to offer effective business solutions. The SBA and its resource partners are increasing the use of electronic counseling, training and business management assistance for small business owners and are seeking innovative partnerships to reach small businesses in their communities.  Specific e-counseling targets have been set for SCORE online counseling so that by FY 2011, approximately 88,000, a minimum of 23 percent,  of SCORE counseling cases are handled online.

e. By FY 2011, SBA, through the Office of Veteran’s Business Development (OVBD), will use its comprehensive agency outreach programs and initiatives, to increase to 85,073 the number of veteran, service-disabled veteran and Reserve Component entrepreneurs assisted by the Agency.  The number of veterans that will be reached and the offices through which OVBD will reach its goals are listed below.

· Veterans Business Outreach Centers (VBOC). By FY 2011, increase the number of veteran-owned entrepreneurs to 12,000, from an FY 2002 baseline of 10,000.

· District Office Outreach. By 2011, increase the number of veteran-owned entrepreneurs to 5,000 from an FY 2002 baseline of 1,226.

· Office of Capital Access (OCA) programs. By 2008, increase the number of veteran-owned entrepreneurs to 68,073 from an FY 2002 baseline of 91,885.  The number of distinct veteran clients counseled and trained will be the baseline for future counseling and training goals.  A change in  client definition may result in fewer clients being reported


	Business Information Centers (BIC’s),  SBIC’s,  7(a) loans,  504 program, ED programs, SCORE, Small Business Development Centers, (SBDC), Women's Business Centers (WBC), Office of Strategic Alliances (OSA)
Veterans Business Outreach Centers (VBOC)

	2.2 Maximize the sustainability and growth of small business assisted by SBA.
	2.2.1 Increase the number of existing small businesses receiving SBA assistance. 
2.2.2 By FY 2011 SBA-assisted small businesses in existence for 1-3 years, will exceed the average survivability rate of  comparable non-assisted firms within that same time frame.

2.2.3 By FY 2011 SBA-assisted small businesses will exceed the average rate for job creation by small firms of a comparable non-assisted group.  

2.2.4 Median customer satisfaction rate.

Management Assistance:

c. By FY 2011, SBA expects to assist 248,685 existing small businesses annually through ED programs.  Program breakout is as follows:

· SBDC.  By FY 2011, SBA expects to assist 142,955 existing small businesses annually.  SBDC is changing the key indicators used by goaling purposes.  Consequently, FY 2007 will be the new baseline year for counseling and training.
· WBC. By FY 2011, SBA expects to assist 29,729 existing small businesses annually.
· SCORE. By FY 2011, SBA expects to assist 76,001 existing small businesses annually

d. Beginning in FY 2005 (1st Qtr), ED initiated an electronic collection of data relating to company survivability, job creation and revenue growth for its clients, among other statistics.  This data collection is now part of the EDMIS II system. 

· SBDC. By FY 2011, SBA expects to create 208,336 new jobs annually.

Financial Assistance

b. Through 2011, Surety Bond activity is expected to grow by an average of 10% each year, based on a FY 2007 baseline. Through 2011, total bid bond guarantees issued for the small business community will be approximately, 22,223 and total final bid bond guarantees will be 9,500. 

c. SBA will increase the number of small businesses receiving long term fixed asset financing by expanding the 504 program’s overall lending level by 10 percent each year.  This overall lending level represents a total volume of 11,692 loans a year by FY 2011, an increase over the FY 2008 base year value of 8,784.

d. The Agency is streamlining processes that will reduce the cost to lenders for originating SBA loans, thus encouraging lenders to increase the number of loans that they make.  The SBA Express Program is accomplishing this in a way that lowers the cost to the Federal government (based on the 50 percent loan guaranty versus the traditional 75 percent-85 percent guaranty).


	SCORE, SBDCs, SBICs, WBC, Veterans Business Outreach Centers, 7(a) Loan Program, Microloan, Small Business Investment Corporation), Office of International Trade (OIT), GC/BD, Office of Surety Guarantees (OSG), OLO

	2.3 Significantly increase successful small business ownership within segments of society facing competitive oportunity gaps.
	2.3.1 Increase the number of start-ups and existing small businesses facing special competitive opportunity gaps (SCOGs) receiving SBA assistance.

2.3.2 By FY 2011, small businesses facing special competitive opportunity gaps that were assisted by the SBA will exceed the average survivability rate for comparable small businesses within the first two years of existence.

2.3.3 By FY 2011, small businesses facing special competitive opportunity gaps that were assisted by the SBA will exceed the average rate of comparable small business job creation within two years of that assistance.

2.3.4 By FY 2011, small businesses facing special competitive opportunity gaps that were assisted by the SBA will exceed the average rate of comparable small business revenue growth within two years of that assistance.
Management Assistance:

b. By FY 2011, 23 percent of client counseling from ED programs will be done online, making information available to all citizens in both rural and urban settings.

Financial Assistance:
a. Through its 7(a) loan guarantee program, SBA will provide 350,000 loans to SCOGs in the next six years.
b. During the next six years, SBA will provide 35,000 loans to SCOGs through its 504 loan program.

Contract Assistance:

b. Through 2011, Surety Bond activity for small businesses facing special competitive challenges is expected to grow by an average of 10% each year, based on a FY 2007 baseline. Through 2011, total bid bond guarantees issued for the SCOGs communities will be approximately, 5,111 and total final bid bond guarantees will be approximately 2,952

	All ED programs, Hubzone, Small Disatvantage Business (SDB), SBDCs, Veterans Business Outreach Centers, 7(a) loan program, 504 loan program, Surety Bond, Gov Contracting, 8(a) Bus Dev

	Strategic Planning Goal 3:  Restore homes and businesses affected by disaster.
(see appendix O “Enablisng the Establishment and Viability of Small Businesses” U.S. SBA Strategic Plan FY 2006 – FY 2011)

	3.1 Maximize the timely restoration of businesses and homes following a disaster.
	3.1.1 Percentage of businesses sustaining economic injury that remains operational 6 months after final disbursement.

3.1.2 Percentage of businesses sustaining physical damage restored within 6 months after final disbursement.

3.1.3 Percentage of homeowners restoring their homes within 6 months of final disbursement.

3.1.4 Percentage of renters restored within 6 months after final disbursement.

3.1.5 Customer satisfaction rate.


	Office of Disaster Assistance

	Strategic Planning Goal 4:  Ensure that all SBA programs operate at maximum efficiency and effectiveness.
(see appendix O “Enablisng the Establishment and Viability of Small Businesses” U.S. SBA Strategic Plan FY 2006 – FY 2011)

	4.1. SBA’s general planning and management will result in clearly defined goals and effective strategies, and the coordination of operational support systems, so as to maximize the Agency’s mission performance through a comprehensive performance management system.

	4.1.1 By FY 2008, through effective policy guidance, leadership and administration and ensure that SBA regularly achieves at least 90 percent

of its Annual Performance Goals.
4.1.2 By FY 2008 lead SBA to achieving and maintaining a rating of “Green” on each of the 8 initiatives on the PMA.
4.1.3 By FY 2011 all major SBA programs rated by OMB will receive a PART evaluation of “Effective”. By FY 2010, SBA will ensure that at least 60 percent of major SBA programs rated by OMB receive a PART evaluation of “Effective” and that none is rated less than “moderately effective”.
4.1.4 By FY 2008 and each year thereafter, SBA district offices’ goals will consistently, directly and measurably support the strategic goals and long term objectives of the Agency, as established in the Strategic Plan.

	

	4.2. SBA will recruit, sustain and effectively deploy a skilled, knowledgeable, diverse workforce and executive cadre capable of executing high quality programs and activities that meet the current and emerging needs of its customers.

	4.2.1 In FY 2008, and maintained each year thereafter, SBA will achieve a rating of “Green” for having met all of the Core Criteria of the Human Capital initiative on the PMA.
4.2.2 As a result of a revised management and performance culture, SBA employees’ rating of overall satisfaction with their jobs will increase each year and by FY 2008 will exceed the government-wide average by at least 10 percent.
4.2.3 The percentage of SBA employees possessing core competencies identified for their positions is identified in FY 2004 and the resulting gaps in current and future skills and competencies in mission-critical occupations is reduced by 20 percent each year.

	

	4.3. Financial management systems will support both SBA strategic management and financial accountability by providing financial information that is useful, relevant, timely and accurate and which assists SBA in maximizing program performance and accountability.

	4.3.1 By FY 2007, achieve a rating of “Green” for the Financial Management initiative of the PMA.
4.3.2 Maintain a rating of “Green” for the Budget and Performance Integration initiative of the PMA.
4.3.3 Each year, SBA financial systems will meet the standard as prescribed in the Federal Financial Management Improvement Act (FFMIA).
4.3.4 Each year, SBA will receive an unqualified opinion on its financial statement audit.
4.3.5 By FY 2008, budgeting and performance measurement will be fully integrated at SBA.
4.3.6 By FY 2008, 75 percent of non-financial managers will agree with the statement that financial performance information is being used in SBA budget formulation and strategic planning and that they understand how such uses have been relevant to their own areas of responsibility.
	

	4.4. Information and related technology will be managed effectively and securely throughout SBA leveraging data and systems to support program execution and promote cost efficiency.

	4.4.1 Continue the Agency’s progress toward “Enterprise Architecture” by aligning Agency’s program and systems.
4.4.2 By FY 2008, standardized Information Technology (IT) portfolio selection, control, and evaluation processes and performance metrics will

be developed and implemented to gauge the progress of investments and their contribution to program outcomes.
4.4.3 SBA will continue achieve efficiencies of business processes and cost reductions by taking the economies of scale offered by participating in common E-Government solutions and technologies.

	

	4.5. Procurement and contracting services will be planned and managed to support SBA program management and the achievement of Agency’s goals.

	4.5.1 SBA will achieve a rating of “Green” for having met all of the Core Criteria of the Competitive Sourcing initiative on the PMA.
4.5.2 SBA will maintained each year the average time for competitive sourcing competitions will decrease to 12 months

	


Exhibit 2‑7: PMA Strategy, Objectives and Performance Metrics

	Strategic Objectives
	Performance Metrics
	SBA Program

	Strategic Planning Goal 5:  Strategic Management of Human Capital
	

	5.1 Strategic use of staff
	5.1.1 Better alignment and reporting structures
	Human Capital Management, Field Operations

	5.2 Increase Employee Skills
	5.2.1 Increased performance as a result of skills training
	Human Capital Management

	5.3 Increased efficiency
	5.3.1 Increased efficiencies as measured by unit costs and other criteria
	CFO, Field Operations and Program and Staff Offices

	5.4 Improved service to external customers (small businesses)
	5.4.1 Improved customer service and response services, such as a complaint desk
	Field Operations

	Strategic Planning Goal 6:  Competitive Sourcing of Commercial Activities

	6.1 Most Efficient Organization
	6.1.1 Direct conversion and/or competitive sourcing analysis and studies with private-sector (Up to 50% of the Fair Act inventory)
	COO, All program offices

	Strategic Planning Goal 7:  Improved Financial Performance
	

	7.1 Provide timely and accurate financial information to the American people 
	7.1.1 Unqualified audit opinion with no material weaknesses (11/14/04)

7.1.2 Compliance with the Federal Financial Management Improvement Act (11/15/04)
	OCFO

	7.2 Improved risk management and lender oversight system for SBA's credit programs 
	7.2.1 Implementation of new Loan Monitoring System
	Office of Lender Oversight, Capital Access

	7.3 Increased privatization of SBA's loan portfolio
	7.3.1 Reduce resources required to service SBA's loan portfolio
	Capital Access

	7.4 Increased accuracy of the calculation of SBA's loan portfolio
	7.4.1 Development of 504 economic models that increase the accuracy of subsidy rate estimates
	OCFO

	7.5 Improve project performance
	7.5.1 All projects are delivered, on time, on budget, with high quality, meeting the expectations of the end user.
	OCFO

	Strategic Planning Goal 8:  Expanded Electronic Government
	

	8.1 SBA offers anytime anyplace access to government services and information to small businesses
	8.1.1 Establish business.gov as the small business web portal for all business-related government assistance.

8.1.2 Implement the regulatory advisor with expert tools, on-line transactions, and vertically integrated, industry specific one-stops.

8.1.3 Implement SBA programs on-line: e-loans, international trade streamlining, disaster help, integrated acquisition portal, etc.

8.1.4 Establish coordinated system for delivering SBA services to small businesses via the Internet that meets private sector quality standards 
	All SBA Programs

	Strategic Planning Goal 9:  Budget and Performance Integration
	

	9.1 Performance Plan and Budget Request aligned by program goals with full costing


	9.1.1 Annual Performance Plan and Budget Request contained in a single document that shows clearly the performance measures and cost of every SBA program
	COO, CFO

	9.2 Performance Management system provides senior leadership with timely and accurate performance and budget information
	9.2.1 Monthly report to SBA senior leadership includes budget and performance data
	COO, CFO


This SBA strategic perspective is vital to the Enterprise Architecture effort because it translates the SBA vision into specific goals and performance metrics that are used to guide the business strategy and IT initiatives to maximize performance.  The following sections continue to describe high-level business strategies critical to achieving the goals and objectives described above.

2.3.4 High Level Business Strategy 

This section defines the SBA’s high-level strategies for serving the nation’s small business customers during the planning period FY 2006-2011.  These strategies will be implemented through a strategic, incremental process involving pilot locations and projects. These pilots expand to the full organization in a deliberate and thoughtful manner after thorough evaluation and adjustment.  The following are the major components:

· Transform SBA to meet the changing needs of small business.  SBA will reengineer its business processes, service delivery methods and workforce to meet the needs of small business in an Internet-driven global marketplace.  SBA will be more responsive and provide more value to small businesses and will become a more efficient and cost effective organization.  
· Marketing SBA to all 22.4 million small businesses in America.  SBA will develop and implement a comprehensive marketing plan to create awareness of the newly designed innovative, dedicated and simplified SBA culture, programs and services.  More businesses will benefit from the new SBA as it will be more in line with how entrepreneurs think and conduct business.  
· E-SBA:  Becoming the “Internet Resource” for small business.  SBA will make greater use of technology to serve the transformation and marketing efforts.  The Agency will also use electronic transaction tools to transform and streamline its processes.  The use of Internet tools will create a virtual SBA, providing small businesses easy access to information and services in a more cost effective manner.  Small businesses will be able to apply for a loan, license a business, register for Federal procurements, and receive business counseling via video more conveniently based on their schedule.

The more the SBA leverages its public-private partnerships, inter-agency working relationships, and technology tools, the more successful SBA is achieving its strategic goals and objectives.  The Agency’s focus has become one of outreach: a marketer of services, creator of knowledge, educator, services broker and evaluator.  The traditional focus of being a direct deliverer of services is reducing. 

The SBA traditionally provides credit/capital assistance, contracting and procurement help, entrepreneurial development, advocacy and disaster assistance to the small business community.  The Agency is expanding these offerings to function as the voice for small business in the face of macro-economic change, and market globalization.  The following paragraph details the business goals and strategies to help SBA achieve its strategic planning and performance goals described above.

2.3.5 Business Goals and Major Strategies

The SBA's strategic business goals are the basis for its strategic plan.  These goals represent the understanding of the SBA's statutory responsibilities and provide a deeper sense of purpose and direction.  To fully achieve the SBA’s strategic goals, major strategies were developed to maximize the SBA’s performance goals, which are required to achieve the strategic objectives. 

2.3.5.1 Goal #1: Improve the Economic Environment for Small Businesses
· Major Strategy

Continuing Efforts: Activities already underway that will continue to support accomplishing these results include the following:

a) Advocacy will continue working with OMB’s Office of Information and Regulatory Affairs (OIRA) to ensure agency compliance with RFA and other laws requiring agencies to analyze the impact of the regulations on small business. On March 19, 2002, Advocacy signed a memorandum of understanding (MOU) with the OIRA at the OMB calling for increased coordination between OIRA and Advocacy and instructing the Director of OMB to work with Advocacy to strengthen the enforcement of the RFA. The MOU established protocols for sharing information on reducing regulatory burdens in agency rulemakings. In addition, Advocacy and OIRA established that OIRA may return a rule to an agency for further consideration if small entity impacts have not been adequately analyzed pursuant to the requirements of the RFA. This relationship has resulted in greater regulatory cost savings to small business and Advocacy will continue to nurture that relationship.

b) Advocacy will also continue to publish guidance and train Federal agencies on how to improve compliance with RFA and E.O.13272.

c) Advocacy will comment on proposed Federal regulations and policies that would impose unnecessary or disproportionate burdens on small businesses.

d) Advocacy will continue to place greater emphasis on existing techniques that result in reduced regulatory burden for small businesses.

e) Advocacy will continue to work with other agencies to improve the amount and quality of small business data needed for its economic research, as in the recent agreement with Census to include questions on veterans in the Survey of Business Owners and Self-Employed Persons. The new questions will allow Advocacy to improve its analysis of veteran ownership of small business.

New Initiatives: Additional efforts that will be undertaken in order to achieve these results include:

a) New and innovative approaches will be implemented to identify issues of greatest concern to small businesses. Instead of combing through Federal Register notices to identify important issues, Advocacy will rely more on information directly from small businesses and their representatives. Advocacy will host roundtables where issues can be raised by small entity stakeholders and where Federal agencies and Advocacy can hear the concerns expressed by small businesses. Regional Advocates will be encouraged to communicate small business priorities throughout the country back to Headquarters in Washington, DC. A Regulatory Alerts web page will be maintained, listing rules that may have an impact on small businesses. Small businesses will have an opportunity to review proposed Federal regulations and click on links that enable them to comment directly to Federal agencies.

b) Advocacy will change the way its research is solicited and published. For instance, rather than identifying relevant topics for research in a relatively closed environment (within Advocacy), Advocacy will also rely on information obtained during the regional focus groups. By 2008, it plans to have conducted 32 (eight per year) regional research focus groups with academics and economists nationwide.

c) A publicity campaign will be initiated to reach into university entrepreneurship programs and identify generations of economists interested in studying small business dynamics and the important role small businesses play in the American economy. It will involve establishing regional research focus groups to identify the most pressing topics that require research, and assessing the value of existing research. This will enable Advocacy to study local, state and Federal issues concerning small business.

d) Rather than rely solely on limited releases to members of Congress or general press releases, Advocacy will engage in targeted releases and op-eds and interviews by its Regional Advocates in order to extend its reach nationwide. Research release strategies will be developed for each of its reports, tying the releases to highly publicized events (e.g., conferences, Federal Reserve meetings, etc.). By 2008, Advocacy plans to have data on small businesses from 100 percent of its published reports inserted in media reports (e.g., television interviews, op-eds, news articles, etc.) nationwide. In order to leverage its limited research dollars, Advocacy will engage in partnerships with other organizations (e.g., Kauffman Foundation) to conduct or share costs for research projects.

e) Advocacy will leverage its staffing resources by engaging in Interagency Agreements to have skilled economists and/or lawyers detailed to Advocacy at no cost or shared cost.

2.3.5.2 Goal #2: Increase Small Business Success by Bridging Competitive Opportunity Gaps Facing Entrepreneurs. 

· Major Strategy

Continuing Efforts: Activities already underway that will continue to support accomplishing these results include the following:
Technical Assistance

a) To allow for greater outreach expansion of SBA’s entrepreneurial development programs, the Office of Entrepreneurial Development (ED) will continue to expand its  E-Business Institute (EBI), an Internet-based learning portal operating like a virtual university – offering online courses, workshops, seminars, information resources, learning tools and direct access to electronic counseling, community learning environments and other forms of technical assistance.
b) Increasing SBA’s ability to obtain client data is the key to developing or changing ongoing program policy to make it more effective and customer-centric. To that end, ED will continue to improve integration of management and technical assistance programs in SBA through continued development and improvements to the Entrepreneurial Development Management Information System (EDMIS). The system will be completed by FY 2005, with additional refinements continuing in FY 2006 and 2007.
c) To evaluate customer effectiveness, ED will continue to conduct annual customer satisfaction surveys in all ED program areas and increase program cost effectiveness by achieving a reduction in program unit costs, particularly in the Business Information Center (BIC), SCORE and SBDC programs.
d) By FY 2008, ED programs will increase to 1,146,332 the number of entrepreneurs assisted by SBA, from an FY 2002 baseline of 963,176. This represents a three percent increase annually in all ED program areas.  
Financial Assistance

a) SBA continues to support the Microloan program because it reaches fledgling entrepreneurs who need both accesses to capital and technical/training in order to be successful.
b) By FY 2008, SBA’s finance programs will assist in creating and retaining 2,840,000 jobs.
c) Through its financial assistance programs, the SBA will aid 80,000 start-up firms in the next five years.

d) Explore opportunities to broaden access to capital by expanding collaboration with private sector entities to increase funding sources available to small businesses. 
e) Expand the Agency’s participation with lending partners that can assist in serving the greatest number of communities including credit unions and community banks.

New Initiatives: Additional efforts that will be undertaken in order to achieve these results include:
a) A stronger linkage will be created between SBA loan programs and the counseling programs, effectively intertwining both efforts, so that those entrepreneurs receiving loans are aware of all of the services available

Technical Assistance

a) To allow for greater expansion and consolidation of SBA outreach efforts, the Office of Strategic Alliances (OSA) will develop and coordinate strategic alliances with national and local private sector organizations interested in the dynamics and economic benefits of entrepreneurship to work with SBA to develop products and programs for the start-up market.
b) OSA, through alliances, partnerships and co-sponsorship events will increase training opportunities for small businesses by ten percent through SBA resource partners (SCORE, SBDC and WBC) and co-sponsored events.  Several of the initiatives described in Objective 2.2 will also contribute to the success of start-ups, including expanded use of electronic counseling.  Because access to information, skills and knowledge are critical components for small business success, SBA is transforming the way it works by using technology to offer effective business solutions. The SBA and its resource partners are increasing the use of electronic counseling, training and technical assistance for small business owners and are seeking innovative partnerships to reach small businesses in their communities. Specific e-counseling targets have been set for ED program areas for online counseling so that by FY 2008, a minimum of 15 percent, approximately 225,000 of ED counseling cases (, start-up and existing firms) are handled online.
c) As part of increased outreach to entrepreneurs, ED will target and collect data on the number of “information contacts” where assistance is rendered. This data will enable the agency to measure the scope of its outreach to the community and in many respects is a method of performing localized needs assessment. The private sector is largely unable to serve this market because entrepreneurs and business start-ups are not profit centers and because this sector of the market does not have the expendable capital to purchase consulting services.

2.3.5.3 Goal #3: Restore Homes and Business affected by Disaster 

· Major Strategy 
Continuing Efforts: As explained in the ODA Strategic Plan for FY 2003-2008, activities already underway that will continue to support accomplishing these results include the following:

a) ODA is ensuring that the effective management of its programs and support functions leads to the accomplishment of intended results, through implementation of an ODA strategic plan. This plan links long-term goals with annual performance goals, supported by specific strategies, across the full range of ODA responsibilities. 

b) ODA will ensure that EIDL are made quickly in order to ensure a rapid recovery, by maintaining its goal of having 95 percent of initial EIDL, physical business loan, and home loan disbursements made within 5 days of receiving the required loan documents and by having 85 percent of all such subsequent disbursements made within 9 days of receipt of required documentation. The pending implementation of the Disaster Credit Management System (DCMS) will help ensure success in meeting these targets.

c) ODA continues to speed up its processing of home loan applications, as it decreases the processing time from 85 percent processed within 21 days to 85 percent processed within 10 days by FY 2008, a key step in getting homes repaired within the target timeframe.

d) ODA will continue to work to mitigate the amount of physical and financial damages from future disasters by promoting the use of loan proceeds to prevent future losses, requiring insurance coverage, relocation out of hazardous areas, and code and policy required upgrades to disaster-damaged property. To maximize the effectiveness of our efforts in this area, ODA provides mitigation training to relevant staff. The participation rate will be increased from 50 percent in 2003 to 100 percent of all relevant staff by 2008.

e) ODA will continue to work in close coordination with the FEMA and the IRS in delivering rapid, effective recovery assistance to disaster victims. The coordination with FEMA includes setting up field operations, making referrals to the FEMA grant program, checking for duplication of benefits, and maintaining the flood insurance database. The coordination with the IRS involves the time consuming and labor-intensive process of verifying that loan applicants have filed their Federal tax returns. There are privacy issues regarding tax returns that the IRS must observe, which is a substantial challenge to ODA’s desire to speed up the process by electronically retrieving the data.

New Initiatives: As explained in the ODA Strategic Plan for FY 2003-2008, additional efforts that will be undertaken in order to achieve these results include:

a) ODA is considering implementation of the Business Expedited Loan Officer Report (BELOR) that will allow the processing loan officer to make a decision based primarily upon the credit worthiness of the applicant, thus allowing for a quicker loan decision.

b) ODA will develop processes to allow for better utilization of the Internet, so more information is available to communities suffering disaster. The same technology will be developed to implement the use of online loan applications and telephonic applications. ODA is also reviewing technologies to implement faster verification of losses to speed up the loan approval process.

c) To ensure that borrowers are using the home loan proceeds as authorized (home loans have be 80 percent of all loans processed by ODA), ODA plans to conduct closer monitoring of home construction projects, including post-disbursement site inspections.

d) DCMS will be deployed. DCMS is an automation project that will play a significant role in ODA meeting its Outcome Goals. It will change the type of computer systems used by ODA, and streamline procedures for both processing and closing SBA disaster loans. It will provide faster links to the IRS for tax verification information and to FEMA for duplication of benefit information. It will reduce loan paperwork and the number of loan staff necessary. It will also allow disaster loans to be processed and closed from virtually any location in the country, thereby reducing travel costs. 
e) The feasibility of expanding the eligibility of disaster victims to obtain additional loan funds for mitigation will be evaluated. Existing statutory limitations have proven to be a disincentive to victims to propose and complete appropriate disaster mitigation projects.
f) An ODA-specific Human Capital Management plan will be developed and implemented, to ensure that ODA has human resources available, qualified, and trained when needed.
2.3.5.4 Goal #4: Ensure that all SBA Programs operate at maximum efficiency and effectiveness.
· Major Strategy 

Continuing Efforts: Activities already underway that will continue to support accomplishing these results include the following: 

a) An intranet-based performance management system called the Execution Scorecard has been developed and is used on a daily basis to monitor progress toward achieving each office’s strategic goals.
b) A review of current office space usage across the Agency for the purposes of identifying opportunities for cost savings and customer service improvements.
c) SBA’s Office of Congressional and Legislative Affairs keeps the Administrator informed about the interests, concerns, and informational needs of Members of Congress and staff that relate to the mission and programs of SBA, so that the Agency is able to respond quickly with the right information and to react effectively.  The Office of Policy and Planning develops strategic policy priorities, plans the implementation of policy initiatives that support these priorities, supplies timely and relevant policy advice to the Administrator, and synthesizes input and ideas from the Administration, the private sector, non-profit organizations and the academic community to inform the Agency’s policy formulation process.

PMA Compliance: In order to achieve ratings of “Green” for compliance with each of the five initiatives on the PMA:
a) The Office of the Administrator will lead SBA offices in meeting the Key Milestones contained in the plan it has submitted to OMB for making sufficient progress each of the initiatives on the PMA.

b) The Office of the Administrator will lead SBA in meeting all of the Core Criteria for “Green” on each of the initiatives on the PMA by the targeted dates that have been specified.

Other New Initiatives: Additional efforts that will be undertaken in order to achieve these results include:
a) The agencies e-SBA initiative will be implemented.

b) Modernizing the grants management process through the use of an E-grants solution.

c) OSA will coordinate the formulation, development, implementation and oversight of SBA’s outreach activities with external organizations, including Government agencies, for-profit and non-profit entities.
2.3.5.5 Goal #5: PMA – Strategic Management of Human Capital

· Major Strategy 

a) Consolidate loan servicing administration and 8(a) review “backroom” activities into centralized locations using automation to increase process efficiency, improve customer service, and increase front-line resources availability for direct customer support and program delivery.

b) Enhance management and support of small business customers and resource partners through the implementation of customer and resource partner relationship models and concepts leading to more comprehensive and effective small business support.  This includes eliminating traditional program “stove-pipes” and better integration of all programs and delivery systems through one-stop shops and/or supply chain management techniques. 

c) Expand the SBA strategic use of resource partners by increasing their levels of authority, and to better integrate their service delivery with that of SBA and all program resource partners.

d) Increase the authorities, responsibilities, decision-making, and management of field offices through better integration of regional offices into field program delivery and management; through realignment of Surety Bond and GC/BD activities with the field organizational structure; through designation of senior career management officials in each regional office to assist with program and operational management; and through delegation of program oversight and administration of ED programs to field offices.  Responsibility for lender oversight and risk management of the loan portfolio will be further centralized at Headquarters.

e) Re-engineer business processes that transition the organization to virtual workloads that are managed and administered centrally.  This ensures the full use and availability of staff experts in any location, at any time, nationwide.  Redesigned business processes will include expert tools that interactively guide customers through processes, and provide immediate on-going follow-up and status reporting.  These activities, coupled with further delegations to resource partners, will result in a more efficient and effective administration of backroom activities and better utilization of limited staff and resources. Increase competitive sourcing of commercial activities leading to more efficient and effective operations.

f) Realign SBA’s staff nationwide to expand their reach into local communities and to provide closer coordination with SBA’s resource partners through the use of storefronts, one-stop centers, consolidation with resource partners, and various telecommuting arrangements.

g) Complete the comprehensive skills assessments required by the SBA staff to be successful in implementing the necessary small business programs and services in the 21st century.  The SBA will complete an inventory of current employee skills, and develop the training curriculums necessary to address identified “gaps.”  Training will be delivered in a cost effective and efficient manner, including the use of video training, Internet training, and on-site training.

h) Identify appropriate performance goals and objectives for each manager and responsible employee and include these in formal performance agreements to increase attention to and focus on results, and to enable the appropriate recognition for successful accomplishments.  Evaluate SBA field staff based on customer relationship management techniques that embrace performance metrics that measure desired results achieved through customer contacts (i.e. new loan, new minority business, new procurement opportunity, etc.)

i) Identify strategic hiring needs and implement effective position management strategies to ensure that the SBA has the right people, with the right skills, in the right jobs, at the right times.

j) Create new processes and procedures that embrace employee self-service to eliminate costly manual processes.  The SBA employees will perform traditional manual transactions (such as vouchering, funding approval requests, etc.) electronically through the SBA’s Intranet.
2.3.5.6 Goal #6: PMA – Competitive Sourcing of Commercial Activities

· Major Strategy 

a) Complete the required FAIR Act inventory to identify commercial activities.

b) Undertake appropriate activities to identify commercial activities for direct conversion and/or competitive sourcing analysis and study with the private-sector, while maintaining utilization of all current on-board staff to perform high priority Agency functions.  

2.3.5.7 Goal #7: PMA – Improve Financial Performance

· Major Strategy 

a) Improve financial accountability through increased data quality, timeliness of reporting, increased accuracy, and usefulness of financial information.

b) Develop and implement effective lender oversight programs and a Loan Monitoring System (LMS).

c) Develop and implement an econometric loan performance model to support Section 7(a) and other loan subsidy costs.

d) Augment financial transaction orientation with financial analysis of cross-Agency financial data to spot trends and early warning signs to prevent problems and mitigate risks.

e) Improve enterprise data management operation by maintaining a repository of current, relevant and accurate information within a secured enterprise data warehouse that can be analyzed and monitored using customizable ad-hoc reporting, displayed in a graphical dashboard showing cross-Agency performance, trends and alerts.  

f) Monitor program efficacy to assess underserved market expansion, lender compliance, credit risk, office diversity and supervisory ratios, assistance to small business, loan volumes, new procurements and etc.  Better program monitoring results in better programs improving small business contribution to local, state and national economies.

2.3.5.8 Goal #8: PMA – Expanded Electronic Government

· Major Strategy

a) Create an electronic SBA with a single portal for small businesses to access everything government has to offer.  The new Portal will offer comprehensive information organized in a logical and functionally-driven manner as well as more dynamic and interactive solutions that include electronic access to all of SBA goods and services (e.g., compliance with laws and regulations, e-loans, international trade, disaster help, on-line eligibility and certification, integrated acquisition portal, and a small business learning network).  The new web presence will also include links to other government goods and services of value to small business.

b) Participate in various cross-Agency E-Gov initiatives, representing the interests of small businesses and incipient entrepreneurs in a number of cross-Agency E-Gov projects, to include: international trade streamlining, e-loans, integrated acquisition portal, coordinated disaster assistance, on-line rulemaking, electronic tax tools for business, USA Service, GovBenefits.gov (on-line eligibility and certification), E-Grants and Integrated HR. 

c) Automate and centralize 8(a), 7(a), and 504 programs by providing electronic capture and transfer to eliminate duplicate data entry.  Data will be approved in central locations to eliminate process redundancy and to reduce turnaround time.

d) Decrease disaster assistance lending turnaround times and costs through process automation and centralization.  Disaster lending will experience cost reductions because fewer people will be required at disaster site locations due to fully automated disaster lending and field assessment.  Field assessment, application, analysis, approval, closure and disbursement will occur electronically. Disaster lending approvals will be conducted in a central location to eliminate process redundancy, reduce turnaround time, and reduce the need for an onsite workforce.

e) Integrate SBA enterprise systems such that no duplicate keying is required to move transactional information from one system to another and to improve cross-Agency reporting.
2.3.5.9 Goal #9: PMA – Budget and Performance Integration

· Major Strategy

a) Summarize programs operational plans in a scorecard highlighting critical performance measures, cost information, and project milestones, producing a monthly report to assist SBA’s senior management in tracking progress throughout the year.  Quarterly reviews will ensure that a systematic progress assessment is made and management actions are taken to ensure that planned goals are met. 

b) Reward managers who produce results by integrating operational plans into each senior manager’s performance agreement with the Administrator.  Performance criteria for all managers will be tied directly to the measures and project milestones identified in operational plans.  Decisions about future years funding levels are tied to results achieved under the plan.

c) Improve methods for capital project selection, cost control, performance and benefit calculation, project management and post-project evaluation to enable SBA to wisely invest limited resources among varied IT proposals in ways that deliver measurable benefits, on time, and in response to key objectives.

2.4 Federal Enterprise Architecture (FEA) Reference Models

The OMB’s Federal Enterprise Architecture Program Management Office (FEAPMO) provides guidance in the development and application of enterprise architecture at the federal inter-Agency level. The FEAPMO developed a Federal Enterprise Architecture that is a business-focused framework for cross-agency, government-wide improvement.  The FEA is being constructed through a collection of inter-related reference models designed to facilitate cross-Agency collaboration, as well as horizontal and vertical information sharing. The FEA consists of five reference models for business, performance, data, service and technology. Currently, a description of the data reference model has not been released by the FEAPMO.  Final copies of the service and technology models have been released as of June 2003.  The FEAPMO has released a second finalized version of the Business Reference Model (BRM), thus allowing agencies to perform their own initial high-level BRMs.
2.4.1 Business Reference Model

The Federal Enterprise Architecture Business Reference Model is a function-driven framework for describing the business operations of the Federal Government independent of the agencies that perform them.  The Business Reference Model Version 2.0 is organized as a functional hierarchy with Business Areas at the highest level followed by Lines of Business (LOB)/Internal Lines of Business and Business Sub-Functions.  The BRM identifies four (4) Business Areas that provide a high-level view of the operations the Federal Government performs.  The four areas are “Services for Citizens,” “Mode of Delivery,” “Support Delivery of Services” and “Management of Government Resources.”  The four Business Areas comprise a total of thirty nine (39) external and internal Lines of Business and one hundred and fifty three (153) Sub-Functions.   The federal Agency mapping to the lines of business has been completed for the “Service to Citizens” business area, which has 19 external lines of business and 65 sub-functions.  Exhibit 2-8 provides a diagram showing the four business areas and the top level functions.  
Exhibit 2‑8: Government Business Areas and Sub-functions
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SBA business areas map to 6 lines of business and to 12 of the sub-functions.  The SBA Lines of Business that mapped to the BRM are shown in Exhibit 2-9, “SBA Business Reference Model (BRM), Lines of Business” below.  The linkages between these federal business areas and SBA’s business lines are depicted in the subsequent Appendix J – Business Line Profiles.
Exhibit 2‑9: SBA Business Reference Model (BRM), Lines of Business

	Service to Citizens

	

	Economic Development
	· Business and Industry Development

· Financial Sector Oversight
· Industry Sector Income Stabilization

	Disaster Management
	· Emergency Response
· Disaster monitoring and prediction
· Disaster preparedness and Planning

· Disaster repair and restore

	Community and Social Service
	· Community and Regional Development

	General Science and Innovation
	· Scientific and Technological Research and Innovation

	International Affairs and Commerce
	· Global Trade

	Workplace Management
	· Training and Employment
· Labor rights Management

· Worker Safety


2.4.2 SBA Business Lines-to-Business Reference Model Crosswalk

The business lines-to-business reference model (BRM) crosswalk, Exhibit 2-10, maps the major SBA business lines categorized by the SBA strategic goals to the Federal Business Reference Model’s lines of business.  This matrix is designed to facilitate cross-Agency analysis and the identification of duplicative investments, gaps, and opportunities for collaboration within SBA and across Federal Agencies.  These mappings will allow the SBA to facilitate the Office of Management and Budget (OMB) goal of unifying work across agencies that are within common lines of business of the Federal Government.  Appendix J – Business Line Profiles contains a narrative description of the SBA lines of business.  The profiles include the corresponding Business Reference Model (BRM) categories within the description. 
Exhibit 2‑10: SBA LOB-To-Business Reference Model LOB Crosswalk
	Business Lines by Strategic Goal 
	     BRM  LOBs
	Economic Development
	Disaster Management
	Community and Social Services
	General Science and Innovation
	International Affairs and  Commerce
	Workplace Management

	Goal 1: Improve the economic environment for small businesses.

	Advocacy
	X
	
	
	
	
	

	Advocacy Database
	X
	
	
	
	
	

	Ombudsman 
	X
	
	
	
	
	

	Goal 2: Increase small business success by bridging competitive opportunity gaps facing Entrepreneurs.

	Loan Making/Servicing
	X
	
	X
	
	
	

	Lender Oversight/Risk Management
	X
	
	
	
	
	

	Workforce Transformation
	
	
	
	
	
	X

	Surety Bond Guarantees
	
	
	X
	
	
	

	International Trade Program/USEAC
	
	
	
	
	X
	

	SBIC Debentures 
	X
	
	X
	
	
	

	SBIC Participating Securities 
	X
	
	X
	
	
	

	Microloan Technical Assistance
	X
	
	X
	
	
	

	Rural Pilot Program 
	X
	
	
	
	
	

	PRIME 
	X
	
	
	
	
	

	New Market Venture Capital
	X
	
	
	
	
	

	Section 8(a) Program 
	X
	
	X
	
	
	

	Section 7(j) Program 
	X
	
	
	
	
	

	HUBZones Program 
	X
	
	X
	
	
	

	SBIR 
	X
	
	
	X
	
	

	FAST Program 
	X
	
	
	
	
	

	PRO-Net
	X
	
	
	
	
	

	BusinessLinc 
	X
	
	X
	
	
	

	Rural Outreach Program 
	X
	
	
	
	
	

	Government-Contract/Business-Dev
	X
	
	
	
	
	

	Veterans Outreach
	X
	X
	X
	
	X
	

	Veterans Business Corporation
	X
	
	X
	
	
	

	SCORE 
	X
	
	X
	
	X
	

	Women's Business Ownership 
	X
	
	X
	
	
	

	Small Business Development Centers
	X
	X
	X
	
	X
	

	Drug-Free Workplace
	X
	
	X
	
	
	X

	Business Information Centers 
	X
	
	X
	
	
	

	Native American Outreach
	X
	
	X
	
	
	

	National Women's Business Council 
	X
	
	X
	
	
	

	Goal 3: Restore homes and business affected by Disaster.

	Disaster Assistance Programs
	X
	X
	X
	
	
	

	Goal 4: Ensure that all SBA programs operate at maximum efficiency and effectiveness. 

	Capital Access programs
	
	
	
	
	
	X

	Entrepreneurial Development Programs
	
	
	
	
	
	X

	Management and Administration Programs
	
	
	
	
	
	X

	Government Contracting & Business Development
	
	
	
	
	
	X

	Office of the Chief Financial Officer
	
	
	
	
	
	X

	Office of Disaster Assistance
	
	
	
	
	
	X

	Office of Veterans Business Development
	
	
	
	
	
	X

	Office of National Ombudsman
	
	
	
	
	
	X

	Office of Advocacy
	
	
	
	
	
	X

	Office of Field Operations
	
	
	
	
	
	X


3.0 Data Architecture

3.1 Introduction

This section describes the current and target Data Architecture components of the SBA EA Blueprint.  The relationship of the data architecture components to the overall SBA EA is displayed in Exhibit 3‑1.
Exhibit 3‑1: Data Architecture in SBA Enterprise Architecture Blueprint
[image: image27.png]SBA



[image: image28.wmf]Paper (non-digital)

 Resources

Repository

Registry

Directory

Metadata

Information

Model

SBA Metadata

Information Management Layer

(Policy, Data Administration, Database Administration, Security, Quality Assurance)

Data Replication

Disaster Assistance

Research & 

Development

Data Marts

Financing

. . .

Enterprise Data Warehouse

Summarized

 Data

Summarization

Programs

Informational

Stores

Disaster

Partners

Clients

Financial

. . .

Central Data

Warehouse

Extraction

Cleansing

Data Transformation &

Integration Process

OLTP

Transaction

Processing

OLAP

Mining

Visualization

Business Intelligence

Analysis

SBA Customer Interface

Applications

Operational

Data

External

 Data

SBA Data

Lenders

Loan Servicing

G/L

Entries

. . .

[image: image8.png]Drivers

Business
Drivers

Design
Drivers

Current

Architecture

Data

Architecture

Architecture

Standards

Business
Architecture'

Data
Architecture

Applications
Architecture

Technology
Architecture

Architectural Models

Transitional Processes

Target

Business
Architecture [\ i
Data

Applications

Technology
Architecture

Architecture

Architecture | Strategic
*| Direction

Architecture | Principles /





The SBA EA is designed to align enterprise IT initiatives for data management, business applications and infrastructure technologies to business needs.  The Data Architecture component of the SBA EA Blueprint identifies the data required to effectively execute the enterprise’s business processes, and provides a framework for effectively managing the enterprise’s data environment.  The Data Architecture links data behavior (like accessing, using and sharing data), data management processes and data support staff to business processes, organizational structure and physical location.  Tools, other data models, maps, directories, policies and standards aid in structuring application systems development and the infrastructure to enable appropriate access and protection of enterprise data resources. A short description of each Data Architecture section follows:

· Data Environment: Provides a brief introduction, addressing the conditions under which staff uses data, and describes the business values and benefits of the Data Architecture.

· Current Data Architecture: This section introduces the SBA Information Management Layer diagram, describing the active components within the current Data Architecture.  

· Target Data Architecture: This section identifies the components from the Information Management Layer not completed in the current Data Architecture, and is therefore part of the target data architecture.  The section ends with a presentation of the SBA entity relationship diagram with mappings to business processes and organization.

Throughout the Data Architecture section, the terms data, information and knowledge are used.  In practice, it is difficult to define precise boundaries between the three concepts, as they are often viewed as forming a continuum.  Working definitions for these terms, as applied to SBA’s data environment, follow:

· Data: raw facts or quantifiable entities that result from execution of the SBA’s business processes (e.g., processing of a loan application);

· Information: data that has been transformed to have business relevance through the analytical behavior of a human (e.g., utilization data about the use of SBA products or services by various client constituencies); and

· Knowledge: information that has been given business value through the interpretive or reflective behavior of a human (e.g., effective value of SBA products and services to small businesses, and the U.S. economy in general). 

Appendix I Data Management provides a more detailed discussion.

3.1.1 Current Data Environment

A Data Environment includes the conditions under which staff function when attempting to collect, locate, use, or share information.  The complexity of an Agency’s data environment is affected by a variety of forces originating both internally and externally. Internal forces originate from the overall business situation (e.g., strategic focus), existing technology investment, and the physical staff arrangement.  The organizational factors of, politics, culture, IRM strategy/process, and staffing further affect the quality and effectiveness of an Agency’s information environment.  External forces stem from business/technology trends, and legislative activity.  

The SBA’s data environment is complex.  It is affected by internal business needs, data, the technology-intensive nature of the banking industry and cross-government initiatives (i.e., Quicksilver).  Expanded roles and responsibilities result from legislation such as PL 85-536 - The Small Business Act (as Amended April 27, 1999), challenge the SBA to provide timely access to relevant information administered across a full range of SBA programs.  A unique characteristic of SBA is that many services and products are delivered by resource partners, which affects SBA’s ability to impact the quality of data collected.  

The SBA office locations are geographically spread over the entire United States, with staff locations in Washington D.C., ten regional offices, sixty-nine district offices, and numerous field offices.  Staff professions vary and include but are not limited to, technologists, financial investment practitioners, researchers, policy/legal specialists, analysts specializing in areas like budget, management, banking and finance.  Each staff specialty has its own behavioral traits (e.g., vocabulary and communications style).

The Data Architecture provides a framework that enhances understanding of the relationships and characteristics of the data environment.  A better data environment understanding helps the IT professionals better support a more efficient and effective execution of SBA business processes.  
3.1.1.1 SBA Current Deployment of Data Standards

Section 5.3.5.1.2.1 Data Standards, Policies and Procedures identifies the fact that data is not standardize across the SBA enterprise.  New systems deployment efforts must adhere to data modeling and data naming standards identified in the Data Administration Manual and the legacy data environment will require concerted actions to bring about standardization.  The current SBA legacy systems environment is a series of Web, Client/Server, PC and mainframe-based systems, located across the agency, that tend to be single function, applications-oriented and non-integrated in nature.  Many of these systems share some data commonality.  However, because of their non-integrated nature, these systems name and define common data differently.  The current SBA environment, therefore, produces inconsistent, redundant data.  The purpose of the current Data Administration Manual is the first step to recognizing the need to document and manage this environment in a central data repository.  The SBA is in the process of updating the Data Administration Manual.  
3.1.1.2 SBA Current Deployment of Data Security and Privacy

SBA uses the Unisys Fundamental Security level to provide identification and authentication (user ID and password) within the mainframe environment.  In addition, all SBA mainframe applications implement another layer of security to authenticate and authorize user access to application functions and SBA data through Unisys Transaction Interface Process System (TIPS) user interface.  This security level provides discretionary access control for resources on the SBA mainframe.  Developers and system maintenance personnel are not subject to the TIPS security layer.  Once they have successfully logged in on the mainframe environment, they have access to high-level objects such as sub-systems, applications, programs (source and executables), and data files.  Such users have open access to any of the data stored on mainframe.  This level of security makes it possible for a user in this category, developer or system maintenance personnel, to access a data record using a utility program and make changes to that record without leaving an audit trail.  The TIPS user interface security layer makes it possible to restrict user access to application functions and SBA data.

For further information about SBA’s mainframe security controls, current deployment of security controls of PC’s,  (NIX, Linux or AIX-based computers), SBA Wide Area Network, Lans, Email service provided by SBA, and Sensitive Automated Applications see SOP  90 47 1 for more details.

3.1.1.3 SBA Current Deployment of Database Administration

The current primary DBMS in use by the SBA are as follows; Sybase RDBMS, Oracle RDBMS, Unisys RDBMS, and Microsoft SQL Server.  Database administration for the mainframe system is accomplished by the SBA Data Processing Services personnel.  Currently there are several SBA business applications using mid-tier RDBMS services, including critical systems.  The database administration for these systems is accomplished by an assigned Database Administrator (DBA), with the assistance of the Sybase/Oracle System Administration staff within the SBA Headquarters.  In addition to database structure and tuning, the Sybase staff also maintains business logic used in database triggers and remote procedure calls.   For additional information about SBA’s database administration see section 5.3.5.1.3 Database Administration in chapter 5.0 Technology Architecture.
3.1.2 Business Value of the Data Architecture

The business value of the Data Architecture reflects consideration for both the human and technology aspects of the SBA’s information environment.  Business value expectations include: 

· Promoting an integrated view of the SBA's data resources, through development of a common vocabulary for discussing and understanding data and graphic models for representing data.

· Identifying the SBA's data resources and their means of access, through development of information location maps, and population of an Agency Information Directory – a component of an Agency Information Resource Catalog (IRC)
.

· Supporting integration and sharing of data across business processes, by enabling the development of standardized data definition and meaning based on an Enterprise Information Model.

· Providing a framework for identifying, developing, and evaluating policy needed to effectively manage and protect the SBA's data and information resources.

· Facilitating an environment where technology enables the transformation of data and information into business knowledge.

· Guiding a user to information by making it more accessible, increasing the likelihood of its successful use.  The overall effect is a more efficient and effective execution of the SBA’s business processes.

Modifications to the data architecture are guided by IT objectives (Appendix C - SBA IT Objectives) and IT principles (Appendix D - SBA EA Guiding Principles) to define target data architectures that are aligned with target business needs described in the Business Architecture section of the SBA EA Blueprint.  The IT Objectives that directly affect the Data Architecture are:

· Improve the accessibility of meaningful information for SBA’s small businesses, business partners, and stakeholders;

· Ensure the security of the SBA’s information assets that support business processes;

· Enhance service effectiveness through the use of IT;

· Ensure the quality of data collected and disseminated; and

· Expand Electronic Government (E-gov) services.

The Information Management Policy Framework (IMPF) provides the policies and standards necessary to effectively meet the above objectives.  The IMPF identifies the management policies necessary to support data management, information collection, information security/privacy, data quality and records management.  The IMPF is presented in the Technical Reference Model in Section 5.0, Technology Architecture.

3.2 Current Data Architecture

At the highest level, SBA’s work involves managing Agency resources, administering Federal programs to guarantee small business loans and surety bonds, and providing disaster relief loans to individuals and small businesses.  Over time, SBA’s business systems have been developed based upon stovepipe views of the specific function or program being supported.  These systems tend to be single-function, application-oriented, and non-integrated in nature.  Although the systems are predominantly single function or program oriented, the business processes they support are inter-related in function and population, and have common business drivers such as customer service and program administration.  Many of these stovepipe systems share some data commonality.  However, because of the independent, parochial view of each system, common data can be named and defined differently, which results in data inconsistencies and redundancies.
The current data architecture is best described as one in transition, implementing the principles and policies described in the Information Technology Architecture, March 2000.  As a result this section identifies data architecture components from the ITA, March 2000, that are complete or in transition.  In the current environment, the data management program has begun to:

· Integrate policy, data, database administration, security, and data quality assurance with storage and access resources to allow appropriate access to authoritative data and information;
· Provide view only access to data not always available in operational systems, such as summary data and historical data;

· Provide better end-user access through standardized data access methods and business intelligence tools;
· Implement data administration policy including standard data naming conventions and data modeling.

Exhibit 3‑2 depicts the logical view (i.e., high-level, non-physical) of the Information Management Layer.  When viewed from left to right, the exhibit illustrates a simplified flow of data and metadata through the major architectural components in the SBA’s data environment.  Components in Exhibit 3‑2 (e.g., data stores) are logical depictions and may represent multiple physical occurrences in the data environment.  Exhibit 3‑3 was presented in SBA’s ITA dated March 2000.  SBA is implementing the components of this logical view in phases.  This subsection will discuss the major components where SBA has made significant progress. The remaining components are discussed in the target architecture section that follows.  The major components of the current Data Architecture are:

· Operational Data (which consists of data gathered by transactions or data gathered for other operational purposes);
· Metadata consisting of data about data (i.e., size, type, domain);
· Data Transformation/Integration Tools and Processes.  Limited use of data transformation into disparate decision support data stores.  No Enterprise Data Warehouse.

Exhibit 3‑2: Current Data Architecture – Information Management Layers
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Functional characteristics and the current roles of the components above are discussed in the sub-sections that follow.  While Enterprise Data Warehouse and Customer Interface appear in Exhibit 3‑2, these are described in the Target Data Architecture section because SBA resources are not yet focused on these areas.  Portions of the operational data, metadata and data transformation/integration components are implemented in the current architecture and, as such, are described.

In summary, the following list represents the SBA current data architecture areas of needed improvements; 

· Redundant operational data is currently collected, managed and stored in separate non-standardize databases.  

· Limited use of data transformation and integration tools is occurring within the organization to populate small disparate databases.  The newer EIS tools have been used for most major programs to provide management with snapshot views of program performance metrics.

· Metadata standards are under development.  Limited analysis of data stored in disparate data stores is performed in stovepipe business functions.  Much of the work in this area has been for WEB based systems.

3.2.1 Operational Data

Much of the SBA’s data is created by events that occur outside of the enterprise boundary; however, the data is eventually incorporated into the SBA’s operational data stores.  Operational data stores contain all data necessary to support the SBA's day-to-day business operations.  They are generally transactional in nature, but often additionally support analytical processing in the SBA’s legacy environment.  They have historically been optimized to support a specific business unit, rather than the enterprise-wide optimization supported by subject-oriented data stores in the current environment. 

Transactional and analytical data each play a different role in the current data environment. Transactional data supports the day-to-day processing of business events associated with a specific business process.  Analytical data supports the day-to-day decision support needs regarding business events associated with a specific business function or process.  Analytical data resides in the operational data stores, and is separated from transactional data to optimize operational efficiency of the database system.  

Operational data resides in disparate databases with limited standards. Transactional data is not shared among SBA systems resulting in manual keying of transactions to share data between database systems.  This manual keying is costly and can result in significant data quality issues.  Prioritization of limited resources has resulted in very little decision support data architecture advancements.  Limited decision support data is segregated into ad-hoc reporting databases enabling limited parochial reporting

3.2.2 Metadata

Metadata are any information about identifying and accessing data.  Metadata include all data describing the data resource including organic metadata like the name, definition, format and business rules that define the integrity of data.  Metadata also includes other statements about the data, such as, evaluation of accuracy and currency.  The metadata portrays both an enterprise view and specific business views of SBA’s information resources through enterprise and project-level information models.  Metadata originates from a variety of sources, including the SBA’s operational data stores, data warehouse environment (target data architecture), and non-digital data.  Major elements of the metadata component are:

· Repository;
· Registry;
· Information Directory; and

· Information Model.

SBA has started work on the Repository portion of the metadata component, but it is not complete.  The following subsection provides descriptions for the Repository.  The Registry, Information Directory, Information Model, and incomplete portions of the Repository are described in Section 3.3 Target Data Architecture.
3.2.2.1 Characteristics of Web Metadata

To date, there have been many techniques for describing metadata information. On the Web there have been many mechanisms and proposals for metadata, including PICS [Miller et al., 1996], PICS-NG, the Rel/Rev draft [Maloney, 1996], Web Collections, XML linking, several proposals on representing relationships within HTML, digital signature manifests (DCMF), and a position paper on Web metadata architecture [Berners-Lee, 1997]. Related to the Web, but coming from a digital library perspective, are the Dublin Core [Weibel et al., 1995] metadata set and the Warwick Framework [Lagoze, 1996], a container architecture for different metadata schemas. The literature on metadata includes many examples of metadata, including MARC [MARC, 1994], a bibliographic metadata format, RFC 1807 [Lasher, Cohen, 1995], a technical report bibliographic format employed by the Dienst system, and the proceedings from the first IEEE Metadata conference describe many community-specific metadata sets.

Participants of the 1996 Metadata II Workshop in Warwick, UK [Lagoze, 1996], noted that, "new metadata sets will develop as the networked infrastructure matures" and "different communities will propose, design, and be responsible for different types of metadata." These observations can be corroborated by noting that many community-specific sets of metadata already exist, and there is significant motivation for the development of new forms of metadata as many communities increasingly make their data available in digital form, requiring a metadata format to assist data location and cataloging.

Based on an examination of many Web metadata proposals, it appears that Web metadata can be broadly characterized into two categories, termed small chunk and large chunk. These are described below.

3.2.2.1.1 Small chunk metadata

Small chunk metadata includes data items such as:

· HTTP headers 

· short attribute-value pairs 

· typed links (e.g. HTTP links, or binary relationships) 

While developing a stringent definition of "small" is most likely impossible, since the definition is arbitrary, and seems to be based on unstated assumptions about retrieval performance (e.g., retrieval of small chunk metadata should be "trivially" or "unnoticeably" fast), much metadata has a small chunk flavor to it.

Characteristics of small chunk metadata include: fast retrieval speeds, no need for content negotiation, no requirements on ordering, no need for "trust" information (e.g., digital signature, author information, hash of contents, date of creation), and relatively simple value information.

3.2.2.1.2 Large chunk metadata

Large chunk metadata includes data items such as instances of:

· PICS, PICS-NG collections 

· Warwick collections 

· MARC records 

· Dublin Core records 

· discipline-specific metadata records 

· Web pages (e.g., an annotation page) 

Like the smallness of small chunk metadata, the largeness of large chunk metadata is similarly difficult to define. Characteristics of large chunk metadata include: requirements on the ordering of fields, encoded trust information, pointers to metadata schema descriptions, complex data models, and multiple levels of containment. Large chunk metadata often contains several instances of small chunk metadata. Typically large chunk metadata is larger than small chunk metadata, although it is easy to develop classes of both for which this assertion does not hold. As a result, there is an assumption that large chunk metadata takes longer to transmit than small chunk metadata. Large chunk metadata, when stored as a separate resource, has the advantage that several different representations of the information can be stored, such as translations into different natural languages, and then used in content negotiation

3.2.2.2 Mapping of metadata to the Web data model

The mapping of metadata to the various data containers (resources, headers) in the Web data model varies depending on whether the metadata is stored on, in, or as a resource.

On resource. In this case, the metadata is stored with the resource, but is not a part of the resource itself. Examples include HTTP links, HTTP headers, PICS labels (using the PICS-Label header). On resource storage is typically used for small chunk metadata, and on resource metadata is retrievable after 1 network request (a HEAD or GET).

Within resource. The metadata is embedded within the resource, and is a defined part of the document type description. Examples include HTML REL/REV links, the HTML META tag, various HTML metadata proposals, Microsoft Word .DOC documents, and Web Collections. Within resource metadata is retrievable in 1 network request (GET). Within resource metadata has the advantage of being independent of access protocol, and is portable (when the resource moves, it does too). Within resource metadata tends to be small chunk.

Is (whole) resource. The metadata is itself an entire resource. When the metadata is an entire resource, there usually exists a relationship (link) between the described and metadata (describing) resources. Examples include Web Collections, Warwick containers, Web pages. Typically large-chunk metadata ends up as whole resource metadata, such as the MIME encoding of Warwick containers described in [Knight, Hamilton, 1996]. Typically retrieval of whole resource metadata requires 2 network requests (one to get the links, one to get the metadata).

3.2.2.3 Consistency maintenance

Many sources have noted that metadata can be viewed as an assertion about the described data. In this view of metadata, an author attribute is viewed as an assertion that a particular person is the author of the information being described. Since the Web is a client-server system, there are two points of control over these assertions. With client controlled (or user) metadata, the consistency of the assertion is maintained by the user. Typically the server is unable to perform any validation of client controlled (or maintained) metadata. Alternately, the server can control the consistency of metadata assertions; one example is the last modified date of a resource.

When metadata can be set by many different principals, as is the case on the Web, it is desirable to have some way of determining whether a particular assertion should be trusted. Trust information is a prominent aspect of the PICS container format, which contains a digital signature, contents hash, author information, and a valid date range which can be used to assess the trustworthiness of the assertions contained in the package.

3.2.2.4 SBA Web Metadata Structure

SBA’s Web metadata properties support the W3C Semantic Web Activity which has been established to serve a leadership role, in both the design of enabling specifications and the open, collaborative development of technologies that support the automation, integration and reuse of data across various applications.  The Semantic Web Activity builds upon the earlier W3C Metadata Activity, including the definition of Resource Description Framework (RDF). 

Another activity relevant to most applications of metadata is the Dublin Core, which is a set of generally applicable core metadata properties (e.g., Title, Creator/Author, Subject, Description, etc.).

SBA’s uses the base Dublin Core metadata schema and agency specific elements wherever needed to promote interchange and interoperability. If a particular standard metadata schema does not meet our needs, then we define an additional metadata schema in an existing framework such as RDF and to use custom metadata schema in combination with standard metadata schema. 

3.2.2.5 Repository

The repository contains composite metadata of interest to the enterprise from multiple sources, and may act as a hub connecting many satellite repositories and data dictionaries.  Satellite repositories and data dictionaries will contain metadata that are primarily relevant at the project-level.  The repository currently contains:

· Enterprise information model and portions of project-level models;

· Data element format, definition, and limitations;

· Data structures, including aliases and usage cross-references;

· Authoritative source system(s) for each data element;

· Processes used to extract data from authoritative source system and transform the data for inclusion in recipient data stores; and

· Data standards for use by data cleansing processes (i.e., integrity constraints, domain constraints, data quality, etc.)

3.2.3 Data Transformation/Integration Tools and Processes

Data transformation and integration combines data from multiple operational data stores to create a unified, enterprise view of an information entity (e.g., loan).  Data is then transformed into data structures that are supported by standardized data access interfaces.  Data transformation and integration encompass three major processes:  extraction, cleansing, and summarization.

3.2.3.1 Extraction

SBA currently employs extraction processes to copy selected data from existing legacy, operational and external data stores.  These processes are continuing to be improved and enhanced over time.  The transformation process reformats the extracted data into a form consistent with the intended recipient data site.  Metadata plays a key role in these processes.  Authoritative source systems, against which extraction operates, as well as data structure and business rules that drive transformation logic are stored in the repository.  These processes are supported by COTS data warehousing tools, and supplemented by custom-written software where vendor solutions fall short of extraction or transformation needs.  Extraction and transformation processes are required to integrate data from multiple sources, and to support consistency of information and knowledge derived from data created in a complex information environment.

3.2.3.2 Cleansing

SBA currently uses cleansing processes to validate existing data against metadata standards, so that it is as consistent and accurate as possible.  These processes are in an ongoing state of improvement. Cleansing is required at multiple points, including entry of data into operational data stores, disparate decision support systems, and periodic examination of operational data stores.  This process acts as a gatekeeper, ensuring that outside data passes enterprise-level edits prior to application-level processing.  This eliminates redundant, and often inconsistent, edit processes through reuse, enables economy-of-scale advantages, and increases overall data quality.

A second function of the cleansing process addresses the reconciliation of operational data definitions and structures with enterprise information models.  As with extraction and transformation, metadata and the repository play a major enabling role in the cleansing process.

3.2.3.3 Summarization

Summarization is an SBA process that groups data according to some criterion and then totals, averages and applies some other statistical method to a detailed set of records.  Criteria are designed to produce summaries that contain groups of data elements that are commonly used together.  Various levels of summaries exist, including lightly summarized, at the state level and highly summarized data, found at the national level.  Summaries enable users to quickly and easily access the data they need at the appropriate depth.  SBA has begun piloting summarization processes in its efforts to provide a more robust enterprise reporting environment. 

3.3 Target Data Architecture

The Data Architecture outlines the desired future direction to establish a standardized data access method as a means to enable business process efficiency and effectiveness.  Information management is optimized through a strong information management function that integrates policy, data, database administration, security and data quality assurance, with storage and access resources that are structured to allow appropriate access to authoritative data and information.

In the envisioned target data architecture, data from internal and external sources will be captured using standardized data exchange into standardized, non-redundant operational data stores.  Prior to entering the Enterprise Data Warehouse, this operational data will be extracted, transformed and cleansed to meet metadata standards.  Data from the central warehouse will be replicated to support distributed warehouse and business function oriented data marts.  The SBA's information customers perform both operational and informational processing assisted by standardized data access methods and tools.  Functional characteristics and roles of these components are discussed in the following sections.

Major goals of the target Data Architecture expand upon the goals achieved in the current data architecture.  Target data architecture goals include:

· Insulating operational (transaction processing) systems from large ad hoc queries that are characteristic of informational systems (e.g., Decision Support Systems, Executive Information Systems, Online Analytical Processing Systems);

· Providing access to data not always available in operational systems, such as, summary data and historical data.  The current data architecture accomplishes this to a degree today.  The target data architecture will complete this task;

· Providing a cross-functional, enterprise view of data for decision support using integration enterprise data management and business intelligence analytical tools;

· Enabling better end-user access through standardized data access methods and business intelligence tools;

· Providing a formal data management program with data repositories, metadata, registry, information directory, information model, standard tools for data transformation, and integration; and,
· Eliminating data duplication by consolidating and integrating existing database architecture, and by providing standard tools and technologies for data sharing among internal and external systems.

As described in the current data architecture section, Exhibit 3‑2 shows the target information management layer.  SBA’s target data architecture focuses on completing the migration to a comprehensive information management layer, and adds standards for data sharing through Extensible Markup Language (XML) and completed implementation of the formal data management program.

The major components of the information management layer to be completed in the target Data Architecture are:

· Operational data sharing;

· Metadata (This currently exists in a limited form, but will be expanded in the target architecture);

· Data transformation/Integration Tools & Processes;

· Enterprise data warehouse; and

· Customer interface.

3.3.1 Operational Data

Because SBA’s target business architecture expands the use of private and public sector resource partners to deliver SBA programs, much of SBA’s data will continue to be created by events occurring outside the enterprise boundary, but eventually incorporated into the SBA’s operational data stores.  In the target environment, these operational data stores exist as part of a comprehensive enterprise database optimized for operational efficiency and cross-functional operations.  The enterprise database will ensure that duplicate databases from the current data architecture are combined to improve data quality and overall data management.  In addition, transactional information sharing between internal and external systems will eliminate duplicate data entry using standard mainstream technologies such as XML.

XML was developed from a markup language for documents to become the preferred standard for structured (databases) and unstructured (documents) data exchange over the HTTP protocol.  The flexibility and generality of XML markup capabilities, along with its platform-independence makes it an ideal choice for operational data sharing.

Processing of XML data will be facilitated by the use of XML Data Type Declaration (DTD) created and approved by all data sharing communities working in partnership with the SBA.  The DTD defines the standards for data exchange format, export, query, transformation, and integration.  XML transactions are compressed delivered over HTTP and decompressed into recipients’ database systems.  Other considerations for XML data exchange include standards for naming conventions, timing; security considerations for authentication, submission approval and receipt acknowledgement, backup and audit; environment considerations for communications, software, data flow and standard operating procedures; and error corrections and resubmissions.

3.3.2 Metadata

Metadata formalizes and standardizes the detail descriptions about enterprise data elements such as naming, definitions, format, and business rules for data creation. The following subsections discuss expansion of the; 

· Repository, 

· creation of the Registry, 

· Information Directory and 

· Information portions of Metadata. 

3.3.2.1 Repository

The repository described in the current data architecture is expanded to include distributed satellite repositories, dictionaries containing metadata that are primarily relevant at the project-level and an enterprise data warehouse model. The repository will become the essential enabler of the enterprise data warehouse as it will contain all the information about the data and processes used to populate and access the warehouse environment.

Exhibit 3‑3 illustrates the distributed repository environment described above. This exhibit illustrates the relationship between the corporate repository and its satellites.  Metadata structure and data standards flow from the corporate repository to the satellites. This flow enables consistency between enterprise and project-level models.  Detailed metadata regarding project-level data flows into the corporate repository from the satellites.  The important concept is the synchronization of the corporate repository and the satellite dictionaries.  The corporate repository essentially provides the top-down view of structure and standards.  This top-down view must be "broadcast" to the satellite data dictionaries to enable consistency and integrity of the data.  Similarly, the satellite dictionaries are the bottom-up view of data as projects create new data objects and their attributes.  These data elements must "fit" in the structure and standards directed by the corporate repository, and the data must be propagated upwards to the corporate repository.  
Exhibit 3‑3: Distributed Repository Environment
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Satellite repositories and dictionaries support efficient access by co-locating data and metadata.  This environment supports the decentralized information staffing model for data and database administrators.  Data and database administration functions are supported by both central (enterprise) and local (project-level) administrators.  The important concept is to design the data warehouse architecture so data marts can be extracted (replication or segmentation) and located as close to the subject matter expert (SME) users as possible.

There are no widely accepted product standards for metadata exchange.  However, a number of industry groups (e.g., Metadata Coalition) are working toward this end.  Without industry-based standards, synchronization of metadata between multiple repositories and dictionaries will present challenges in the target environment.  Vendor partnerships and integrated tool suites are a tactical approach to dealing with this challenge.  Supporting technology policy and standards are addressed in chapter 5.0 Technology Architecture.  

In addition to industry standards, data management policies and standards are essential to achieving synchronization and integration of distributed metadata in support of enterprise information models, which are required to enable effective data integration.  Information models are addressed later in sub-section 3.3.2.4. 

3.3.2.2 Registry

The metadata registry is a formal system that records the semantics, structures, and interchange formats of any type of data, including data found in databases, messages, documents, and other applications.
  The primary function of the metadata registry is to specify the semantics (i.e., content and meaning) of data.  As such, metadata in the registry is expressed in non-technical, natural language.  As a secondary function, the metadata registry may also describe interchange formats for data (e.g., Electronic Data Interchange, XML formats).  

The registry adds a semantic layer above the repository.  This semantic layer lends business context to the massive contents of the repository.  Linked to the repository, the registry can function as an index, thesaurus, or help users identify data elements that fulfill their information needs.

There is a growing need to share SBA data inside and outside the Agency.  In order to effectively share information, partners need a common understanding of data semantics.  For example, sometimes the same data element name carries a significantly different meaning for a different user.  The shared registry is able to reconcile these differences, by identifying variances and assigning an Agency-specific description that is viewable by other users.

3.3.2.3 Information Directory

An information directory is a descriptive inventory of the SBA’s information resources, providing a business description, contact, or steward identity, and access information.  This directory is populated through a technique called Information Mapping.  Information maps are used to document key relationships found in the information environment.  These relationships include such linkages as information entity-to-business process and information entity-to- organization, and are depicted through the matrices identified in Section 3.3.8 Data Architecture Alignment.  This mapping technique, combined with information modeling, identifies and classifies information resources of the enterprise.  The Information Directory adds a navigation layer above the registry and repository, and assists user-navigation to existing collections of data elements such as files, databases, and manuals.

3.3.2.4 Information Model

The information model is a graphic representation of the various information types required within the business area being designed.  This model illustrates how information is inter-related, and includes textual descriptions for objects represented in the model.  A common tool used by modelers is an entity‑relationship diagram (ERD), which depicts the principal information entities of the business area, as well as the interrelationships among them. An important reason for building an information model is that it allows multiple subject matter experts to contribute to a business area description, and allows this description to be validated or revised, as necessary, by additional reviewers.  The model also serves as a communication tool between subject matter experts and technical staff.  The SBA ERD is presented in Section 3.3.8 – Data Architecture Alignment.

3.3.3 Data Transformation/Integration Tools and Processes

While data transformation tools and processes exist in limited use within the current data architecture, the target architecture will standardize on processes and tools, and expand their use across the enterprise.  Data Transformation processes and tools for extraction for operational data stores, cleansing and summarization will be integrated with the Enterprise Data Warehouse to provide enterprise access to decision support data.

3.3.4 Enterprise Data Warehouse

The enterprise data warehouse provides a unified view of enterprise information entities, and enables the user to turn data and information into business knowledge.  This warehouse consists of three major components: central data warehouse, data replication tools, and data marts and distributed warehouses. 

3.3.4.1 Central Data Warehouse

A data warehouse is a single, consistent store of data obtained from multiple sources, and made available to end users in a way that they can understand and use in a business context.
  This warehouse is designed to support a broad range of strategic decision support and analytical processing needs across functional areas of the enterprise.  These data structures are optimized for analytical processing, unlike data structures of large operational data stores, which are optimized for transaction processing.  These structures support both detail and summary levels of data.

The detail level data is housed in subject-oriented informational stores.  Operational data is incorporated into the central warehouse through data transformation.  Informational stores are optimized for analytical processing and cross-functional application.  

Criteria are designed to produce summaries containing groups of data elements commonly used together.  Various levels of summaries exist, including lightly summarized data (e.g., regional level) and highly summarized data (e.g., national level).  Summaries enable users to more quickly and easily access the data they need at the appropriate depth.  The summarized data is often the most frequently accessed area of the warehouse.

In the target environment, the central data warehouse functions as a hub to a collection of data marts and distributed warehouses.  The data warehouse provides a consistent meaning, format and values foundation of commonly used data.  This foundation data is accessed either in the central warehouse, or in a distributed subset of the central warehouse data.  Distributing central warehouse data is sometimes required for performance reasons.

3.3.4.2 Data Marts and Distributed Warehouses

A data mart is often a subset of the central data warehouse that is designed to meet the decision support or analytical processing needs of a specific functional area.  Summarization criteria and views of the detail data are customized to meet a specific business need, unlike the central data warehouse, which is designed to meet a broad range of cross-functional needs.  Depending on business requirements, detail data is either accessed in the central data warehouse through the data mart, or distributed through replication, or other means, to reside locally at the data mart.  Like all warehouse data, distributed data is accessed in read-only mode, and no local updates are permitted.  Updates are made to the authoritative operational data source rather than to the data mart.

3.3.4.3 Data Replication Tools

Data replication supports data flow between the central warehouse, distributed warehouses and data marts.  Replication allows data to be located close to the users, when data access performance is a concern.

There are two primary approaches to replication, synchronous and asynchronous.  Synchronous replication enables a change in the central data warehouse to be immediately forwarded to replicate databases.  This approach is more complex to implement, as it requires all replicated databases be available for update.  Synchronous replication is applicable when distributed databases must be kept up-to-date at all times.  Based on anticipated business needs, it is unlikely that this level of replication will be required in the data warehouse environment.

Asynchronous replication enables a change in the central warehouse to be received by the replicated databases as a transaction, and held for later processing.  This approach is less complicated to implement, and is the preferred replication approach for decision support and analytical applications, since these systems do not generally require up-to-the-minute data currency.

3.3.5 Customer Interface

Customer interface is the user’s window to the SBA’s information environment.  This interface enables access to information resources through desktop PC, palm PC and Internet-based technology.  The target data architecture provides standard and ad-hoc reporting, data mining and complex business and statistical analysis through business intelligence technology.  The following describes key components for the target customer interface:

· Transaction Processing. Online transaction processing (OLTP) is performed against legacy and operational data stores to provide answers to tactical questions based on non-summarized transactional data.

· Business Intelligence Analysis.  Business Intelligence (BI) is the product of analyzing quantitative business data providing insights that will enable business managers to make tactical decisions, as well as to establish, modify, or tune the business strategies and processes to gain a competitive advantage, improve business operations and profitability, and generally achieve the goals management has set. BI-tools range from a custom-written General Purpose Front End for basic central data warehouse and data mart access, to specialized tools that support advanced Online Analytical Processing (OLAP), data mining, and visualization.  

· Data mining. Data mining is used to discover new correlations, trends, patterns, relationships, and categories by sifting through large amounts of data, using pattern recognition technologies as well as statistical and mathematical techniques. Data mining repeatedly applies different operations or transformations (e.g., feature selection, stratification, sub-sampling, clustering, visualizations, and regressions) to raw data to find business process representations and models that can forecast the outcome of situations or the value of given situations using historical or subjective data. 

3.3.6 Information Management 

The information management layer plays a dual, and sometimes contradictory, role as protector and access facilitator.  This layer consists of the policies, standards, and enabling technologies that both protect and enable user access to the SBA’s information resources.  Included in the information management layer are data and database administration, security, quality assurance, and data management middleware.

3.3.7 Formal Data Management Program

The target Data Architecture will include a formal data management program.  The program will not only consist of managing data, but of the people, processes and technology required of a formal data management program.  The formal data management program will provide standards and policy for data access, accuracy, availability, certification/authenticity, completeness, integrity, redundancy, timeliness, semantics, normalization standards, synchronization, consolidation, data classes (i.e., structured data, report outputs, standards, specification, XML DTD, image, mail, voice, video and analytic data), data sources, data and metadata models, interfaces, privacy, industry information, data retention, and legal implications.

3.3.7.1 Data and Database Administration, Security and Quality Assurance

These functional areas provide the policies, procedures and standards for a broad set of activities and technologies that manage, control, and protect the SBA’s information resources.  Each sub-function requires a special set of skills to support the data management function.  

· Data Administration (DA) - Data administration is the business activity responsible for designing, building, and maintaining the formal data resource of an organization.  It is responsible for shifting an organization from being information-poor to information-rich.  The primary purpose for data administration is to control disparate data  

· Database Administration (DBA) - The DBA procedures are the working, step-by-step processes that must be used in performing the fundamental DBA activities - data normalization, repository operations, and change management.  These formalized DBA procedures (data normalization, change management procedures) are published and distributed to all data repository users, data modelers, application developers, and end users.  

· DBA also includes a complete database backup/recovery strategy to restore systems after hardware (such as media, processor) and software (operating system, DBMS, application) failures, and environmental problems (disaster).  

· Database management system performance monitoring and tuning are key DBA activities to ensure reliable, high performance, available data resource.  Performance monitoring and tuning requires ongoing process throughout the system life cycle, and encompasses operating system (I/O, CPU, memory), DBMS (I/O, CPU, memory, database design), application (code, database calls), and network performance tuning.

· Data Security - Data security is the ability to protect the corporate data from unauthorized use or modification.  Data security capabilities include the ability to monitor and log data access, as well as data access violations.  The metadata that describe data security are intrinsic to the data and should be associated with the data.  This ensures that data security is self-describing regardless of where the data may be used.

· Data Quality Assurance - Data quality assurance is a measure of how well the formal data resource supports the business activities of the organization.  Data quality assurance is also an ongoing activity to ensure the formal data resource contains high-quality data.

3.3.7.2 Data Management Middleware

Data management middleware is an enabling technology that facilitates access to both data and metadata within the SBA’s information environment.  This middleware supports the communications function between the data access layer and the physical database, and is an essential technology in a multi-tier applications environment.  Standard Application Program Interfaces (APIs) and generic gateway services support a common interface to the SBA’s data and metadata, making use of industry standards such as Structured Query Language (SQL) and open database connectivity drivers (ODBC).  These technologies are further addressed in sections 4.0 and 5.0.

For further information concerning the SBA data management approach, see Section 5.3.5 Data Management Service Area in chapter 5.0 Technology Architecture.

3.3.8 Data Architecture Alignment

This sub-section describes the major tools used in developing an understanding of key relationships in the data environment.  Relationships are a fundamental element of the data architecture.  An understanding of what classes of information support the SBA’s business processes, who is responsible for these information classes, and where the information is located are essential to definition of the data architecture.  These relationships are captured in a combination of information models, maps, and matrices.  

A matrix that relates information to business processes and organization is included in this sub-section.  This mapping process, combined with information modeling, identifies and classifies information resources that are of value to the enterprise.  Specifically, the following relationships are presented:

· Enterprise-Level Information Entity Relationship Diagram

· Information Entity to Business Process

· Information Entity to Business Organization

3.3.8.1 Enterprise-Level Entity Relationship Diagram

The enterprise-level conceptual data model represents the highest level of business information entities and their relationships (based on high-level business rules).  Exhibit 3‑4 is the SBA conceptual Entity Relationship Diagram (ERD).  Detailed descriptions of each entity in the conceptual ERD are provided in exhibit 3-4.
Exhibit 3‑4: Conceptual Entity Descriptions

	Agreement
	An agreement is the terms and conditions of relationships that SBA establishes with its partners to carry out the SBA’s business. 7(a) agreement, Preferred Surety agreement and SBIC Certification are some of the examples of Agreements SBA signs with its partners.

	Asset
	An asset is a real property or resource that SBA needs to support its business e.g. hardware, software, building etc.

	Bond
	A bond is an insurance agreement pledging security for financial loss caused to another by the act or default of a third person or by some contingency over which the third person may have no control.

	Bond Guaranty
	A bond guaranty is the guarantee of an insurance agreement pledging surety for financial loss caused to another by the act or default of a third person or by some contingency over which the third person may have no control. SBA issues guarantees for the bonds issued by surety (insurance) companies for the work performed by small businesses. SBA guarantees a percentage of the total bond amount.

	Budget
	A budget is the plan for the coordination and expenditure of financial resources covering a definitive period of time, the amount of money available, required, or assigned to a particular purpose.

	Certification
	A certification is the designation assigned to small businesses as having met the requirement for participating in SBA’s certification programs. 8(a) certification and Hub-zone certification are examples of certifications SBA offers. These certifications provide small businesses Federal contracting and other business opportunities that are set aside for certified businesses.

	Client
	The SBA client is a small business or a citizen who consults with or engages the services of SBA.

	Counseling
	SBA and its partners advise small businesses and citizens on business issues (i.e. business plan preparation, financing etc.

	Grant
	The grant is a funding provided to the partner or client to support specific programs and program objectives.

	Legislation
	Legislation is a potential or actual law passed by congress, signed by the President, implemented through regulation or law, and possibly adjudicated through the courts.

	Loan
	A loan is money lent to a borrower in exchange for a promissory note to repay the original principal and interest. A loan may be secured through collateral and pledged by other guarantors. An example of a loan that SBA offers is a Business Disaster loan. 

	Loan Guaranty
	Loan Guaranty is the guarantee of a loan pledging security for the financial loss caused by the default on a loan by the borrower. SBA guarantees a percentage of the outstanding principal balance.

	Partner
	A partner is an entity – Business, Federal/State/Local Agency, or Association – that SBA has an agreement to provide services to SBA clients. Banks, Surety companies, Small Business Investment Companies are examples of SBA Partners.

	Policy
	A policy is the definitive course or method of action selected from alternatives, and, in the light of given conditions, guide and determine present and future decisions.

	Research
	Research is the study conducted by Advocacy to identify issues of concern that are used to provide strategic advantage to the small business community. The Chief Counsel advances the views, concerns, and interests of small businesses before Congress, the White House, Federal agencies, Federal courts, and state policy makers.

	SBA Program
	SBA programs are the vehicles through which the Agency helps small businesses to achieve specific goals.

	SBA Office
	SBA office is a sub-division of SBA that is responsible for implementing the Agency’s mission.

	Training
	An SBA provides training to small businesses and citizens to develop a particular business skill or group of business skills.


Exhibit 3‑5: SBA Enterprise-Level Conceptual Entity Relationship Diagram

3.3.8.2 Information Entity-to-Business Process Relationship

The Information Entity-to-Business Process Matrix (included in Appendix M) maps relationships between information entities in the SBA’s information environment, and the SBA business processes, in the business processes decomposition in the business architecture.  The matrix cells represent an intersection of process and information entity, and are populated with either a ‘C’ or ‘R’ to indicate whether the information entity is created or simply received by the function.  

3.3.8.3 Information Entity-to-Organization Relationship

The Information Entity-to-Organization Matrix (included in Appendix N) maps the relationship between the information entities to the SBA’s organizational components.  The matrix cells, an intersection of organization and information entity, are populated with an ‘X’ to indicate a data stewardship role.  Data stewardship is discussed in the context of information policy. Analysis and refinement of this matrix assists in better understanding, and determines stewardship for SBA’s information resources.

4.0 Application Architecture

4.1 Introduction

This section describes the current and target application architecture components of the SBA Enterprise Architecture (EA) Blueprint.  The relationship of the application architecture components to the overall SBA EA is displayed in Exhibit 4‑1 Application Architecture in SBA Enterprise Architecture Blueprint.
Exhibit 4‑1: Application Architecture in SBA Enterprise Architecture Blueprint
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The Application Architecture defines the applications required to manage the data and support the business operations.  The Application Architecture provides conceptual guidance in creating or acquiring business applications that support business and data needs, and that are consistent with the SBA IT strategic vision and IT Direction.  The Application Architecture conceptually describes how the SBA business applications should be designed, how they cooperate with each other, and factors to consider in their deployment.  It also serves as the focal point for an application systems inventory for the SBA.  The Application Architecture is not intended as a detailed design specification, nor is it a systematic procedure for designing applications to support specific business needs.  SBA’s Systems Development Methodology provides life cycle methodology for the creation of new and modifications to existing business applications.

The Application Architecture provides a common conceptual framework for use by information systems project planners, systems designers, and application programmers in:

· Planning and estimating the scope, level-of-effort, and costs for designing, implementing, or acquiring new business applications or major enhancements to existing business applications within the SBA;

· Identifying the IT standards and policy guidance for designing, developing, and acquiring business applications;

· Designing and developing business applications that are able to be quickly adapted to changing business and operational needs of the SBA; and

· Designing, developing, or acquiring packaged business applications to work in a cooperative fashion, and can be easily integrated into the target SBA Technology Architecture.

The scope of the Application Architecture extends to all information system applications within the SBA that are mission-critical or of enterprise importance.  Any SBA business unit that is involved in designing and developing business applications directly related to accessing enterprise information, can benefit from the Application Architecture.  The contents of the next section are as follows:  

· Current Architecture.  This subsection provides a snapshot of the current application architecture including legacy applications, roles and responsibilities, inhibitors to change and an inventory of SBA current business applications with mappings to SBA business process decomposition.
· Target Architecture.  This subsection describes the target architecture environment including discussions regarding application components, client/server layering, target application types and categories, recommended design principals, and best practices.

4.2 Current Architecture

4.2.1 Background

The Small Business Administration’s challenge is to provide software applications that meet the requirements of all its users.  This includes clients, partners, and internal SBA users.  The SBA has over 200 line-of-business applications in its portfolio.  The Office of the CIO has identified 89 applications.  The Disaster Assistance Office has identified 26 custom applications and numerous COTS applications in use, and the Office of Financial Systems in Denver has identified 98 existing systems.  

The current SBA application architecture can be characterized as mainframe-based for the existing legacy applications with a growing number of web enabled/web interface applications, and some PC or local LAN-based applications.  The implication is that the SBA has been working to take advantage of distributed processing, graphical user interfaces, and other advantages offered by web enabled and PC desktop client/server applications.  Some mainframe applications have been re-written for the web environment, while others are currently undergoing the revision process.  It is important to note that new business requirements and re-engineered business processes are being incorporated in the applications, as they are re-written for client/server platforms, with a focus on developing thin-client, client-server, and web-based applications.

The SBA is an information-dependent organization.  Its primary business role is to maintain and strengthen the nation’s economy by aiding, counseling, assisting, and protecting the interests of small business and by helping business and families recover from natural disasters.  Carrying out these activities depends on business applications and supporting infrastructure for effective management of, and access to, data and information.  

To accomplish the strategic goals of the Agency, the SBA’s business and IT operations need to perform at, or better than, current industry standards.  The SBA Strategic Information Technology Plan describes an information-centered environment where information systems can work more effectively by sharing information, and where they can be more responsive to the demands of changing business needs and the potential of emerging technology.  This systems environment is characterized by well-managed enterprise databases within its core, accessed through standardized interfaces by applications that have well-defined boundaries, are designed modularly, are flexible, and are easy to maintain.

Applications are the primary information technology (IT) tools used to access information necessary to support the business of SBA.  In the 50 years since the SBA was established, information systems technology has undergone an extraordinary change.  Today, gaps exist between the SBA current business needs and the performance of its current business applications.  This section provides background information about the SBA "legacy" application systems, and lays the foundation for adopting the target Application Architecture.

4.2.1.1 Legacy Applications

Many SBA legacy applications employ a stovepipe design and operate in batch mode.  The legacy systems support multiple business processes using complex, tightly coupled business-rules logic and customized data-access methods. While state-of-the-art when designed, the legacy application environment now adversely impacts the SBA’s ability to expand support of current and future business needs.  This legacy environment has not leveraged newer techniques developed in the last decade. The following describes difficulties legacy systems have in the following categories:

Modification and Maintenance: The size and tight coupling make even a small change in one aspect of program logic or data affect other areas of legacy systems.  This approach increases the time and effort needed to implement (i.e., analyze, design, develop, and test) changes.

Application Programs and Process Reuse: Different business units manage each stovepipe application system independently and common functions are implemented differently. This makes it difficult for the SBA’s systems to communicate with each other.  

Share Data and Information: Legacy systems databases are not shared.  Batch flat files of dissimilar formats are currently the primary means of sharing data and information between one business unit system and another. This practice increases resource demands on the infrastructure and adds to the complexity of data management throughout the SBA.  Exhibit 4‑2 Proliferation of Batch File Interfaces, illustrates how batch file sharing can easily proliferate into a spider web of flat file interfaces. 

Exhibit 4‑2: Proliferation of Batch File Interfaces
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Deployment Alternatives – Typically, stovepipe applications use a tightly coupled design that intertwines the user interface logic, business logic, and data access logic into a singular system.  Consequently, the system must be deployed onto a given hardware platform (either the mainframe or a mid-tier server), and is unable to take advantage of other available infrastructure resources within a distributed environment (see Exhibit 4‑3 Stovepipe Systems Deployment).  

Exhibit 4‑3: Stovepipe Systems Deployment
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Leveraging Information Assets - Much of the SBA’s IT assets (i.e., applications, data, and infrastructure) are created for use by one business unit and are not available to other business units. It is, therefore, difficult for system analysts and designers to identify existing application processes that provide similar functions if they are outside their immediate business unit. It is also difficult for data administrators and database designers to identify existing data stores and methods for access if they are outside their immediate business unit.

Reports – Legacy systems reports provide valuable information such as business trends and early warning indicators.  New reports, however, are needed to assess data relationships in different ways.  SBA legacy systems reports are not easily modified to support new reporting needs, which results in delays, high maintenance costs and, potentially, reports that can not be supported due to insufficient data sharing.

4.2.1.2 Roles and Responsibilities

The current application delivery model can be characterized as a stovepipe approach, where the responsibility for an IT project delivery is held solely within a business unit rather than shared at the enterprise level.  Business units assume full responsibility for all aspects of systems from conception through design, deployment and implementation including some operations support, which typically falls to project leaders, systems analysts, system designers, and programmers.  Often the same person fulfills multiple, and in some cases, all roles and may lack the requisite time, experience, or resources to carry them out effectively. Project leaders often carry overall responsibility for project management, contract management, and system development life cycle (SDLC) activities within a business unit.  Insulated in this manner, one business unit cannot easily leverage software development techniques created by another business unit.

The SBA system analysts within the business units are generally knowledgeable about specific legacy applications and their operations.  The SBA’s experience with designing applications to operate in a heterogeneous, distributed environment is isolated and targeted to specific business unit needs.  One business unit does not easily leverage an innovative system design approach created by another business unit.

Programmers developing SBA systems usually are required to fulfill every aspect of the SDLC process.  Many of the key processes require competencies that are different from pure application programming.  Programmers are assumed to be experts in all aspects of designing and implementing an application system, including the user interfaces, the business rules logic, network interfaces, and data management operations.  As advances in technology also increase in complexity, programmers can no longer be expected to maintain proficiency with all aspects of application development.

4.2.1.3 Inhibitors to Change

For the most part, the SBA business applications remain substantially similar to technology available over a decade ago, despite operating on newer equipment. In some cases, the business processes have changed and the legacy applications have not.  This has reduced automation coverage/support of the business processes.  The result is that rich and valuable data and information resources have become tightly bound into the legacy systems infrastructure.  

The SBA’s ability to quickly adapt IT to changes in business and information requirements is inhibited by the inability to change the legacy application systems. This consequently limits the Agency’s ability to change the infrastructure.  The negative impacts to IT effectiveness, and the frustration of the SBA data users as a result of these inhibitors, have steadily increased over time.  

While it took decades to get to the current state, it may take years to evolve the legacy application environment and transform it to make the most effective use of information resources.  A new paradigm for designing and implementing business applications is needed to avoid perpetuating this legacy.  

4.2.1.4 Applications Status

Exhibit 4‑4, SBA FY 2006 Current and Target Applications, is the most up-to-date list of applications and their most current status.  Where information was easily obtained, it is shown in the appropriate column.  If the information was not readily available at compilation time there is no entry.  This information is shown to establish bounds, or determine scope, around the initial application architecture.  Appendix H, Process-to-Application Matrix maps applications to the business process decomposition from the Business Architecture section.

Exhibit 4‑4: SBA FY 2006 Current and Target Applications
	System
	Subsystems
	Category 
	Description
	Platform
	Language
	Program Office

	 e-Test (Empirix Load Testing tool for Web applications)
	
	Commercial Software Package
	e-TEST suite is an application testing solution used for ensuring the quality, performance, and reliability of Web applications and Web Services.  It allows users to define and manage application testing process, validate application functionality, and performance.  
	Commercial Software Package
	UNIX
	OCIO

	Adobe Reader Extension
	
	Commercial Software Package
	Fillable Forms  COTS package
	Commercial Software Package
	Adobe
	OCIO

	Agency-wide DNS (Domain Name System) name server-BIND (Public and Internal) 
	
	Commercial Software Package
	The Domain Name System (DNS) is a system that stores information associated with domain names in a distributed database on networks.
	Commercial Software Package
	UNIX
	OCIO

	Caliper Maptitude 
	
	Commercial Software Package
	Maptitude Geographic Information System for Windows is the intelligent mapping solution, a combination of mapping and GIS software and geographic data.
	Commercial Software Package
	Windows 2006
	OCIO

	Content Management System (Stellent)
	
	Commercial Software Package
	Software to create, manage and publish web content.   
	Commercial Software Package
	COTS - Web Based 
	OCIO

	ESRI - ArcIMS
	
	Commercial Software Package
	ArcIMS is the solution for delivering dynamic maps and GIS data and services via the Web. It provides a highly scalable framework for GIS Web publishing that meets the needs of corporate Intranets and demands of worldwide Internet access. 
	Commercial Software Package
	Windows 2006
ESRI
	OCIO

	ESRI - ArcSDE
	
	Commercial Software Package
	ArcSDE is a "middleware" software package made by ESRI to manage RDBMSs for the purpose of storing and querying spatial data. The common RDBMS formats supported by ArcSDE are: Microsoft SQL Server, Oracle Database, DB2 or Informix.
	Commercial Software Package
	Windows 2006
ESRI
	OCIO

	E-Work (MetaStorm)
	
	Commercial Software Package
	Forms and workflow COTS package
	Commercial Software Package
	E-Work

MS SQL Server 2005
	OCIO

	HTTPS (SSL) Certificates 
	
	Commercial Software Package
	Web pages beginning with “https” instead of “http” enable secure information transmission via the protocol for secure http. VeriSign SSL Certificates are used to protect data on web Servers and web-based applications. 
	Commercial Software Package
	UNIX
	OCIO

	LDAP from Sun One Directory Server
	
	Commercial Software Package
	LDAP, Lightweight Directory Access Protocol, is an Internet protocol that email and other programs use to look up information from a server. 
	Commercial Software Package
	UNIX
	OCIO

	Lsoft Listserv
	
	Commercial Software Package
	Email list management software is used to handle and automate the administration of opt-in email lists, such as email newsletters, announcement lists and discussion groups. Enables automatic handling of subscriptions, sign-offs, email bounces and messages. 
	Commercial Software Package
	COTS - Web Based 
	OCIO

	Macromedia ColdFusion MX7
	
	Commercial Software Package
	ColdFusion MX 7 is used in Internet application development and deployment. Extends or integrates with Java or .NET applications, connects to enterprise data and applications, create or consume web services, or interface with SMS on mobile devices.
	Commercial Software Package
	ColdFusion 


	OCIO

	Microsoft .NET EPIC Server 
	
	Commercial Software Package
	A software development platform created by Microsoft.
	Commercial Software Package
	Windows 2006
	OCIO

	Microsoft IIS (Internet Information Services)
	
	Commercial Software Package
	Provides a Web application infrastructure for all versions of Windows Server 2006. IIS 6.0 supports the Microsoft Dynamic Systems Initiative (DSI) with automated health monitoring, process isolation, and improved management capabilities.


	Commercial Software Package
	Windows 2006
	OCIO

	Microsoft SQL 2000 Server 
	
	Commercial Software Package
	The Microsoft® SQL Server™ relational database management system (RDBMS) to help developers build the next generation of Web and enterprise applications.
	Commercial Software Package
	Windows 2006
	OCIO

	Microsoft Windows 2000 Operating System
	
	Commercial Software Package
	Windows Server 2000-operating system
	Commercial Software Package
	Windows 2006
	OCIO

	Microsoft Windows 2006 Operating System
	
	Commercial Software Package
	Windows Server 2006 is the follow-up to Windows 2000 Server, incorporating compatibility and other features from Windows XP. Unlike Windows 2000 Server, Windows Server 2006's default install has none of the server components enabled, to reduce the attack surface of new machines. Windows Server 2006 includes compatibility modes to allow older applications to run with greater stability.
	Commercial Software Package
	Windows 2006
	OCIO

	Microsoft Windows Media Server
	
	Commercial Software Package
	An industrial-strength platform for streaming live or on-demand audio and video content over the Internet or an intranet. 
	Commercial Software Package
	Windows 2006
	OCIO

	mySQL
	
	Commercial Software Package
	MySQL is an open-source relational database management system (RDBMS) that supports the SQL query language. MySQL is available for most UNIX and Windows platforms, and it is typically used in combination with languages such as Perl, Python, and PHP. This article describes how to install MySQL on Windows.
	Commercial Software Package
	Windows 2006
	OCIO

	NetWorker – backup software 
	
	Commercial Software Package
	Provide backup and recovery operations across Unix, Windows, Linux and NetWare platforms in DAS, NAS, and SAN storage environments.
	Commercial Software Package
	UNIX
	OCIO

	Oracle Database 
	
	Commercial Software Package
	Database servers used in Internet and Client Server application development and deployment.
	Commercial Software Package
	Oracle
	OCIO

	Perl Server
	
	Commercial Software Package
	Cross platform programming language and open Source software. A language optimized for scanning arbitrary text files, extracting information from those text files, and printing reports based on that information. It's also a good language for many system management tasks.
	Commercial Software Package
	Unix
	OCIO

	PHP Server
	
	Commercial Software Package
	"PHP: Hypertext Preprocessor", is an open-source, reflective programming language used mainly for developing server-side applications and dynamic web content, and more recently, other software.


	Commercial Software Package
	UNIX

Windows 2006
	OCIO

	Raosoft Survey Software (InterForm)
	
	Commercial Software Package
	Development tool for generating Surveys. Developed surveys can be published as a CGI (Peal script application) or as an EXE for distribution.
	Commercial Software Package
	UNIX

Rasoft 
	OCIO

	Rsync- Sync Server
	
	Commercial Software Package
	An open source utility computer program which synchronizes files and directories from one location to another while minimizing data transfer using delta encoding when appropriate.
	Commercial Software Package
	UNIX
	OCIO

	Search Engines (Verity-Ultraseek)
	
	Commercial Software Package
	Enterprise-wide search engine
	Commercial Software Package
	UNIX
	OCIO

	Send Mail
	
	Commercial Software Package
	E-Mail software used by listserv and all Web applications
	Commercial Software Package
	COTS - Web Based 
	OCIO

	Sharepoint Services
	
	Commercial Software Package
	This a Microsoft product that supports document and task management using portals.
	Commercial Software Package
	MS Sharepoint 2006 

MS SQL Server 2005
	OCIO

	Solaris 8 Operating System 
	
	Commercial Software Package
	Sun's operating system version 8
	Commercial Software Package
	UNIX
	OCIO

	Solaris 10 Operating System 
	
	Commercial Software Package
	Sun's operating system version 10
	Commercial Software Package
	UNIX
	OCIO

	SSH Secure Host Server
	
	Commercial Software Package
	SSH Tectia Server is a multi-platform server-side component in the SSH Tectia client/server solution providing secure terminal, secure file transfer, and application tunneling server capabilities.
	Commercial Software Package
	UNIX
	OCIO

	Sun 1/Planet Web Server (SUN Java System Web Server) 
	
	Commercial Software Package
	Sun Java System Web Server (formerly Sun ONE Web Server, before that iPlanet Web Server, and before that Netscape Enterprise Server) is a web server designed for medium and large business applications. Available on all major operating systems, the Java System Web Server supports JavaServer Pages (JSP) and Java Servlet technologies, Microsoft Active Server Pages, PHP, and Common Gateway Interface, CGI, and ColdFusion.
	Commercial Software Package
	UNIX
	OCIO

	Sybase EAServer 
	
	Commercial Software Package
	Database servers used in Internet and Client Server application development and deployment.
	Commercial Software Package
	Sybase
	OCIO

	Sybase Open Client 
	
	Commercial Software Package
	Open Client is the interface (API) between client systems and Sybase servers.
	Commercial Software Package
	Sybase

UNIX
	OCIO

	Sybase Replication Server
	
	Commercial Software Package
	Replication servers used in Internet and Client Server application development and deployment. Provides bi-directional, heterogeneous replication, and synchronization across enterprise, client/server, desktop, and mobile systems.
	Commercial Software Package
	Sybase
	OCIO

	UBB Threads (Chat)
	
	Commercial Software Package
	The UBB.threads™ software is a web-based message board which is used for many purposes, including customer support and intranet collaboration among colleagues.
	Commercial Software Package
	Windows 2006
	OCIO

	Web Logic / Jaguar
	
	Commercial Software Package
	Web Logic and Sybase Jaguar Java Application servers used in Internet application development and deployment.
	Commercial Software Package
	Web Logic / Jaguar
	OCIO

	Web Usage - usage statistics/patterns (WUSAGE)
	
	Commercial Software Package
	Wusage is a statistics system that helps determine the true impact of a web server. It helps determe the paths users follow and analyze the sites from which they come. 
	Commercial Software Package
	UNIX
	OCIO

	WebTrends Log Analyzer
	
	Commercial Software Package
	A software that parse a log file from a web server and calculate a lot of indicators from values contained in this log file, so indicators about who, when and how a web server is visited.
	Commercial Software Package
	UNIX
	OCIO

	WebTrends Reporting Center 
	
	Commercial Software Package
	Provides statistics on SBA websites usage 
	Commercial Software Package
	UNIX
	OCIO

	General Login & Security System (GLS/SSII) (SECII)
	
	Interface
	This is the new web-based security system used by the Security Officers.  It provides the structure to manage passwords and roles for end users and the systems they can access.
	Web Based
	ColdFusion 

Sybase
	Office of Chief Information Officer

	8(a)/SDB Internet Application Form 
	
	Mission Critical (Major) Application


	This initiative will provide an Internet application for certification of applicants under the 8(a) Business Development and Small Disadvantaged Business (SDB) programs. 
	Web Based

Simplicity Hosts
	PHP, HTML, 

MS SQL Server
	Government Contracting & Business Development

	Automated Loan Control System (ALCS)
	
	Mission Critical (Major) Application


	Disaster DEC based loan file tracking system that runs in DAOs.
	Client Server
	DEC Alpha COBOL
	Disaster Assistance

	Disaster Credit Management System (DCMS)
	
	Mission Critical (Major) Application


	An electronic loan application & tracking, approval, and servicing system.
	Web Based

Corio Hosts 
	MOTS - Oracle
	Disaster Assistance

	Electronic Transactions System (E-Tran)
	Electronic Lending (E-Lend)

(E-Tran Origination)
	Mission Critical (Major) Application


	Electronic Loan Origination System is a streamlined process for Lenders to submit loan applications via a WEB interface providing on-line and real-time XML input of Loan guaranty applications. This application provides on-line input, view screens, review and analysis screens and reports. Access is provided supporting both SBA processing staff and lenders. 

For Lender’s with delegated underwriting authority, E-Lend will accept the applications, validate the data, checking for funds availability and returning a loan number to the lender. Approved loans are transmitted to the mainframe nightly.

For Programs requiring SBA’s review, the Web-application is capable of accepting & validating the application, obtaining credit scoring values and reports from FairIsaac, and automates the SBA loan officer’s underwriting activities.  


	Web Based
	ColdFusion / Java / Sybase
	Capital Access

	Electronic Transactions System (E-Tran)
	E-Tran Servicing 
	Mission Critical (Major) Application


	Electronic Loan Servicing System is a streamlined Web based process for Lenders and SBA personnel to submit corrections and updates to loan information providing on-line and real-time XML support. Lenders are restricted to their Loans and limited information. 
	Web Based
	ColdFusion

Sybase
	Capital Access

	Electronic Transactions System (E-Tran)
	Funds Control System (FDC)
	Mission Critical (Major) Application


	Funds Control is a WEB interface for SBA staff to electronically allocate and track the loan guaranty funding availability.  System checks for funds availability, returns a loan number and transmits to the mainframe nightly.  
	Web Based
	ColdFusion

Sybase
	Chief Financial Officer,

Capital Access

	HUBZone Application System
	
	Mission Critical (Major) Application


	HubZone (Internet/Intranet) provides on line application processing, reporting certification, and administration of the HUBZone Empowerment Contracting Program.  Complete workflow is captured and controlled within the system.  Several new modules are being developed. 
	Web Based
	ColdFusion/

Sybase/

Impromptu
	Government Contracting & Business Development

	Loan Accounting System (LAS)
	Loan Accounting Daily Update Cycle (LADUC)
	Mission Critical (Major) Application


	A series of 160 (LAB) batch routines executed overnight that apply daily transactions from all SBA systems including the Denver Collection systems against the loan accounting system. System includes reporting for:

–"LAD, LAE & LAF" Accounting Reports

–"MI
	Mainframe 
	COBOL
	Chief Financial Officer

	Loan Accounting System (LAS)
	Query Transactions (PMQ)
	Mission Critical (Major) Application


	A series of screens that uses the loan accounting and collection data base as input and provides SBA personnel the ability to look at different data fields associated with a loan.  Each screen is geared toward a different aspect of loan servicing.
	Mainframe 
	COBOL
	Capital Access,

Disaster Assistance

	Loan Accounting System (LAS)
	Executive Information System (EIS) 
	Mission Critical (Major) Application


	An extract from the ELIPS, EIS  is structured to support monitoring SBA underserved initiatives, District Office goals & provide answers on business loan approvals by Region, District and branches.
	Client/Server
	COGNOS
	Chief Financial Officer

	Loan Accounting System (LAS)
	Centralized Loan Chron System (CLCS)
	Mission Critical (Major) Application


	CLCS provides a centralized repository for viewing and entering loan chron information.
	Web Based
	ColdFusion / Sybase
	Capital Access

Chief Financial Officer 

	Loan Accounting System (LAS)
	Loan Automated Allotment -BLIF/DIF (LAA)
	Mission Critical (Major) Application


	Controls allocation of available funds at the district office level for business (direct & guaranty) and home loans.
	Mainframe 
	COBOL
	Chief Financial Officer

	Loan Accounting System (LAS)
	Executive Information System Query (EIS Query)
	Mission Critical (Major) Application


	EISQuery allows access to data for the purpose of monitoring SBA New Market Initiatives and District Office goals, and the ability to answer questions quickly about business loan approvals within their respective areas.
	Client/Server 
	PowerBuilder / Sybase
	Chief Financial Officer

	Loan Accounting System (LAS)
	General Ledger Only (GLO)
	Mission Critical (Major) Application


	Extracts the Loan General Ledger account balances from the mainframe. Then supports the modifications of the account balances through the generation of correction transactions which are uploaded for processing in the Daily Update Cycle.
	Client Server
	SQL Server

Sybase
	Chief Financial Officer

	Loan Accounting System (LAS)
	Delinquent Loan Collection (DLCS)/Automated Message System (AMS)
	Mission Critical (Major) Application


	Identifies loans that are delinquent for the loan collectors then tracks their collection activities (on-line work queue, call-back scheduling, and chron).  A 10-day notice is automatically sent to the past-due borrower.  There is also a series of on-line
	Mainframe
	COBOL
	Capital Access

	Loan Accounting System (LAS)
	Microloans (LAM)
	Mission Critical (Major) Application


	LA module for SBA loans to the Microlender Intermediary.
	Mainframe
	COBOL
	Capital Access

	Loan Accounting System (LAS)
	Goals Tracking (TTS)
	Mission Critical (Major) Application


	Mainframe programs extract and summarize guaranty approval data into an index file for tracking annual goals set for district offices. Information is presented via mainframe DPS screens, is also available through EIS.
	Mainframe 
	COBOL
	Field Operations

	Loan Accounting System (LAS)
	Administrative Support Systems (MNU,SOI, SSD)
	Mission Critical (Major) Application


	Master Menu -Series of hierarchical menu screens to access the SBA DPS systems.

Network Security-Handles the security Ids and passwords used in the SBADCS Application Systems. 

Office Information -Allows the display or update of SBA office information. 
	Mainframe 
	COBOL
	Office of Chief Information Officer

	Loan Accounting System (LAS)
	JV Processing (LAS)
	Mission Critical (Major) Application


	Processes journal voucher transactions against the loan accounting databases.
	Mainframe 
	COBOL
	Chief Financial Officer

	Loan Accounting System (LAS)
	Small Business Investment Company (SBIC)
	Mission Critical (Major) Application


	Processes origination data related to the SBIC program.
	Mainframe
	COBOL
	Capital Access

	Loan Accounting System (LAS)
	Guaranty Loan Reporting (1502) (GLR)
	Mission Critical (Major) Application


	Processing of loan status (1502) reports received from COLSON of banks reporting of the status and updated balances for SBA's guaranteed loans.  To begin the monthly cycle, the system produces a report for Colson of all guaranteed loans with an active status. System provides update and reporting capabilities to SBA's Central, Regional, and District offices for processing of the Quarterly Guaranty Loan Status Report.
	Mainframe 
	COBOL
	Capital Access

	Loan Accounting System (LAS)
	Litigation and Liquidation Tracking System (LLTS)
	Mission Critical (Major) Application


	Provides a method of tracking litigation and liquidation activities associated with a loan using the loan accounting data base to obtain current loan information.  Activities include liquidation/litigation status, liquidation/litigation action plan, collaboration, etc. 
	Mainframe 
	COBOL
	Capital Access,

General Counsel,

Chief Financial Officer

Field Operations

	Loan Accounting System (LAS)
	Loan Accounting OnLine Updates (LAU)
	Mission Critical (Major) Application


	Provides a series of input screens that allow SBA personnel to input loan accounting transactions that update Loan Accounting and COLPUR data fields;  changes to borrower's loan record/revise repayment terms; UCC re-filing; collateral entry/update; proper
	Mainframe 
	COBOL
	Capital Access,

Disaster Assistance

	Loan Accounting System (LAS)
	Auxiliary Name and Address (PMN)
	Mission Critical (Major) Application


	Provides an auxiliary name and address file to track additional names that may be associated with a loan (guarantors, lawyers, agents, etc.).
	Mainframe 
	COBOL
	Disaster Assistance,

Capital Access

	Loan Accounting System (LAS)
	Pre-Authorized Debit System (PMD)
	Mission Critical (Major) Application


	Provides for timely collection of loan payments through electronic transfer of authorized debit amounts from borrower’s consumer bank account to the U.S. Treasury.  The system also provides access to the 1416 ACH disbursement process for Disaster Assistant.
	Mainframe 
	COBOL
	Chief Financial Officer

	Loan Accounting System (LAS)
	Field Cashiering System (FCS)
	Mission Critical (Major) Application


	SBA Field Offices and the Denver Financial Center use the FCS to track and process funds received.  The system allows the SBA Field Offices to report checks received & deposited to the SBA’s treasury account for immediate credit to SBA.  It provides for reporting and tracking of items as they age and are processed.  It also creates a file to update the mainframe and to reconcile cash received.
	Web Based
	ColdFusion

Sybase
	Chief Financial Officer

	Loan Accounting System (LAS)
	Treasury Offset and Servicing System (PMT)
	Mission Critical (Major) Application


	SBA sends each obligor a mandatory due process letter at 120 days delinquency and will then include the obligor in the Treasury Servicing or Treasury Offset (TOP) referral if the delinquency remains unresolved after 180 days delinquency.  
	Mainframe 
	COBOL
	Capital Access

	Loan Accounting System (LAS)
	Care and Preservation of Collateral (CPC)
	Mission Critical (Major) Application


	The Care and Preservation of Collateral system tracks expenses incurred in the maintenance of SBA-acquired collateral and then disburses to borrowers and lenders.
	Mainframe 
	COBOL
	Capital Access

	Loan Accounting System (LAS)
	Electronic Loan Information Processing System (ELIPS)
	Mission Critical (Major) Application


	The Electronic Loan Information Processing System (ELIPS) is an online loan and borrower information system to provide users with information on all accounting transactional loan collection detail data.  
	Client/Server / 
	PowerBuilder & Sybase
	Chief Financial Officer,

Capital Access,

Disaster Assistance

	Loan Accounting System (LAS)
	RISK Lender
	Mission Critical (Major) Application


	The RISKLender provides access to information on the lender’s loan portfolios via the Cognos tools. 
	Client/Server 
	COGNOS
	Chief Financial Officer

	Loan Accounting System (LAS)
	Loan Approval Tracking System (LATS)
	Mission Critical (Major) Application


	Tracks applications for all loan programs. Processes 327 Modifications (administrative changes) to loans
	Mainframe 
	COBOL
	Capital Access,

Disaster Assistance

	Loan Accounting System (LAS)
	Guarantee Purchase Tracking System (GPTS)
	Mission Critical (Major) Application


	Tracks the purchase activities of guaranty loans purchased by SBA. 
	Web Based
	ColdFusion/

Sybase
	Capital Access,

Chief Financial Officer

Field Operations

	Loan Monitoring System / Expert Behavior System (LMS)
	Risk Assessment Manager (RAM), which is maintained by Dun and Bradstreet (D&B)
	Mission Critical (Major) Application


	A collection of monitoring and statical reporting tools for evaluating risks in SBA,s loan portfolio & partner lending institutions. SBA’s Office of Lender Oversight will use a service to identify and manage risks associated with lenders.
	Web Based
	COTS
	Capital Access

	MicroLoan Program Electronic Reporting System (MPERS) (Formerly named as MicroLoan Data Entry System (MLS))
	
	Mission Critical (Major) Application


	An electronic application to allow intermediaries to report information on the microloans they provided to small businesses. 
	Web Based
	ColdFusion

Sybase
	Capital Access

	Partner Identification Management System (PIMS)
	
	Mission Critical (Major) Application


	The PIMS system is a WEB-enabled module providing on-line access to information on SBA lenders (banks, non-banks) and other SBA resource partner information. Bank merger and acquisition data is replicated from Thomson Financial Publishing’s databases to t
	Web Based
	ColdFusion

Sybase
	Capital Access

	Surety Bond / Preferred Surety Bond Guarantee (SBG)
	
	Mission Critical (Major) Application


	SSBG/PSB – Client/Server and Internet) is designed to be responsive to the Agency’s needs in reporting the Surety and Preferred Bond Guarantee program and financial information.  The systems uses a centralized database to furnish timely and accurate reporting of contingent liabilities, fee receivables, claim payables, and various income and expenses in connection with the program.  SBG and PSB Application Functions include:

Allotment/Appropriation 

Origination

Underwriting 

Bond Cancellation/Reinstatement

Underwriting analysis 

Invoice/fees due and statement of claims

 paid

SBG Claims and Recovery

OFO Financial 

Employee Authorization 

PSB Bond 

      PSB and CO/PSB Bordereau


	Web Based &

Client/Server 
	ColdFusion/

Power Builder/

Sybase
	Capital Access

	Agency Online Notification of Error
	
	Non-Mission Critical
	Allow users to quickly notify SBA of a data error
	Web Based
	ColdFusion / SQL Server
	Office of Chief Information Officer

	Automated Requirements Processing System (MSR)
	
	Non-Mission Critical
	WEB-based  Business Development requirements system
	Web Based
	HTML / Clipper/ Dbase
	Government Contracting & Business Development

	BIC Demographic Database 
	
	Non-Mission Critical
	The Offices of Business Initiatives and Chief Information Officer have developed this Internet-based database to help BIC Managers accomplish their client reporting responsibilities
	Web Based
	ColdFusion/

SQL server
	Offices of Business Initiatives

	Business Cards
	
	Non-Mission Critical
	Provides facility for businesses to record information on their company for reference
	Web Based
	ColdFusion/

SQL server
	Management & Administration

	Business Gateway
	
	Non-Mission Critical
	The Business Gateway (“BG”), business.gov, will provide the Nation's businesses with a single, internet-based access point to government services and information to help businesses with their operations.


	Web Based  
	HTML 
	Office of Chief Information Officer

	Calendars 
	
	Non-Mission Critical
	Delivers lists of SBA events , SBA-sponsored training events nationwide , and scheduling for HQ conference and training rooms
	Web Based
	ColdFusion / 

SQL Server
	Management & Administration

	Central Office Repository and Reporting System  (MSO) 
	
	Non-Mission Critical
	Collects data from other MED systems centrally to provide consolidated reporting on MED activities.
	Client Server
	Clipper / Dbase
	Government Contracting & Business Development

	Certificate of Competency (PAC)
	
	Non-Mission Critical
	Government contracting system maintains records on applications from small businesses who desire an SBA certification as to competence for a specific procurement.
	Client Server
	Clipper / Dbase
	Government Contracting & Business Development

	CFO Employee Survey
	Non-Mission Critical
	Annual Employee Cost Allocation Survey.  
	Web Based
	ASP

SQL Server
	Chief Financial Officer

	Code Table Query & Maintenance System (CQMS)
	
	Non-Mission Critical
	The system provides SBA's Business Partners and Lenders with a web-enabled methodology for accessing Code Table data that are required for filing SBA Loan Applications.  SBA’s Staff utilizing this web system can also access and updating the Code Tables that are utilized and referenced by multiple SBA systems.
	Web Based
	ColdFusion/ Sybase
	Office of Chief Information Officer

	Commercial Marketing Representatives System (CMR)
	
	Non-Mission Critical
	Helps CMRs track large prime contractors assistance to small businesses in identifying and obtaining subcontracts.  This System will also provide CCR with SBA certification and size information.
	Web Based
	ColdFusion

Sybase
	Government Contracting & Business Development

	Correspondence Tracking System (CCTS)
	
	Non-Mission Critical
	Administrative system, tracking SBA correspondence requiring a formal Agency replay.
	Web Based
	eWorks
	Administrator

	Customer Feedback
	
	Non-Mission Critical
	An interface for the administrator to enter the good and could-do-better feedbacks
	Web Based
	ColdFusion / SQL Server
	Office of Chief Information Officer

	Disaster Notice Web Services
	
	Non-Mission Critical
	A Web Services interface for disaster notices to be posted to WWW automatically without human intervention
	Web Based
	ColdFusion/

Sybase
	Disaster Assistance

	District Office Task System (DOTS)
	
	Non-Mission Critical
	Application to help Field Operations manage the field offices


	Web Based
	ColdFusion

MS SQL Server
	Field Operations

	Drug Free Workplace (DFWP) Reporting System
	
	Non-Mission Critical
	Drug Free Work Place Reporting System  


	Web Based
	SQL Server

ColdFusion
	Entrepreneurial Development/SBDC

	Electronic Capital Investment Control (eCPIC) System
	
	Non-Mission Critical
	Budget Planning software
	Web Based
	SQL Server

ColdFusion
	Office of Chief Information Officer

	Eligibility System (LPE)
	
	Non-Mission Critical
	Provides the SBA’s Lenders with a web-enabled methodology to be used for the determination of specific SBA Loan Programs of which potential borrowers are eligible.  Answers to the Loan Program Eligibility Questionnaire are submitted on-line and assessed a
	Web Based
	ColdFusion/ Sybase
	Capital Access

	Entrepreneurial Development System II (EDMIS II)
	
	Non-Mission Critical
	EDMIS a centralized data collection and reporting system for Entrepreneurial Development programs and resources.  SBDC and Score update the system with information on their counseling and training activities.
	Web Based
	ColdFusion/ Sybase
	Entrepreneurial Development

	ESRI GeoMapping - ESRI MapServer
	
	Non-Mission Critical
	Geo-Mapping of agency data using a custom tailored ESRI mapping package.
	Web Based
	ESRI MapServer
	Office of Chief Information Officer

	Fast Proposal
	
	Non-Mission Critical
	A system to list FAST grant applications for review
	Web Based
	ColdFusion / Sybase
	Office of Technology

	Fixed Asset Accountability System (FAAS)
	
	Non-Mission Critical
	System provides Agency-wide capabilities for controlling, safekeeping, and accounting for sensitive property; maintains an electronic chain of custody and simplifies procedures for disposing of needed property.
	Client/Server 
	PowerBuilder / Sybase
	Management & Administration

	FOIA Training Quiz
	
	Non-Mission Critical
	A system to enable FOIA Training Quiz
	Web Based
	ColdFusion / SQL Server
	Hearing & Appeals

	Forums
	
	Non-Mission Critical
	PHP Bulletin Boards from (infopop) allows for forums to be created and  managed for various uses within the SBA :

WBO

www

Yes
	Web Based
	UBB.threads™ 6.2.3

PHP, IIS, MySQL
	Office of Chief Information Officer

	Freedom of Information Act Case Tracking System (FOIA)
	
	Non-Mission Critical
	This system is used by the Office of Hearings and Appeals to input, track, update and report the status of FOIA/Privacy Act requests from the initial request through the appeals decision.  It allows the program office to monitor requests received by field offices. 
	Web Based
	ColdFusion/

SQL server
	Hearing & Appeals

	Frequently Ask Questions (FAQS)
	
	Non-Mission Critical
	Delivers searchable FAQs for SBA's web customers
	Web Based
	ColdFusion / SQL Server
	Office of Chief Information Officer

	Glossary of Terms (GLOSSARY)
	
	Non-Mission Critical
	Delivers glossary of terms for SBA's web customers
	Web Based
	ColdFusion / SQL Server
	Office of Chief Information Officer

	Headquarters Procurement Query & Reporting System (HPQRS)
	
	Non-Mission Critical
	This system enables SBA staff to research, review, report, and act upon Federal procurement opportunities and sources sought opportunities that have been posted to the FEDBIZOPS.GOV web site by Federal contracting activities.
	Web Based
	ColdFusion

Sybase
	Government Contracting & Business Development

	Human Resource Survey
	
	Non-Mission Critical
	This OHCM training tool will allow CHCM to collect data to perform a gap analysis for the workforce transformation initiative. 
	Web Based
	ASP

SQL Server
	Human Resources

	Investigations Management Information System (IMIS)
	
	Non-Mission Critical
	Investigative Case management system used by investigative staff to track and report on workload and statuses.
	Web Based
	ColdFusion

Sybase
	Office of Inspector General

	JEOPARDY
	
	Non-Mission Critical
	Delivers web-based learning tool for SBA's web customers
	Web Based
	ColdFusion / SQL Server
	Office of Chief Information Officer

	Leave Request
	
	Non-Mission Critical
	Eliminates paper and streamlines the submission of leave requests.   
	Web Based
	E-Works, ColdFusion, Jscript, VBScript
	OCIO

	Live Chats
	
	Non-Mission Critical
	Application to allow the SBA to receive and reply to questions real time online (in English & Spanish)
	Web Based
	ColdFusion
	Office of Chief Information Officer

	MasterTrak
	
	Non-Mission Critical
	System used in all home and business loan servicing centers to track location of physical loan and collateral files.
	Client/Server 
	COTS
	Capital Access

	NAICS System
	
	Non-Mission Critical
	Provides administrative maintenance interface to maintain the size standards per NAICS and public reporting interface 
	Web Based
	ColdFusion

Sybase
	Office of Size Standards

	New Markets Venture Capital (NMVC) 
	
	Non-Mission Critical
	The NMVC system is a general mapping Web site used to identify LMI, EMP & Hubzone areas for the NMVC developmental venture capital programs that target the creation of job opportunities in low-income geographical areas.
	Web Based
	Caliper MapServer
	Capital Access

	Office of Hearings and Appeals Case Tracking System (OHACTS)
	
	Non-Mission Critical
	Tracks the information about the cases received and processed by the Office of Hearings and Appeals (OHA).  OHA hears and issues judgments in the following three types of cases:

1. Disputes re the proposal and/or awards based on Size requirements.

2. Disputes re the NAICS Code for the proposal and/or award.

3. Disputes re other administrative issues.


	Web Based
	ColdFusion

Sybase
	Hearing & Appeals

	Online Security Training
	
	Non-Mission Critical
	Procured ASP Web based Security training courses; The service provides security training facilities for SBA employees.
	Web Based
	COTS
	Office of Chief Information Officer

	Online Telephone Directory -Phonebook (OLTD)
	
	Non-Mission Critical
	Automate and distribute updating of Agency’s telephone directory
	Web Based
	ColdFusion / MS Access / 

SQL Server
	Office of Chief Information Officer

	Partner Lists


	
	Non-Mission Critical
	Application to generate list on the web
	Web Based
	ColdFusion

Sybase
	Capital Access

	Place-Based Loan Tracking System
	
	Non-Mission Critical
	Geo code each loan by address and assigns a special zone indicator to each loan. This strategy focuses on the district offices’ outreach efforts to reach special markets.  These special markets will be determined by development of placed-based strategies 
	Web Based
	ColdFusion/ Sybase
	Field Operations

	Property for Sale
	
	Non-Mission Critical
	The U.S. Small Business Administration acquired property while administering its loan programs and it is available for purchase by the public. The property ranges from real estate - commercial property, single family homes, vacant land and farms - to per
	Web Based
	ColdFusion / SQL Server
	Capital Access 

	Request Tracking System
	
	Non-Mission Critical
	Internal OCIO application for migration releases
	Web Based
	ColdFusion / SQL Server
	Office of Chief Information Officer

	Rural (RBIP)
	
	Non-Mission Critical
	The RBIP system is a general mapping Web site used to identify rural areas for developmental venture capital programs that target the creation of job opportunities in low-income geographical areas.
	Web Based
	Caliper MapServer
	Capital Access

	ScoreCard
	
	Non-Mission Critical
	Tracks individual SBA Office performance as it relates to SBA Management Goals for the year. 
	Web Based
	ColdFusion/ MS SQL Server
	Management & Administration

	Servicing and Contracting System (SACS)
	
	Non-Mission Critical
	SACS/MEDCOR system stores business demographics for 8(a) firms, including contracts received and filing of annual reports.
	Client Server
	Clipper / Dbase
	Government Contracting & Business Development

	Small Business Development Centers (SBDC)
	
	Non-Mission Critical
	Grants record keeping application. Uses Microsoft Access front-end, providing input facilities via Informs with the results stored in a Clipper database. Microsoft Word macros are use to issue award letters.
	Client Server
	MS Access/ 

Informs/

MS Word
	Entrepreneurial Development

	Small Business Source System (SBSS aka ProNet)

Trade Mission Online (TMO)
	
	Non-Mission Critical
	SBSS has XML interfaces with the Department of Defense’s Central Contractor Registration system (CCR).  Business profiles are received from CCR and SBA certification and size determination information is sent to CCR through these interfaces.  Other front-

TM OnLine is a web-based system and database of U.S. small businesses that seek to export their products. To be included in this database, a U.S. small business must first register its company and export information. TM OnLine is also a search engine
	Web Based
	Coldfusion/XML/Web Services/Sybase


	Government Contracting & Business Development

	Small Disadvantaged Business Tracking System (SDB)
	
	Non-Mission Critical
	The Small Disadvantaged Business Tracking System (SDB) System provides retrieval and update of information regarding firms applying for entry into the Small Disadvantaged Business program.
	Client/Server 
	PowerBuilder / Sybase
	Government Contracting & Business Development

	Sub-Contracting (PAS) 
	
	Non-Mission Critical
	Government contracting system maintains statistics on government-wide subcontracting to small businesses.
	Client Server
	Clipper / Dbase
	Government Contracting & Business Development

	Subcontracting Network (SUBNET)
	
	Non-Mission Critical
	Prime contractors use SUB-Net to post subcontracting opportunities. These may or may not be reserved for small business, and they may include either solicitations or other notices -- for example, notices of sources sought for teaming partners and subcontractors on future contracts. Small businesses can review this Web site to identify opportunities in their areas of expertise. While the Web site is designed primarily as a place for large businesses to post solicitations and notices, it is also used by Federal agencies, state and local Governments, non-profit organizations, colleges and universities, and even foreign Governments for the same purpose. 
	Web Based
	ColdFusion/

Sybase
	Government Contracting & Business Development

	Success Stories System
	
	Non-Mission Critical
	Application to house small business success stories
	Web Based
	ColdFusion/

SQL server
	Management & Administration

	Task Request
	
	Non-Mission Critical
	Permits the paperless asignment and monitoring of tasks.
	Web Based

E-Works
	E-Works, ColdFusion, Jscript, VBScript
	OCIO

	Technical Resource Network (Tech-Net)
	
	Non-Mission Critical
	This is a free electronic gateway of technology information and resources for and about small high tech businesses. It is a search engine for researchers, scientists, state, federal and local government officials, a marketing tool for small firms and a potential "link" to investment opportunities for investors and other sources of capital. Tech-Net lists Small Business Innovation Research (SBIR) awards, Small Business Technology Transfer (STTR) awards, Advanced Technology Program (ATP) awards, and Manufacturing Extension Partners (MEP) centers. In addition to searching for technology partnerships, licensing and investment opportunities in Tech-Net, SBA’s Pro-Net application allows searches for small business procurement opportunities.  
	Web Based
	ColdFusion

Sybase
	Government Contracting & Business Development

	Time and Attendance
	
	Non-Mission Critical
	Eliminates paper and streamlines the submission of time and attendance forms.   
	Web Based

E-Works
	E-Works, ColdFusion, Jscript, VBScript
	OCIO

	Web Updates
	
	Non-Mission Critical
	Application to allow ICCs to submit Web Pages for WWW and Yes updates
	Web Based
	ColdFusion SQL Server
	Office of Chief Information Officer


4.3 The Target Application Architecture

This sub-section describes the IT Vision and major characteristics for future applications developed to support the changing business needs of the SBA.  

4.3.1 IT Vision Alignment

The SBA’s IT Vision describes an environment in which existing and new application systems can work more effectively by sharing information, and the SBA can be more responsive to the demands of changing business needs and the promises of emerging technology.  The SBA’s IT Vision can be characterized as a client-focused, information-centric model that emphasizes three main elements:

1) Appropriate new technologies are applied to business applications to better serve the SBA in providing products and services to SBA clients. 

2) All databases are readily available to the business functions by using standardized interfaces.

3) Data management is a core function and data is treated as an enterprise asset.

The target Application Architecture is aimed at fulfilling elements 2 and 3 listed above, by laying out a framework for evolving current and future business applications for the SBA in a manner consistent with the SBAs IT Vision and strategic direction.  

The IT strategic vision is guided by IT Objectives found in (Appendix C - SBA IT Objectives), the IT Principles found in (Appendix D, SBA EA Guiding Principles), and the IT Focus Areas found in (Appendix B, IT Strategic Focus Areas).  The IT Objectives describe the desired future state of the IT environment for the SBA.  The Guiding Principles provide broad guidance for how SBA will go about achieving the desired future state.  Collectively, the IT Focus Areas, Objectives, and Guiding Principles help to define the target IT architectures that aligns with the target business needs described in the Business Architecture section of the SBA EA Blueprint.  They also provide the philosophical underpinnings for the target agency enterprise architecture.

4.3.2 Characteristics

Future applications must be able to adapt to the changing business needs of the SBA in a timely manner.  Therefore, a primary design characteristic of applications in the target environment is that they be adaptable.  Adaptable applications are characterized by the extent to which the following features are exemplified in the design and operation of systems:

Flexibility: Flexibility leverages investments in applications by shifting the balance of resources consumed by maintenance activities to development.  Over time, application flexibility reduces the level of effort necessary to implement new requirements in response to changing business needs. Applications in the target environment must be capable of easy flexibility to incorporate new business requirements and take advantage of technology innovation with minimal effort.

Maintainability:  Applications in the target environment must be designed and developed for ease of maintenance.  Simplicity is preferable to unwarranted complexity.  Limiting the scope of a single application to a discrete function performed on a single data entity allows for granularity and modularity in design.  Granularity and modularity of application design reduces complexity.  

Reusability:  Applications in the target environment must be developed with reuse of code as a primary design point.  Applications constructed of modular design components are conducive to reuse.  Reusable components can be shared by other applications within a business unit or by other business units throughout the SBA.  Reusable components, defined as common and shared application and infrastructure services, can be made available to other applications throughout the enterprise. 

Portability: Applications in the target environment must be designed for portability to different operating platforms with minimal effort and without redesign.  Portability enables applications to be deployed wherever they may be needed by the SBA users to access enterprise information or to optimize use of available compute resources.

Scalability: Applications in the target environment must be scalable to accommodate increased numbers of concurrent users accessing data, as well as increased volumes of transactions and database size.  Scalable applications can adapt to dynamics within the SBA’s business environment, without adverse effects on user productivity or system operations.  

Interoperability: Applications in the target environment must be capable of accessing databases and services across infrastructure platforms.  Adaptable applications can be placed entirely onto one platform, or its components and services distributed across platforms, depending on business and operational considerations.  Applications should not have to be co-located on the same physical platform as a database in order to access it.

Manageability:  Applications in the target environment must be capable of being controlled using automated technologies for managing distributed computing environments.  Managing distributed computing includes services for software version control and distribution, installation, invocation, security, monitoring, statistics, alarms, and shutdown.  Adaptable applications allow for implementing these services in a standard way so that changes to its business function have no adverse effect on operations.  

Creating future applications and modifying legacy systems to embody adaptable characteristics requires an Application Architecture approach that redefines how applications system development has traditionally been viewed.  A new paradigm is needed.  The conceptual approach to designing future applications that are consistent with the target Application Architecture is discussed in sub-section 4.3.3, Approach.  

4.3.3 Approach

The target Application Architecture provides a conceptual description of how the SBA business applications should be designed, and how they will interact with each other.  This is accomplished through the utilization of a conceptual framework that information systems project planners, systems designers, and application programmers will use to design, develop, and integrate the SBA applications.  The Application Architecture framework defines standard components and interfaces that are consistent with the Agency’s vision for the target architecture.  

The Application Architecture, however, is not intended as a detailed design specification, nor is it a systematic procedure for designing applications to support specific business needs.  Rather, the Application Architecture provides conceptual views that represent how the components fit together and collectively provide greater value than the sum of their individual parts.  

4.3.3.1 Business Applications Architecture

In general, applications provide two things: they perform functionality to support a business process; and they access, process, and/or display data required to perform that functionality.  At the highest level of abstraction then, applications can be organized by the functions they perform, and the data they process.  This organization of applications by functionality and data is known as the Business Application Architecture. 

Continuing to create stovepipe applications in the target environment must be avoided by establishing reasonable guidance for determining application design boundaries.  Two basic premises are advanced for this purpose: 1) an application should mimic the business process it supports; and 2) an application should provide a discrete operation against data.  These basic concepts have broad implications for designing future business applications in the target environment.

To isolate and contain the impacts of change to business applications in the target environment, a loosely coupled, layered design approach is needed.  Loose coupling involves separating an application into modular components, and enabling the components to operate as a whole using “messaging” techniques.  Application components are more easily modified without impacting other components, thereby reducing the level of effort to test and integrate changes.  While this design approach is used extensively in the industry today and is not “cutting edge,” it is a dramatic change from the tightly coupled, stovepipe design of most of the SBA legacy systems.  Exhibit 4‑5 illustrates a conceptual view of the transformation from a monolithic, stovepipe application into an adaptable application.  
Exhibit 4‑5: Evolving From Stovepipes to Adaptable Applications
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4.3.3.2 Technical Applications Architecture

An application environment is a complex synergy of cooperative, integrated parts working as a whole to support the business of the organization.  For an application to run, it requires access to platform resources such as CPU, I/O devices, memory, user interfaces, security, and many other elements.  A framework is necessary that delineates the boundaries and describes the interfaces for applications to access and use those component services.  The organization and structure of component services is known as the Technical Application Architecture. 

The maximum benefits of a modular, layered, and loosely coupled application design approach are best realized by implementing a “services-oriented” architecture using a client/server model.  A services-oriented architecture provides a range of software and infrastructure services to any application component that needs them in a shared operating environment.  

System designers often tend toward making premature decisions regarding application platform deployment that impose artificial constraints on the system design, thus limiting adaptability.  Of course, the business and operational constraints of specific development efforts will temper the extent of adaptability necessary for a given application. The extent of adaptability to be realized is determined by how many of the characteristics discussed above are reflected in the application design.  Given a choice always strive to attain the greatest extent of adaptability possible, as early as possible in the application design phase.

4.3.3.3 Application Architecture Definitions

Our approach, in this section, will be to view the Application Architecture through several different conceptual views.  These views are intended to guide how future applications will be:

· Designed to correlate to discrete business processes (see 4.3.3.4 Information System Groups and 4.3.3.5 Application Boundaries), 

· Developed and implemented as smaller, more modular applications that are easier to modify and can be adapted to changing business requirements (see 4.3.3.6 Application Architecture Components and 4.3.3.7 Client/Server Models), and

· Categorized by their salient characteristics (see 4.3.3.8 Application Types) 

The following terms and concepts are important to the understanding and application of the material discussed in this section:
Information System Group:  An Information System group is a collection of applications that have common functionality and act on common data.

Application:  An application is automation that supports a single, discrete, business process that is structured around highly cohesive functionality and uses a single (enterprise-level) information entity.  An application is a structure or sequence of one or more modules (application modules and component service modules) that codify the business rules of the business process.

· Logical Layers: Layers are logical constructs that are physically implemented by breaking an application into smaller, more manageable chunks of code called modules.  Communication between those modules is accomplished through messaging and middleware services.  Logical layers help to organize similar functionality within an application by dividing it into discrete layers and utilizing well-defined services to communicate between the modules that represent layered functionality. 

Communication Services:  The general communication mechanism that provides reliable communication services for the application components.  There are two general categories of communication services.  Those two categories are defined as follows:

· Messaging Interface – A mechanism for communicating between components of the Application Architecture that implements a reliable message-based service.  Messaging may use underlying network transport services in providing the message-based services.

· Middleware Interface – A communication mechanism that provides reliable access to enterprise data sources.  Middleware may use underlying message-based services in providing access to enterprise data sources.

Components:  Components are the building blocks of applications which contain modules.  Modules are small units of code that perform specific functions.  

· Application Modules - Application Modules are small units of code that perform specific functions focused on codifying a business process.  Application modules work at a level of abstraction that allows the application developer to specify "what" is automated without being concerned over "how" the underlying operating system and related component services actually perform the service or "where" the service is performed.

· Component Service Modules - Component service modules are small units of code that perform specific services in support of an application’s run-time environment.  Component service modules insulate business application modules from the platform-level and even the system-level services.  They can also provide a generalized or common business application service.  

Application Programming Interface:  An Application Programming Interface (API) is the method by which one application component requests services from another.  An API is a way of requesting services such as file transfer or security from the underlying system of hardware, software, and networks.  APIs are typically comprised of a simple set of verbs such as send, receive, and converse.

Business rules:  Business rules define what a business event is, what real-world objects are involved, what data must be captured, what algorithms must be applied, what constraints are applicable, and what sequences of events, algorithms, and data capture or data exchange are triggered.

4.3.3.4 Information System Groups

Exhibit 4‑6 is a diagram of the hierarchical structure of the elements and abstractions that comprise an application architecture framework.  This diagram shows the decomposition of a business function model juxtaposed with (to the left of) the application architecture conceptual model, to highlight the conceptual relationship between the two hierarchical models. 

Starting at the top of the Business Model, each Business Function is comprised of one or more Business Processes.  Each Business Process is comprised of one or more Activities.  Each Activity has one or more Tasks, and each Task has one or more Steps.  

Similarly, there is a hierarchical relationship among the components of the application architecture conceptual model.  Starting at the top of the model each Information System Group is comprised of one or more Applications.  Each Application is comprised of some combination of User Interface, Data, and Logic and Processing, also referred to as logical layers.  Each Application is then comprised of one or more modules also known as application components.  The Business Rules contain all the information that describes the operation of the business environment.

Exhibit 4‑6: Application Architecture Conceptual Model
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Logical Information Systems are used to simplify the picture of the application architecture.  An Information System is a grouping of applications that have common functionality and act on common data.  The logical information system groupings, therefore, are conceptual descriptions of information systems that are logically necessary to support the functional and information needs of the business.  The applications within each group have commonality of function and commonality of data. 

Since developers create applications to fit the specifications they are given, information system groups have limited import for the SBA's application developers.  However, for the system architects and the general user of the SBA applications, information system groups provide valuable insight.  For the system architects, information system groups identify where functions are performed and where data is used.  For the general user, information system groups identify related functionality and shared use of data. 

The following table Exhibit 4‑7: SBA’s Logical Information System Groups, contains the preliminary list of the SBA's Logical Information System Groups:
Exhibit 4‑7: SBA’s Logical Information System Groups

	Logical Information System Groups:

	Loan Accounting and Collection

	Loan Origination and Disbursement

	Loan Servicing and Debt Collection

	Surety Bond Guarantee

	Government Contracting

	Business Development

	Management and Administration Support Systems

	Office of Administrator Support

	Disaster Assistance

	Entrepreneurial Development

	Financial Management

	Small Business Investment


4.3.3.5 Application Boundaries

An important view presented in the application architecture is one of well-defined boundaries for the individual business applications.  The boundaries of business applications must be defined and remain inviolate. 

Predefining the boundaries for each business application allows application developers to know what is "in scope,” or "out-of-scope" for any particular project.  In other words, application developers must conform to the business application boundaries when creating applications and databases.  This allows flexibility, within the bounds of each business application and within the guidelines of the information technology standards and policies, to develop automated solutions for business needs.  Designing an application to mimic a discrete SBA business process will produce a smaller, more granular, and more modular application that will be easier and quicker to develop.  It is also more adaptable to change, sharable across the enterprise, and easier to maintain.

In the target application environment, specific business events will trigger other unique business processes.  These business processes clearly map to discrete business processes, which allow changes to be easily identified and implemented.  Exhibit 4‑8 provides a pictorial representation of logical application boundaries, and the flow of information through the applications from event to value delivered to a customer.

Exhibit 4‑8: Logical Application Boundaries
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Following this line of reasoning, the scope of a business application will be aligned to the business process it supports.  Therefore, business processes shall define the logical boundaries for the SBA’s business applications.  The uniqueness of these boundaries avoids the unplanned proliferation of software, increases software quality, minimizes change impacts, contains the size of applications, and reduces cost.

4.3.3.6 Application Architecture Components

This sub-section presents a high-level view of the Application Architecture and describes the technical components and the services that it provides.  These components represent modules that provide functional capabilities or common system services.  They are the building blocks for developing applications that are consistent with the SBA’s target Application Architecture.  For a more detailed discussion of these components, see Appendix G, Technical Application Model.

This view of the application architecture provides a strategy that follows the n-Tier model of computing discussed later in this sub-section.  The n-Tier model promotes applications and software that are designed with a service-based approach and strictly use application-programming interfaces (APIs).  This strategy promotes the leveraged use of underlying enabling technologies and minimizes the impact of changes to those technologies.

The internal technical components of the Application Architecture are shown in Exhibit 4‑9.  This diagram displays both the Technical Application Architecture components, located in the white area of the graphic, and the Infrastructure Architecture components, located in the gray area.  This section focuses on the Technical Application Architecture component model, while the Infrastructure Architecture components are discussed in Section 5.0 Technology Architecture.

Exhibit 4‑9: Application Architecture Component Model
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The value of the Application Architecture Component Model is that it provides the structure upon which the SBA can develop business applications that are modular and portable.  This model depicts how componentization serves to insulate the business application from the platform-level and even the system-level services, allowing for increased portability.  

In an ideal situation, business applications will be designed for inherent insulation from the lower platform and system-level services.  Unfortunately, this may not be possible in all instances.  In cases where insulation is not possible, it is important to understand and consider the impact of coupling business applications to specific system services or platforms.  For example, some Relational Database Management Systems (RDBMS) offer a complete application design and development environment.  From a development perspective, this means that the user interface, business logic, and data access can all be handled through a single suite of tools.  While this appears to provide some advantage, there is a trade-off of portability and modularity when using some of the current technology tool suites.  This type of environment generally involves the use of proprietary procedural languages for the development of user interface screens and business logic.  Tool suites often use proprietary inter-process messaging protocols to pass SQL requests and return data streams.  It is relatively easy to become “locked into” a vendor’s environment.

4.3.3.6.1 Application Program Interface

Before discussing the individual Application Architecture components it is important to discuss the role of application program interfaces (APIs) in the development of applications.

An API is the method by which one application component requests services from another.  An API is a way of requesting services such as file transfer and security from the underlying software.  APIs are comprised of a simple set of verbs such as send, receive, and converse.  APIs insulate application programmers from complexity and greatly reduce the amount of time required to develop new applications or modify existing ones.

The environment manager, business applications, architecture services, and application service components use APIs to communicate with each of the various system services.  APIs should be generic in nature to allow for portability.  Proprietary extensions to APIs should be avoided unless dictated by business needs.  Exhibit 4‑10 displays the various combinations of application components and APIs. 

Exhibit 4‑10: Application Components and APIs
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An essential component of the SBA Technical Application Architecture is a set of APIs that support the desired target environment.  The APIs adopted for use within the SBA will be a combination of industry best practices and SBA internal standards.

4.3.3.6.2 Component and API Standards

The Agency’s goal is simple, reduce the diversity of architectures and in doing so, reduce the diversity of the SBA’s IT infrastructure.  To accomplish that, the SBA must adopt a standards-based approach that works.  That is, the approach must move the Agency toward its target Enterprise Architecture, and yet "fit" the SBA’s culture and support the SBA Systems Development Methodology.  National and international standards bodies, and the standards associated with each technology service identified in the SBA Technical Reference Model are discussed in Section 5.0 Technology Architecture.
  

The development of Open System standards is an ongoing process.  As business requirements change, software innovation is required.  Innovation, however, inevitably extends beyond standards.  With a comprehensive strategy, the SBA can maximize benefit by using existing standards to minimize risks in the areas where standards are still evolving.  Compromises are often required in connecting to existing proprietary systems.  These compromises must be the result of business decisions based on the availability of technologies, and balanced with the risk of using proprietary approaches. 

Business requirements will occasionally exceed the capability of commercially available API libraries.  In some instances, a business requirement will dictate the use of non-standard API sets.  In these cases, there are essentially two viable approaches available, both of which require that appropriate APIs be designed and constructed to support the approach.  

· Functional compensation - software provided to fill a gap in functionality between an architecture API and the functionality of a given product.

· API translation - processes by which a service request made via one API is translated into one or more service requests in another API, one that is understood by the underlying product.  It could be as simple as translating a return code from one value to another, or as complex as reformatting a single request into multiple requests.

Appendix G, Technical Application Model provides a detailed discussion of the Application Architecture components, their corresponding services, and an initial draft list of APIs that will be reviewed for inclusion in future target Application Architecture policy recommendations.  In subsequent iterations of this architecture, detailed standards will be developed for the design and construction of API sets.

4.3.3.7 Client/Server Models

The goal of client/server computing is to avoid the limitations and restrictions of stovepipe IT applications.  These applications house all of the user interface, business logic, and data necessary to perform a process or even multiple processes.  

The Client/Server model divides an application into logical, functional layers, so that each layer can run on different networked computers.  This division of work permits layers to be sized and positioned where appropriate and reduces the complexity inherent in single platform solutions.

4.3.3.7.1 Logical Layers

A common approach to developing client/server models is to divide the application into three logical layers. The three logical layers are a user interface layer, a business logic layer, and a data, or access, layer.  These three layers organize similar functions or services.  This division of functionality permits layers to be sized and positioned appropriately, and to reduce the complexity inherent in monolithic, stovepipe solutions.  Dividing applications into layers provides several benefits.  The complexity of the application logic is reduced since applications are broken into smaller, more manageable chunks of code.  The simplification of the application logic makes the applications flexible, portable, and easier to maintain, because it is more efficient to apply and maintain strict application standards to small units of code.  Moreover, the small units of code that perform specific functions are more likely candidates for reuse across the enterprise.  

The logical layers are defined as follows:

User Interface: This is an application code that interacts directly with the end-user input/output devices, like a Windows workstation.  The User Interface performs tasks such as screen management, dialog control (window create, open, close, clear), panel and sub panel management, keyboard, mouse handling, function key mapping, code table access, context sensitive help, and message logging.  In addition, some alphanumeric data type validation, cross-field checking, range checking, general input editing, and security functions may occur in this layer.  Functions in this layer may be performed through some combination of a window manager, user-written code, forms manager or other software facility.

Business Logic: This application code implements the business logic, policies, procedure requirements, rules, and algorithms that define a particular business function.  It processes the input data received through the user interface or the data layers to complete a given business function.  Functions in this layer include application-specific business functions, data access requests, data manipulations and calculations, and further alphanumeric data type validation, cross-field checking, range checking, general input editing, and security checking not performed in the user interface layer.

Data:  Functions in this layer include the execution of Data Manipulation Language (DML) statements, disk I/O, buffer maintenance, index maintenance, logging, record lock management, and journalizing.  A software vendor may provide this layer in the form of a database or file management system.  It may also be provided through some form of centralized data gateway that business applications can access to request data. 

The division of applications into logical layers and physical modules introduces the need for a mechanism that enables communication between the layers.  Two different communication mechanisms are enlisted for communication--messaging and middleware. 

· Messaging is a general term for a message-based mechanism that provides reliable message passing between the user interface layer and the business logic layer.  Messaging is typically provided to an application as an abstract service through a standard interface definition.  The messaging service can include synchronous or asynchronous delivery, both of which utilize the underlying network transport protocols to fulfill their service.  An important feature that messaging should provide is location transparency.  That is, an application like user interface code or business logic code, should not be required to know, or "hard-code," the physical location of the code representing the layer receiving the message.  The messaging service uses other system services to locate and transport messages to its destination.

· Middleware
 is a general term for a communication mechanism that provides reliable access to enterprise data sources.  Middleware is typically more sophisticated software than messaging.  For example, in addition to the services that messaging provides, middleware may provide language translation to access legacy data, or a service that allocates local storage to hold the results of a query. 

Exhibit 4‑11 is a conceptual view of a layered application including the messaging and middleware interfaces.

Exhibit 4‑11: Layered Application
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4.3.3.7.2 Client/Server Models for Distributing Applications

Once the application has been broken into layers, it then becomes possible to distribute the components and run them on different computers in the network.  However, the concept of three application layers does not require the layers to be distributed to three different computers in the network.  The application layers lend themselves to distribution, but there is no requirement to distribute them simply because they are broken into layers.

The client/server model consists of the client and the server, requests for service, and responses to service requests.  The client requests services, such as "retrieve data" or "print a document," from a server.  The server processes the request, performs the service, and returns the results to the client.  The client/server model has the following five characteristics:

1. The client and server can interact seamlessly.

2. The client and server are generally located on separate platforms and are connected by a network.  (This does not preclude having both the client and server on the same platform.)

3. The client can be changed without changing the server, or the server can be changed without changing the client.

4. The client and server functions are independent and can interchange roles.

5. The server can serve multiple clients concurrently and, conversely, a client can access multiple servers.

To increase awareness and understanding of client/server functions, a high-level model of client/server computing is shown in Exhibit 4‑12.  This client/server model assumes a network connects the client and server, and that applications have been divided into the user interface layer, business logic layer, and data layer.

Exhibit 4‑12: The Client/Server Model of Computing
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This model highlights six views that are distinguished by the division and placement of application layers across client and server platforms.  At first glance it may appear that the diagram above depicts and implicitly advocates a two-tier architecture.  With additional inspection, it may even appear that the diagram above depicts, and implicitly advocates, a three-tier architecture.  That is, each logical layer of the application is located on a different tier.  What this diagram shows is an n-tier architecture; where “n” can be any number from 1 to infinity.  The actual number will ultimately be within the bounds of performance consideration, and where the discrete physical platforms used provide the optimal combination of price versus performance for the business concern.  It is possible, and likely, that there will be many components such as application modules and services modules collaborating to provide the required business functionality for each logical layer.  And, it is also possible, although not required, for each component to execute on a discrete platform.

4.3.3.8 Application Types

It is useful to divide the universe of all applications into general application types.  Application types are groupings based on the characteristics of the type of processing the application performs.  We have divided the SBA applications into three broad types: Transaction Processing, Decision Support, and Document/Collaboration. 

The application logic for different application types must be separated.  For example, an application should not attempt to perform both transaction processing and decision-support functions.  The processing characteristics and scope characteristics are significantly different between transaction processing and decision-support functions, which require different design templates for development and deployment.  In general, each application type has different characteristics that direct the development template, which typically works best. 

In addition, each application type has a different scope in terms of functionality performed, data accessed, size and geographic distribution of the user base, and platform services used.  To accommodate these differences, various application types will typically use a distinct design/deployment model.  This does not mean, however, that the different application types will run on their own independent infrastructures.  On the contrary, different application types use different components of the overall shared infrastructure.  All applications and all application types conform to the overall technical application model. The three categories of application types and the three categories are described below. 

4.3.3.8.1 On-line Transaction Processing (OLTP) Applications

On-line Transaction Processing (OLTP) applications are typically described by well-defined events and responses.  Examples include claims processing, attendance systems, and payments processing.  They typically involve large amounts of structured data, such as relational database tables.  Thousands, even millions of transactions are typical for an OLTP application, where the steps for each transaction are well defined and must be processed quickly.  These characteristics demand a highly automated environment.  In general, OLTP applications manage the mountains of raw data that are used to run the day-to-day operations of the business.

4.3.3.8.2 On-line Analytical Processing (OLAP) Applications

On-line Analytical Processing (OLAP) applications typically "mine" the data generated by business transaction applications, along with data available from outside the business enterprise such as market information.  This helps team members at all levels make informed, knowledgeable decisions to improve business performance.  It involves restructuring and summarizing business transaction data into "data warehouses," which may be further replicated into smaller, more focused "data marts," that can be used by decision-makers to answer ad hoc questions and discover trends. There are functional differences between transaction processing and decision-support applications that explain why different tool sets and design templates are used for each of those application types.

4.3.3.8.3 Document/Collaboration Applications

Many business processes involve people creating, reviewing, editing and approving "documents," where a document could be anything from a report, to a model, to a multimedia clip.  These applications require version control, check in/out, and special data retention policies for their data.  The data involved is unstructured as compared to tables in a relational database, and is typically much more demanding on the computing infrastructure because of the high bandwidth, heavy CPU usage for image processing, high-end graphics display hardware, and large amounts of disk storage space required.

4.3.3.9 Application Categories

Three broad application categories have been defined: custom applications, Commercial off-the-shelf (COTS)/Government off-the-shelf (GOTS) applications, and modified COTS/GOTS.  These three categories add dimensions to the application type that affect the design and deployment template employed and the underlying component services required to support them.  Each of these categories is discussed in the following sub-sections.

Regardless of the application type or category, applications that do not adhere to the standards and structures described in the SBA EA Blueprint will be considered "Legacy" applications.  Legacy applications must be replaced or cost-effectively integrated into the Agency's application architecture so that the business processes they support can evolve and improve.  The Technical Application Architecture model supports techniques such as "process wrappers" that provide interaction with legacy application transactions, "data wrappers" that provide interaction with legacy data, and "data pump infrastructure tools” that replicate legacy data into summary data warehouses.  

The ability to use these techniques to integrate legacy applications into the information technology architecture depends to a great extent on the degree to which changes can be made to each application. 

4.3.3.9.1 Custom Applications

Custom applications are developed and maintained wholly by the SBA development staff or by direct contract support.  These applications are generally designed to support the unique mission requirements of the SBA that cannot otherwise be supported by commercially available software packages.  All newly developed custom applications addressed in Sub-section 4.3.3.6 must adhere to the architectural guidance and standards identified in this section and in Section 5.0 of the SBA EA Blueprint.  The degree to which legacy custom applications can be integrated into the architecture will depend on the source code language, application structure, application platform, and data structures involved.  Decisions to integrate a legacy application using process wrappers, data wrappers, and data pumps or to reengineer the application entirely must be made on a case-by-case basis.

4.3.3.9.2 COTS/GOTS Applications

Commercial-off-the-Shelf (COTS) and Government-off-the-Shelf (GOTS) software represent proven commercial/government applications that support a wide range of business functionality commonly required in both the business and the Federal sectors.  As identified in the SBA’s IT Guiding Principles, COTS or GOTS software should be used in lieu of custom developed software if mission requirements can be met, and the COTS/GOTS software meets the SBA’s architectural requirements.  Because of the rigid nature of most Legacy COTS/GOTS software packages, it may not be possible to integrate Legacy COTS/GOTS applications into the information technology architecture.  These packages should be scheduled for replacement.

4.3.3.9.3 Modified COTS/GOTS Applications 

Some COTS/GOTS software packages offer a high degree of ability to tailor their functionality to meet specific functional needs.  The more flexible and robust of these products make extensive use of APIs to interface with other applications and system services.  Others make use of proprietary interfaces to system services.  As with custom applications, the SBA Technical Application Architecture model supports the concepts of process wrappers, data wrappers, and data pumps when necessary to integrate purchased applications.  

4.3.3.10 Application Deployment Considerations

The paradigm for distributed computing has evolved from the traditional two-tier client/server model to an n-tier computing model where the components of an application are distributed across multiple nodes within a network.

The n-tier model of computing, based on the tools, standards, and techniques precipitated by the public Internet and associated market forces, presents an evolutionary technical solution to traditional client/server applications.  

The Internet provides significant business value to the SBA with its ready-made infrastructure for network connectivity and tool-enabled capabilities.  Internet network and application protocol standards allow for rapid sharing of information, dynamic application deployment, and leveraged network operations.  Many architectural issues, such as platform independence and middleware, are already addressed by using this strategy.  The Internet protocol suite consisting of TCP/IP (communication), FTP (file transfer), Simple Mail Transfer Protocol (SMTP) (mail), and HTTP (World Wide Web) has enabled the proliferation of portable Internet applications.

A strategy based on an n-tier distributed computing environment has a number of benefits.  It increases the application’s scalability, performance, and reliability.  Server layers can be replicated and distributed across any number of servers to boost system availability.  The n-tier approach also increases flexibility.  Application layers can be quickly modified to adapt to changing business rules or economic conditions.  Layers are also location-independent, so system administrators can easily reconfigure system load.  This n-tier model of computing can be depicted as a logical three-tier computing model, meaning that there is a logical, but not necessarily physical, separation of processes.  The tiers then communicate through a set of widely accepted, industry-standard protocols, services, and software APIs.  

Our IT strategy directs that Internet tools and standards-based APIs provide the basis for application development and evolution toward our desired target architecture. Exceptions to this strategy include high online transaction requirements, advanced security requirements, and strict levels of guaranteed online performance.

The determination of how to distribute an application is dependent on, and derived from, business and user requirements.  There are numerous approaches to distributing application components ranging from replicating applications on each network node, to organizing applications on a functional basis and placing each functional grouping at a single location.  Development teams must independently evaluate each application, the application data, and the user requirements to determine the best method for distributing application components and enterprise data.  The appropriate model for application deployment, and the correct number of discrete platforms used, is both a business and a system engineering decision.

The salient point of this discussion is that when applications are divided into components and layered, they are inherently more flexible.  Flexible in terms of how they are distributed, and where those distributed components can be located and used. 

4.3.4 Guidance

The Architecture does not represent the existing infrastructure or application requirements, or the design or blueprints for any such system.  Rather, it provides a clear pathway during transition to guide the implementation of systems toward an established set of values and principles.
  Because IT and business processes are dynamic, we must have some idea of where we are going and how we will get there.  To make effective use of both, guidelines and templates are needed to establish and maintain consistency.  Guidelines are needed to prevent inconsistent interaction between applications developed to support business processes over time, not between new applications only, but also between new and legacy application systems.  

The SBA’s IT direction as set forth in the IT Vision, IT Objectives, and Guiding Principles described in Section 1 guides us onto the pathway that leads toward the target data, application and technology architectures required to support changing business needs.  The IT Objectives describe broadly where the SBA is going, and the Guiding Principles broadly influence how it will get there.  Typically, principles are not well understood and assumptions can differ among staff.  Because principles form the basis for IT purchase decisions that "fit" within the architecture, specific guidance is offered to further assist decision-makers involved in application development activities that help to advance the SBA from its legacy environment toward the target Application Architecture.  

The guidance presented in sub-sections 4.3.4.1 Application Architecture Design Principles and 4.3.4.2 Recommended Best Practices is intended for use by two primary groups within the SBA:

· Group 1 includes IT project leaders, system designers, application programmers, and decision-makers engaged in activities to develop business applications.

· Group 2 includes IT investment portfolio managers and decision-makers concerned with reviewing facts pertinent to IT investment proposals and deciding what should receive funding approval. 

In order for the SBA to evolve new and legacy application development toward the target environment, Group 1 must adhere to certain practices, or standards.  Such standards must be considered compulsory, and are spelled out as Design Principles in sub-section 4.3.4.1, Application Architecture Design Principles  

The Design Principles also help establish acceptance criteria for use by Group 2, when reviewing IT investments for funding approval, to ensure that investments are compliant with the target architecture, as required by OMB.  They also provide standards by which compliance with the SBA EA Blueprint will be evaluated by Group 2, through formal IT project compliance review processes. 

In addition to compulsory standards, Group 1 should also consider following other practices that are highly desirable and that, if observed, will advance the SBA further toward the target environment.  These highly desirable practices are spelled out as Recommended Best Practices in sub-section 4.3.4.2.  Group 2 may use the Recommended Best Practices for making discretionary funding decisions between competing IT projects that meet compulsory standards.  When funds are limited, Group 2 may give preference to those IT projects that advance the SBA closest towards the target environment.

4.3.4.1 Application Architecture Design Principles

For each design principle listed in this sub-section, a brief explanation is provided, along with pertinent implications for the SBA to consider.  IT projects executed under the Application Architecture will be required to adhere to these design principles.  The implications cited will need to be addressed explicitly within project plans as they apply to particular development efforts.

The design principles listed in this sub-section are a starting point and are not all-inclusive.  As the SBA gains experience through using this guidance, the list of principles may be modified.  No priority is implied by the order in which the principles are listed.  

1)
Design Applications to Mimic a Business Process

The logical boundary of an application will be discrete to the business process it supports and shall remain inviolate.

In doing so, the scope and complexity of each application is contained, thus avoiding the creation of monolithic systems.  

Implications:

· Discrete business processes must be defined through a rigorous requirements determination process.  

· Emphasis on this approach must be reinforced throughout appropriate phases of the SBA Systems Development Methodology.  

· Enforcing compliance with this approach may be difficult.

· Standards for mapping applications logic to business processes must be established.  

· Programmers and analysts may need additional training in order to understand how to implement under this approach.

· Requirements developers have the potential for a specialized role within the SBA.

2)
Layer the Design of Applications

The design of applications will be logically divided into three discrete layers: the user interface layer; the business logic layer; and the data access layer.  A messaging interface and a middleware interface will provide the method for communication between the logical layers.  The logical layers shall not be violated.

This approach produces a loosely coupled, adaptable application design.  

Implications:

· An increased number of smaller application modules will need to be integrated and managed as a result of this approach.

· Training will be needed to improve staff skills with this design approach.  

· Application designers and developers have the potential for a specialized role within SBA.

· Rigorous design review throughout the Systems Development Methodology cycle is the primary enforcement vehicle.  

· Organizational realignments may occur in order to support the layers. 

3)
Use Standardized Messaging between Layers

Service request and response mechanisms between application layers will be standardized and message based.

In a layered application design, a higher-level layer must request services of a lower level layer in order for an application function to execute successfully.  Modern techniques for an application to request a service and receive a response use messaging.  Standardized messaging formats at each layer simplify application development. 

Implications:
· Reinforcement of this design approach must be incorporated throughout the Systems Development Methodology.  

· COTS products are available as standard technologies to implement this approach.

· Use of object-oriented technologies can facilitate implementation.

4)
Design for Security Up Front

Applications will be designed and developed to incorporate IT security policies at the beginning and throughout the SDLC.

Security policy cannot be implemented effectively as an after-thought.  

Implications:

· A security module is a primary candidate for a standardized application component.  

· Safeguards and a repository are necessary for shared or common code that implements security.  

· Security requirements may drive how the design of an application is engineered.

5)
Design Applications for Reuse

Applications will be designed as granular, modular, loosely coupled, and reusable components.

Reuse of application components simplifies application design, reduces development effort, and, when combined with a layered design approach, accelerates creation of adaptable applications. 

Implications:

· This approach avoids imposing artificial design constraints by deferring hardware deployment decisions until after application design.  

· Reuse of common application components increases the failure risk, or fault tolerance, of other applications should coding problems occur. 

· Reuse of shared application services increases exposure to a single point of operational failure.  

· Standards for appropriate levels of granularity for reusable modules must be established.

· A culture of software reuse must be established among application designers and programmers within the SBA.  

· The SBA must hire and retain skilled employees, and invest in training existing staff to strengthen programming skills in order to adopt a reuse culture.  

· Emphasis on this approach must be reinforced throughout appropriate phases of the Systems Development Methodology.  

· Additional effort is needed to establish component libraries for administering reusable modules.  

· Documentation of modules containing reusable functions must be communicated to other application designers throughout the SBA.

· A potential exists for the creation of a specialized role to support application designers and developers within the SBA.  Application designers that have an overall view of the business process can work with the appropriate specialists during design review.  

· Modules designed for reuse may slightly degrade application performance.

· Up-front costs to design and develop reusable modules may increase, but will provide a return with each subsequent reuse.  

· Appropriate incentives are needed that encourage software reuse among the SBA’s contractors and operational environments.

6)
Separate OLTP from OLAP 

Online transaction processing (OLTP) applications will be separated from online analytical processing (OLAP) applications at deployment.

Performance demands are vastly different for these classes of applications.  There is great difficulty optimizing the use of resources if deployed onto a shared operating platform, or when using a shared database instance.

Implications:

· Additional platform infrastructure may be needed in order to separate the workload.  

· The distinctions between business application requirements of transactional data processing and information retrieval processing need to be understood and defined during the design phase.

· Business applications providing access to the SBA transaction data or decision-support information should perform these operations transparently.  Users should be insulated from platform infrastructure considerations.

7)
Design OLAP to Use Data Warehousing

Data warehouse concepts will be leveraged to reduce the burden of development and accelerate decision-making.

Data warehousing has matured in methodology such that IT solutions are able to be acquired and deployed using COTS products and little custom programming.  Doing this reduces the SBA’s level of effort and accelerates providing IT solutions for decision support.  

Implications:

· An enterprise-wide Data Warehouse methodology and strategy must be defined for the SBA.

· Information subject areas contained within the SBA’s Data Warehouse and methods for access must be specified, communicated, and made available enterprise-wide. 

· Methodologies, disciplines, tools, and techniques for implementing data warehousing differ from transaction processing applications.  

· Specialized skills, roles, and training of the SBA staff will be needed.  

· Information engineering and data administration are essential activities to be successful.  

8)
Design for n-Tier Client/Server 

Applications will be implemented using an n-Tier client/server model.

Adaptable applications use a modular, layered, and loosely coupled design that is deployed onto a distributed computing infrastructure.  Maximum adaptability is achieved when implementing an n-tier client/server model.  

Implications:

· Knowledge and expertise in designing and implementing n-tier client/server applications must be acquired to assist the SBA.  

· Technology for effectively deploying and managing n-tier client/server systems within SBA’s distributed computing environment is needed

· Pertinent development and deployment standards must be identified.  Design templates and software module templates would facilitate establishing standards across the enterprise.

· Additional investments in client/server technology infrastructure may be needed.  

· More time may be needed for technical staff to adjust to changes from conventional design approaches.  Proposed project schedules should account for this potentiality.

· Technical design and development reviews should include assessment criteria for adherence to the n-Tier approach.

· It is not clear that all projects need to adopt this approach.  Appropriate criteria should be established to determine when this approach is warranted.

· The SBA’s lack of prior experience with the n-tier approach may increase the difficulty of incorporating this concept into redesigning its legacy systems.

9)
Use Standard Development Methods

Adopt standard application development methods.

Standard methods for application design and development help to ensure interoperability and access to enterprise information by business applications throughout the SBA.  

Implications:

· Different types of business needs and applications to access information warrant different standards for application development.  It is likely that more than one applications development standard or methodology will be needed for use within the SBA.

· Appropriate methodologies must be identified for applications development within the SBA.  The current standard must be updated, as it is no longer viable in fulfilling this purpose.

· Training will be necessary to prepare staff to accept an improved methodology, particularly if more than one is adopted.  

· The rigor of enforcing any new methodology must be tempered by the need for the SBA to gain experience through its continual use.

10)
Use Prototypes and Pilots

Use prototypes or pilots to achieve a working system first.

Prototypes and pilots are alternative means of exploring the appropriateness and feasibility of technology for the SBA, while minimizing the level-of-effort, cost, and risk of deployment.  Prototypes are “proof-of-concept” IT projects of limited scale and scope that are used to assess the technical feasibility of a custom-developed business application solution.  Pilots are a limited scale, initial deployment of an IT solution in order to prove the viability of an application for a specific business purpose.  Prototypes are typically unnecessary for COTS business applications.  Pilots may employ all custom-developed applications, all COTS applications, or combinations of both. 

Implications:

· Rapid Applications Development (RAD) methods and tools facilitate design and development of prototypes.

· Prototypes have a way of becoming the “production” implementation, once they are proven to satisfy a given need.  Considering that adaptability is an essential concept to be achieved through the Application Architecture, this notion may be useful to the SBA.

4.3.4.2 Recommended Best Practices

For each recommended best practice listed in this sub-section, a brief explanation is provided, along with pertinent implications for the SBA.  The Agency cannot require each applications development project to follow the recommended best practices, although their use is highly encouraged.  The implications should be appropriately weighted for each IT project under review or pending approval.  

The best practices recommended in this sub-section are based on analysis and recommendations of the Meta Group, Inc., Gartner Group, Inc., and Electronic Data Systems, Inc.  These recommendations may be modified, deleted, or added to as the SBA gains experience through using this guidance.  No priority is implied by the order in which the best practices are listed.  

1)
Object-Oriented Design

Application development and delivery will evolve toward an object-oriented approach.

Object-oriented design and development differs from traditional approaches because it is based on precepts of modular, standardized application components, and software reuse.  It is how modern software packages, business applications, and information systems are being implemented. 

Implications:

· Tools and technology standards that support object-oriented design and development differ from traditional tools and techniques.  

· The SBA staff will need training to become skilled at object-oriented design and development.  

· Object-oriented design and development tools and methods may impose requirements of the infrastructure that will need to be addressed.  

2)
Business Event-driven Design

The logical design of applications will be business-event driven.

A fundamental premise behind this notion is that business events and the business processes they trigger are interactive, rather than “batch” occurrences.  Business processes are optimized when the applications that support them are promptly executed, rather than holding transactions for batch execution at some later point in time.  A typical SBA business event could be the receipt of a loan application.  The business processes that this might trigger are predetermined by business rules that dictate a sequence of actions.  This sequence of actions would be taken by the SBA, its agents, and business partners in response to the specific event.  Fundamentally, this concept would result in a design process that allowed for interactive design for the SBA business applications, rather than batch.  

Implications:

· Further analysis of each of the SBA business functions is necessary to decompose them into discrete business processes in order to identify trigger events, dependencies, and interactions with other processes.  

· Opportunities for business process re-engineering (BPR) may be identified as a by-product of the analysis mentioned above.

· The SBA’s business is not changed as a result of this design approach, but it does represent a significant culture change to the way in which business and system requirements are defined.  

· Use of object-oriented analysis and design techniques facilitate this approach.

· Applications must be designed using a preferably Web based or client/server approach.

3)
Web-based Technology

Promote use of Web-based technology.

The Internet and its associated Web-based technologies and standards have fundamentally and permanently changed the information systems landscape.  These technologies have become a ubiquitous, economical, and standards-based resource for worldwide dissemination and access to information by the public and private sectors.  Web-based technology standards can be applied to transaction processing and information processing application designs.

Implications:

· The SBA may, on a continuing basis, need to verify the security of its network and database operations environment in order to exploit enterprise use of Web-based technology in application designs.  

· Web browsers have become the standard user interface for distributed business applications.  

· A Web-based architecture and infrastructure strategy has become a part of the SBA’s mission critical system environment.  

· The SBA must invest in training its staff to enhance skills at designing Web-based business applications and operating a production systems environment using Web-based technology.  

· Database management, administration, and security standards and procedures must be assessed to incorporate expanded use of Web-based technology.

4)
“Push” Technology 

“Information delivery” applications will evolve to a “push” model.

Information delivery applications are decision-support tools that provide knowledge workers (such as analysts, and researchers) and decision-makers with access to enterprise information.  A “push” model uses Web-based technology that enables information from databases to be automatically retrieved and delivered to a user’s designated location (a mailbox or folder, for example,) as soon as the information becomes available.  Using this model accelerates decision-making processes because users no longer manually request updated information each time it becomes available.  

Implications:

· This technology should not be used indiscriminately because of its potential to place heavy demands on the database and network infrastructure.  

· Use of the push model is best implemented when combined with a publish and subscribe model, where predefined information reports are routinely published and disseminated to users based on subscriber lists. 

· The SBA has limited practical experience with this technology.  The SBA must invest in contractor resources and staff training to gain the expertise for effectively implementing this model of information delivery.

· Not all applications are candidates for using this model for information delivery.  Explicit criteria for its use must be defined.  

5)
Using COTS/GOTS 

COTS/GOTS will be used to meet business needs when available.

In cases where a business process is not unique, and does not provide a competitive advantage, the use of commercial off-the-shelf (COTS) or Government off-the-shelf (GOTS) products to satisfy the SBA’s needs are preferable to custom-developed solutions.  There is less cost and risk to implement COTS/GOTS products, compared to custom design and development efforts.  

Implications:

· COTS/GOTS products usually do not satisfy 100% of the business requirements.  Alternative approaches that take advantage of COTS/GOTS products typically include some customization of the product, or, some change/adjustment in the business process.  Therefore, the choice of either alternative must consider the implications of the approach selected.  For example, there can be some difficulty and expense to customize COTS/GOTS software.  Similarly, there are difficulties and expense involved in changing business processes with the concomitant cultural and organizational impacts. 

· Modifying source code as a means of providing customization is prohibited.

· In most cases, changing the business process to take advantage of inherent product capabilities is worth considering, rather than modifying source code.

· The manner in which customization is accommodated within the COTS/GOTS product must be included in the evaluation criteria. 

· The SBA ITA management and governance process will establish the make-versus-buy criteria and threshold procedures.  Mandatory versus discretionary requirements will be considered on a case-by-case basis.

· Evaluation criteria need to include the stability and continued viability of the vendor offering a COTS/GOTS solution as a factor in make-versus-buy decisions.  

· Other pertinent factors in make-versus-buy decisions include the SBA’s commitment to maintaining the infrastructure to support a given COTS/GOTS product, as well as roles and responsibilities for product support.  

6)
Designing for Portability

Applications will be designed for portability and platform independence.

Portability is the ability to deploy, or re-deploy, all or part of a business application (like user interface, business logic, data access) in the most optimal manner for exploiting available computer platform infrastructure resources.  Platform independence means that business application logic is not dependent on specifics of a particular vendor’s hardware or operating system platform.  

Implications:

· Care must be taken not to impose design constraints that hold the SBA business applications to the lowest common denominator hardware platform.  

· In designing and developing business applications, deployment decisions should be deferred until the implementation phase.  Deployment engineers, not application developers, should be responsible for determining the best strategy for platform deployment.  

· Use of proprietary operating system or hardware extensions must be avoided with the design of business application modules.  However, it may be appropriate to use such extensions within the design of specific service modules.

· Future business application modules would need to be developed in languages that are platform independent like C, C++, or Java.  

· The SBA has limited experience in languages that are platform independent.    Investments to train the SBA staff to program in C, C++, or Java J2EE will be necessary, or future applications development must continue to be outsourced. 

7)
Programmer Specialization 

Define specialized roles for programmers.

Increased sophistication of the advances in today’s technology challenges programmers to maintain proficiency in all aspects of systems design and development.  Programmers must specialize in technology used for designing and developing business applications in order for the SBA to leverage investments in IT development resources across the enterprise.  Centers of excellence based on specialized roles that programmers furnish in the design and development of business applications can enhance IT solution delivery throughout the enterprise.  Examples of centers of excellence include requirements specialists, user interface specialists, common modules and reuse specialists, messaging specialists, and database access middleware specialists.  Through redefining applications delivery processes from a stovepipe approach to a model based on centers of excellence, the SBA can maximize its benefits by acquiring contractor resources for applications development and training application programming staff.  

Implications:

· Explicit roles for programmer specialization and changes to applications delivery processes need to be defined in context with other roles in the enterprise. 

· Changes to the SBA’s Systems Development Methodology.

· More than programmers are impacted by this approach.  This includes roles of other IT professionals, including analysts, project managers, and system/network administrators.  

· The SBA must make a commitment to appropriate training for the roles that are defined.  This approach helps to focus how training dollars are spent.

4.3.5 Standards 

Implementing a business application involves the definition, design, construction, and functional operation of a system that supports a business process as defined by the business owner.  Depending on the type of application needed to support the business process, different standards for its method of construction and for its technology must be used.  This sub-section describes appropriate standards for use in developing business applications in a manner consistent with the Application Architecture design principles.  

Standards fall into two main categories: methodology and technology.  Refer to SBA’s Systems Development Methodology for applications development life cycle methodology.  Technology standards for application architecture are discussed in the Technology Reference Model in Section 5.0 Technology Architecture.

5.0 Technology Architecture

5.1 Introduction

This section describes the Technology Architecture (TA) component of the SBA Enterprise Architecture (EA) Blueprint for both the current and target architectures.  The relationship of the technology architecture components to the overall SBA EA is displayed in Exhibit 5‑1 SBA EA Blueprint - Technology Architecture Component.

Exhibit 5‑1: SBA EA Blueprint Technology Architecture Component
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The Technology Architecture section addresses the fundamental technologies comprising the SBA’s current and target Technology Architecture. The section is organized for ease of use and as a technology reference:

· Technology Drivers – Describes the factors or drivers affecting the technology architecture.

· Technical Reference Model (TRM) – Provide descriptions, policy, standards and technology recommendations for the specific technology components that exist in both the current and target architectures. 

The Technology Architecture (TA) defines the information technology (IT) needed to provide a functional and efficient environment for existing and future applications and information. The TA is the bottom layer in the architectural hierarchy, and is often considered the foundation on which all the other IT architectures are built.  While the foundation metaphor holds true for the construction of SBA’s enterprise IT environment, the architecture or design of the infrastructure is driven by business needs communicated by the design of the three higher architectural layers (Business Architecture, Data Architecture, and Application Architecture).  The IT Focus Areas (Appendix B), IT Objectives (Appendix C) and the Guiding Principles (Appendix D) provide the philosophical underpinning for the EA component architecture, while the IT Industry Drivers (Section 5.2.2) and Technical Reference Model (Section 5.3) give technical support for the current and target technologies.  
The Technology Architecture identifies and defines the major types of services areas that manage the distribution, utilization, and administration of applications throughout the enterprise, and it includes the infrastructure required to engineer and manage those applications and information.

5.2 Transformation Technology Drivers

Enterprise Architecture must be viewed and implemented within the context of business processes, information entities, data elements, and applications.  The context of the technologies underlying the Technology Architecture must be expanded to include those factors impacting the options available to the enterprise.  The following provides a summary of the factors or drivers influencing the TA.

5.2.1 Internal Influences

Internal influences are described in the Business, Data and Application Architecture sections of the SBA EA Blueprint.  SBA is constantly changing its business processes, data management and applications to support the needs of SBA customers and to effectively respond to the forces of change in order to maximize the performance of SBA programs.

5.2.2     IT Industry Drivers

Information technology has a life cycle, and the key to gaining maximum return on investment is knowing what technology to buy and when to buy it.  While not all IT industry drivers may have a direct impact on the SBA, they will certainly have a secondary impact by influencing the technologies that will be available in the future. The most relevant industry drivers affect SBA are:
· Data Overload–The increasing availability of inexpensive digital data exceeds our current abilities to use it. 

· Importance of Children–The dramatic increase in the number of computer-literate children significantly affects the information industry. A new model for representing and manipulating data will emerge and spread.

· Communication–Pervasive and wireless communications and continued miniaturization of technology will make any information available in any form, to anyone, anywhere, at any time.

· Rapid Proliferation of Technology–The rapid pace of change and constant technical innovation will continue.  New technology has an increasingly brief life span.  

· Negligible Cost of Compute Power–The price/performance ratio of computer and telecommunications technology will continue to decrease until the unit cost becomes practically negligible.

· Revolution in Work–A major change will occur in where, when, and how knowledge work is done.  As communication becomes more pervasive and mobile, flexibility in how work is performed increases.

· Human Interfaces and the use of Metaphors–Improved human interfaces change the way users interact with computers.  This interaction unleashes new technology applications and the perception of what is possible.  As users interact with their computer environment, a common metaphor based upon the application’s characteristics will become increasingly important. 

· The Internet–The public Internet explosion and the World Wide Web have dramatically extended the reach of computing technology to the public.  Businesses are rapidly embracing and adopting Internet technology.  

5.2.3    Industry Principles

In the absence of external influences, players within an industry segment historically maneuver to achieve market dominance.  This is often accomplished through early capture of market share through proprietary products.  When the market can agree on, articulate, and maintain the necessary discipline to support principles underlying the establishment of standards, industry will often comply.  Best industry practices have established the following principles as the basis for the development of standards-based information technology.

· Portability–Software will operate on various platforms regardless of the manufacturer or operating system. 

· Flexibility–An application will have the capability to take advantage of new technologies and can be implemented in changing environments.  Flexibility contributes to better performance and lower overall costs by facilitating the process of procuring software and hardware from multiple sources.

· Interoperability–Applications and computers from different suppliers will have the capability to work together on a network and to connect and share data and processes as appropriate. 

· Scalability–Applications will migrate, via a client or server, to machines of greater or lesser power, depending on the requirements.  This would result in little or no change to the underlying components. 

· Usability–Applications will be easy to use; they will enhance and support, rather than limit or restrict, the business process.  Human interfaces need to be intuitive and consistent in purpose and use. 

· Manageability–Applications, hardware, and software will be easy to manage and operate.

5.2.4    Legislation

The Clinger‑Cohen Act assigns Chief Information Officers (CIOs) the responsibility of "developing, maintaining, and facilitating the implementation of a sound and integrated enterprise architecture [EA]" for their agencies.  The Act defines an EA as "an integrated framework for evolving and acquiring new information technology to achieve the Agency's strategic and information resource management goals, and states that the EA must specify the "standards that enable information exchange and resource sharing."

Government Performance Results Act (GPRA)

In 1993, the Congress passed, and the President signed into law, a bipartisan initiative designed to fundamentally change the way government works.  Known as the Government Performance and Results Act (GPRA), this law changes the Federal government's budgeting and policymaking mechanisms in dramatic ways.

Instead of judging government performance on the basis of the amount of money that is spent or activities that are conducted, every Federal program — and the advocates of these programs—will be judged on whether or not their ideas and approaches produce real, tangible results.
President’s Management Agenda

The President's Management Agenda, announced in the summer of 2001, is an aggressive strategy for improving the management of the Federal government. It focuses on the following five areas of government management weakness where the most improvements and progress can be made:
Human Capital (skills of the Federal workforce);
Competitive Sourcing (market-based competition throughout the government);
Financial Management (accelerated and accurate financial reporting);
E-Government (quick and easy government services online); and,
Budget/Performance Integration (Shifting Resources to More Effective Programs, Setting Performance Targets, Adding Incentives for Achieving Goals).
The President’s Management Agenda calls for an emphasis on Federal agencies and Electronic Government to use the resources and opportunities of a Web-enabled environment to: bring government closer to the people; be more responsive to public concerns; and improve the accessibility of government-generated information and services.

The vision for Electronic Government involves citizens and businesses easily obtaining services and interacting with the Federal government while improving overall government efficiency and effectiveness. Achieving the E-Government vision requires a transformation in the Federal Government’s relationships with citizens, businesses, state and local governments, and other public sector organizations.
Government Paperwork Elimination Act (GPEA)

The Government Paperwork Elimination Act (GPEA) requires that Federal agencies provide the option of submitting information to, or transacting business with, an Agency electronically. Agencies must implement this electronic option by October 21, 2003. GPEA is intended to help citizens gain one-stop access to existing Government information and services, provide more efficient service, and increase Government to citizen accountability. The law encourages Federal agencies to use a range of electronic alternatives. 

5.3 Technical Reference Model

The SBA Technical Reference Model (TRM) describes information technology and its evolution as specifically focused on the SBA enterprise architecture. It defines the technologies currently used, shows the basis for why certain technologies were chosen, and describes the target benefits of a particular technology and its ability to satisfy the SBA's strategic goals and business requirements. Most important, the TRM provides a source of continuity and structure within the Agency’s EA.  

As the SBA advances to the desired business, data and application architectures, technology assessment will continue examining future trends and update the standards and strategies to ensure that the IT systems and applications benefit from use of emerging mainstream IT. As new technology emerges, new possibilities are presented for improving the SBA's business processes, yielding even greater Return on Investments (ROI). The TRM is a living repository of technology components that is updated as emerging technologies become proven mainstream industry standards, and as legacy technologies are phased out.

The TRM defines the means by which IT will support the Agency's business, as described in detail by the Data Architecture and Application Architecture sections of this document. The TRM is organized to present information to a diverse audience within SBA, including those with a business perspective, and those with varying levels of technical and management experience. 

The TRM will be used within the organization to help guide and direct technology decisions.  The following lists the management policy for using the TRM in project evaluation and selections.  These are a subset of the governance policies described in the SBA EA Program Policies and Procedures document, dated May 2003:

· The TRM will be promulgated, by directive from the SBA Administrator, as the operating guidance for all developmental activities involving the SBA IT environment.

· The TRM will be used by process owners, implementation teams and OCIO personnel for planning, designing, developing, implementing or installing any application, hardware, software, communication or user interface within SBA.

· The OCIO is the oversight organization responsible for ensuring that the TRM is used for all IT implementations.

· The Business Technology Investment Council (BTIC) will produce and promulgate the listing of IT initiatives for a given budget year. Initiatives selected must be in concert with the TRM.

5.3.1 Section Overview

The SBA is committed to architectures based on open standards and compliance with Federal Information Processing Standards Publications (FIPS PUBS) issued by the National Institute of Standards and Technology (NIST).  The SBA is also committed to management of its enterprise IT infrastructure in accordance with the requirements of the Government Performance and Results Act (GPRA), the Clinger-Cohen Act, and the implementation of guidance disseminated by the Office of Management and Budget (OMB).  This overview provides key definitions used throughout the TRM section.  This is followed by a high-level view of the SBA services areas and how they are related to the general TRM layers (user environment, applications, integration, data and common infrastructure).  An overview of the TRM structure for communicating technology component elements (descriptions, policies, standards, product recommendations) is also presented.

5.3.1.1 Definitions

The following are TRM structural definitions used throughout the TRM section.

Service Areas.  Service Areas are groupings of similar domains. In the current TRM scope, they are used for easier visualization and management purposes only.  

Domains.  Technology Domains are defined as the primary classification level of the technology components of the TRM. Where appropriate, some domains contain descriptions, policy, standards, products and recommendations.

Sub-domains.  All unique technology elements within the architecture are assigned to a domain and called sub-domains. The sub-domain is the actual technology component that contains the descriptions, policy, standards, and recommendations.  

5.3.1.2 Service Area Relationships

The SBA Service Areas area defined in Exhibit 5‑2.  These SBA service areas contain the domains and sub-domains that describe the technologies, specific products, and policies contained with the current and target technology architecture.

Exhibit 5‑2: SBA TRM Service Areas

	Section
	Topic

	5.3.2–Information Transfer
	Technologies used to transfer information from an information source to an information sink (user).  Includes a discussion of transmission media, access technologies and network services.

	5.3.3–Information Processing
	Technologies for providing computation, communication, and storage for the SBA desktop and server environments.  Includes platforms and operating systems.

	5.3.4–Middleware
	Technologies that link emerging client/server applications to legacy applications and platforms.

	5.3.5–Data Management
	Technologies to manage the creation, update, deletion, and access to SBA data.

	5.3.6–Applications
	Software systems that support SBA users in performing the business processes of the Agency.

	5.3.7–Security Services
	Technologies and practices that protect SBA information assets.

	5.3.8–Systems Management
	Technologies and practices that enable the monitoring and control of SBA IT infrastructure.

	5.3.9–External Environment
	Infrastructure technologies that typically support the transfer of information; but that are not addressed by the standard computer communications model.


Service Areas provide value when the individual technology components work synergistically across the technology architecture.  Multiple technologies, used together, can provide the necessary technology architecture to allow the achievement of strategic business and technology goals through strong data management, process-streamlined business applications, and efficient communications.  A weak link within any Service Area component will affect the overall performance of the technology architecture. 

Exhibit 5‑3 shows how the SBA Service Areas relate to User Environment, Applications, Data, Integration and Common service areas.  

Exhibit 5‑3: Service Area Relationships

5.3.1.3 TRM Technical Component Structural Overview

Each Service Area contains an introduction followed by a discussion of the current and target SBA environment reflected in the domains and sub-domains that comprise a given Service Area. Where appropriate, Service Areas, domains, and sub-domains contain the following TRM technology elements:

· Description. – Provides general information about the technology component including background, overview and key information.

· Management Policy. – Provides management policy on how, and when, to use technology components.  

· Technology Policy. – Provides technical policy on compliance with standards.

· Target Standards and Timeframe. – Provides an exhibit identifying current and target technologies and product recommendations, over a four-year horizon, to support the target business, data and application needs.

· Target Standards Information.  Provides description of relevant standards related to technology components (sub-domain).
Exhibit 5‑4: Time-frame Category Definitions
	Adjective
	Timeline

Code
	Definition

	Target 
	T
	Standard is consistent with SBA strategic direction. Preferred for enterprise deployment and purchasing strategy. Use is authorized without further approval. 

	Interim 
	I
	Standard is broadly deployed and being considered for strategic use. Significant new deployment is authorized only if target technology is not available or feasible. 

	Legacy
	L
	Technology is broadly deployed and shall remain in use. Not authorized for expanded use without explicit approval from the ITA Council

	Niche 
	N
	Technology is isolated within the infrastructure. Used only to meet specific business need but widespread use is not authorized. User must bear all operations support costs.

	Emerging
	E
	Technology is relatively new or with limited deployment in SBA. May be competing technologies in this category. Use in prototypes or pilots only. 


The following Exhibit 5‑5 provides a visual display of the technology elements described above

Exhibit 5‑5

: TRM Technology Elements
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5. x.x.x.x.
Target Standards Information


The “Current” column identifies currently implemented products.  These products may or may not implement the desired standards.  The implication is that any deployed product shown in the “Current” column should remain in service until a compelling business reason causes replacement.  The wide border after the “Current” information indicates the separation of the existing technologies from the standards shown in the timeline columns.  The “Current” information, in most cases, lists COTS products. The timeline columns (2007-2010) identify standards and recommended, or probable, migration paths.  The “Avoid” column identifies technology the SBA indicates should be avoided.  

Within each timeline column, there are two sub columns.  The first sub-column refers to the role the standard is expected to play in the timeframe shown.  There are five possible roles.  A role can be the target, interim, legacy, niche or emerging standard.  A definition for each of these roles appears in Exhibit 5‑4.  This definition matches the standard with strategy, and adherence to, the overall goals of the architecture, where the target state is most desirable, niche is least desirable, and emerging bears watching, but not a significant investment.  

The assumed category for “Current” technology implementations is “Legacy.”

5.3.2 Information Transfer Service Area

This section identifies the interface standards required for interoperability between, and among, the SBA information systems that support access to data, facsimile, video, imagery, and multimedia applications.  Also identified, are the standards for internetworking between different sub-networks.  With the release of FIPS PUB 146-2, Profiles for Open Systems Internetworking Technologies (POSIT), in May of 1995, the Transmission Control Protocol/Internet Protocol (TCP/IP) family of standards (overseen by the Internet Engineering Task Force (IETF)) became the Federal government’s de facto standard for information transfer by computer communications.  It is, therefore, appropriate to structure this section based on the relevant portions of the TCP/IP reference model depicted by the shaded areas in Exhibit 5‑6.

Exhibit 5‑6: The TCP/IP Reference Model
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5.3.2.1 The Physical Layer

5.3.2.1.1 Local Area Network Physical Layer Transmission Media Technologies

The physical layer, primarily concerned with physical wiring and premise distribution, connects end-user devices, such as local area networks (LANs), workstations, personal computers (PCs), terminals, and telephones.  Premise distribution systems provide a common cabling plant to deliver voice, data, and video services.  Often overlooked by management, physical layer transmission media and its proper design, installation and maintenance are one of the most critical elements of an IT infrastructure.  While it often costs more than any other single element of an IT infrastructure, the premises distribution infrastructure also offers the highest potential return on investment if properly engineered, installed, and maintained in accordance with applicable standards.  With the increasingly short information technology evolution cycle, the premises distribution infrastructure life span may exceed 6 years, which doubles the three years of other IT durables.  The Electronic Industries Association and Telecommunications Industries Association (EIA/TIA) publications EIA/TIA-568 (FIPS PUB 174), Commercial Building Telecommunications Wiring Standard and EIA/TIA-569 (FIPS PUB 175), and Commercial Building Standard for Telecommunications Pathways and Spaces, identify the appropriate specifications for design and installation of premises distribution infrastructure for SBA LANs and campus area networks (CAN’s).  EIA/TIA-568 specifies several categories of unshielded twisted pair (UTP), and a category of shielded twisted pair (STP), copper cable supporting a range of bandwidth capacities to carry voice, video and data signals in facility horizontals, from communications rooms to end devices.  Category 5 UTP (Cat 5 UTP) operates effectively at 100 Mbs and is capable of carrying all signal types.  Category 6 UTP (Cat 6 UTP) is the current standard for high-speed Ethernet handling gigabit speeds. EIA/TIA specified STP also supports 100 Mbs operation, and is recommended for high electromagnetic interference environments.  EIA/TIA-568 specifies graded index multi-mode fiber in facility verticals, the facility backbone from distributed communications rooms to central communications and computer facilities.  All EIA/TIA specifications comply with the National Electrical Code (NEC).

5.3.2.1.1.1 Technology Policy

The technology policy must comply with EIA/TIA publications, EIA/TIA-568 (FIPS PUB 174), Commercial Building Telecommunications Wiring Standard and EIA/TIA-569 (FIPS PUB 175), and Commercial Building Standard for Telecommunications Pathways and Spaces.  Use methods to allow the greatest configuration capability and provide maximum growth potential. 

5.3.2.1.1.2 Target Standards and Timeframe
Exhibit 5‑7: Physical wiring and premises distribution
	Avoid
	Current
	2007/2008
	2009
	2010

	
	TELCO twisted pair 

CAT3 / CAT5
	T
	EIA-568 CAT3 / CAT5
	T
	EIA-568 CAT3 / CAT5
	T
	EIA-568 UTP 

CAT 6

Horizontals

	
	EIA-568 Fiber Verticals and Inter-facility (Backbone)
	T
	EIA-568 Fiber Verticals and Inter-facility (Backbone)
	T
	EIA-568 Fiber Verticals and Inter-facility (Backbone)
	T
	EIA-568 Fiber Verticals and Inter-facility (Backbone)

	
	EIA-568 UTP Horizontals
	N
	Wireless
	N
	Wireless
	N
	Wireless


5.3.2.1.1.3 Target Standards Information

Future networks should be capable of supporting integrated data, voice, imaging, and video speeds of OC-3 or higher.  Category 6 UTP cable supports gigabit speeds, used in twisted pair/distributed data interface (TP/PMD) and Fast Ethernet specifications.  Consider wireless communication in situations with mobile client demands, no wired infrastructure support, or bandwidth requirements of less than 2 Mbps.

· Install a common/compatible cabling plant, which can be used for data, voice, and video services, in each office location.

· Distribute cabling from common wiring closets on each floor in buildings using wiring hubs and cross-connect fields.  Interconnect the wiring closets by using multiple-strand fiber cable distribution methods. 

The following list of industry standards supports the exchange of information, including format and semantics of data entities between applications on the same or diverse platforms, particularly across the Internet. There are varying levels of complexity of data exchange. These include defining representations for data to be interchanged, data content, object representations, language level, and application level. 

· Adobe PostScript 3, 1999 

· PostScript 

· ANSI X3.124-1985 (R1996) 

· Graphical Kernel System (GKS) Functional Description (Replaces FIPS PUB120-1) 

· ANSI/ISO/IEC 8632 (Parts 1 - 4) 

· Computer Graphics Metafile for the Storage and Transfer of Picture Description Information Parts 1-4 (Replaces FIPS PUB 128-2) 

· ANSI/ISO/IEC 9592-1:1997 

· Programmer's Hierarchical Interactive Graphics System (PHIGS) Functional Description 

· ANSI/NISO Z39.2-1994 

· Information Interchange Format (Updates ANSI Z39.2-1985) 

· ANSI/NISO/ISO 12083-1995 

· Electronic Manuscript Preparation and Markup (Updates ANSI Z39.59-1988) 

· ANSI/US PRO/IPO 100-1996 

· Initial Graphics Exchange Specification (IGES) (Replaces FIPS PUB 177-1) 

· Desktop Standards for Data Interchange 

· Desktop Standards (to be provided later) 

· DMA 1.0 

· Document Management Alliance (DMA) 

· EIA/IS 106 (1994) 

· CASE Data Interchange Format (Updates EIA/CDIF 

· FIPS PUB 161-2 

· Electronic Data Interchange (EDI) 

· FIPS PUB 173-1 

· Spatial Data Transfer Standard (SDTS) (DOI/USGS Specifications) 

· FIPS PUB 192-1 

· Application Profile for the Government Information Locator Service (GILS) 
(Supercedes FIPS PUB 192) 

· FIPS PUB 4-2 

· Representation of Calendar Date for Information Interchange 

· FTR 1080A-1998 

· Video Teleconferencing Services at 56 to 1920 kbit/s 

· GIF 

· GIF Version 89a Non-Interlaced/GIF Version 89a Interlaced

· HDF 

· Hierarchical Data Format (HDF) 

· ISO 10303-1:1994 

· Product Data Representation and Exchange - Part 1: Overview and Fundamental Principles 

· ISO 12639:1998 

· Tagged Image File Format for Image Technology (TIFF/IT) 

· ISO 8879:1986 (Amendment 1, 1988) 

· Standard Generalized Markup Language (SGML) 

· ISO/IEC 10918-4:1999 

· Joint Photographic Experts Group (JPEG)(Replaces IS 10918:1992) 

· ISO/IEC 11179 (Parts 1-6) 

· Specification and Standardization of Data Elements 

· ISO/IEC 12064-1:1995 

· Open Document Format: Image Applications, Simple Document Structure: Raster Graphics Content Architecture (Replaces FIPS PUB 194) 

· ISO/IEC 13818:1996 

· General Coding of Moving Pictures and Associated Audio Information, Version 2 (MPEG) (Replaces ANSI/ISO IS11172: 1992) 

· ISO/IEC 8211:1994 

· Specification for a Data Descriptive File for Information Interchange (DDF) 

· NETCDF 

· Network Common Data Form 

· PDF 

· Portable Document Format 

· RTF 

· Rich Text Format (RTF) 

· W3C REC-html40-19980424 

· Hypertext Markup Language (HTML) 4.0 

· W3C REC-XML-19980210 

· Extensible Markup Language (XML) 

5.3.2.2 The Network Access Layer

5.3.2.2.1 Local Area Network Media Access Control Technologies

From a geographic or distance perspective, industry distinguishes among local area networks (LANs), campus area networks (CANs), metropolitan area networks (MANs), and wide area networks (WANs). Because of the geography associated with existing SBA sites, there are no metropolitan area networks or campus area networks in the SBA architecture—only LANs and WANs.  Because WANs normally use transmission frame formats unique to the WAN environment, and not typical of established computer communications frame formats, WANs are addressed in sub-section 5.3.9, External Environment.

A LAN links end-user computers that are near each other in a communications network to provide high-speed communication services.  The linked computers are usually located in the same building.  The LAN is a key element in implementing the client/server architecture.  A LAN provides access to servers, which are the primary providers of network and application services to users.  CANs typically link communities of users, who are located in different buildings and distributed over a limited geographical area, such as a campus.  LANs and CANs usually employ the same technologies from a network access perspective.

LANs can be constructed from various physical media and interconnected by various means such as bridges, switches, and routers, but they rely on standards-based protocols to communicate successfully.  LANs may be categorized as Ethernet, Token Ring, fiber distributed data interface (FDDI), FDDI twisted pair/physical medium dependent (FDDI TP/PMD) (formerly known as Copper Distributed Data Interface), the Fast technologies (Fast Ethernet, 100BaseT, Gigabit Ethernet), asynchronous transfer mode (ATM), or wireless. This document refers to FDDI/TP PMD as FDDI/TP.

· Ethernet (IEEE 802.3) is a broadcast, contention-based media access control (MAC) technology.  Ethernet is typically implemented as 10 million bits per second (Mbs), but standards have been approved to 100 Mbs and 1000Mbs (gigabit) operations.  Standards for 10 Gigabit Ethernet are emerging.  Fast Ethernet, or 100 Mbs Ethernet, includes a range of technologies: IEEE 802.3u, 100BASE-TX, 100BASE-T4, and 100BASE-FX.  Using two wire pairs, the 100BASE-TX specification supports Category 5 unshielded twisted pair (UTP) cable.  The 100BASE-T4 requires the use of four wire pairs on Category 3 UTP cable.  The 100BASE-FX implements 100 Mbs Ethernet on fiber-optic media.  Gigabit Ethernet operates using 4 pair Category 5 cabling (1000BASE-TX), but category 6 cabling provides higher performance than CAT-5 and features more stringent specifications for crosstalk and system noise. Ethernet, in its various implementations, dominates the market with over 60 percent market share and expectations of growing dominance.

· Token-ring (IEEE 802.5) is a token passing MAC technology where users typically have an equal opportunity to access the network without competing through contention.  Token-ring may be implemented as either 4 Mbs or 16 Mbs and continues to be supported.  There are several proposed standards for higher speed Token Ring, up to 100 Mbs, but near-term adoption is not clear.  Token Ring has witnessed a steady, ongoing decline in the market place with current market share at, or below, ten percent.  SBA is not supporting token ring.

· FDDI or FDDI/TP (ANSI X3T12) provides 100 Mbs transport speed to workstations and servers using fiber-optic cable (FDDI) or copper wiring (FDDI/TP).  The relatively high cost of workstation adapters and the complexity of troubleshooting FDDI or FDDI/TP ring problems are the primary restraints to using this technology.  LAN designs using hubs with ATM uplinks and servers attached to FDDI require the use of a router for the sole purpose of a protocol converter, which is an expensive solution compared to the cost of ATM Network Interface Cards (NICs) for the servers.  The primary use for FDDI or FDDI/TP is for CAN backbone rings that require high transport speeds and fault tolerance.  FDDI has been viewed by the market as a transitional technology to ATM.  It currently has approximately nine percent market share, which is expected to hold steady over the next three years.

5.3.2.2.1.1 Technology Policy

IEEE Std 802.3-2002, Local and Metropolitan Area Networks is a comprehensive International Standard for Local Area Networks (LANs) employing Carrier Sense Multiple Access with Collision Detection' (CSMA/CD) as the access method. This International Standard is intended to encompass several media types and techniques for signal rates from 1 Mbs to 1000 Mb/s. This edition of the standard provides the necessary specifications for the following families of systems; a 1 Mb/s base-band system, 10 Mb/s base-band and broadband systems, a 100 Mb/s base-band system, and a 1000 Mb/s base-band system. In addition, it specifies a method for linearly incrementing a system’s data rate by aggregating multiple physical links of the same speed into one logical link.

This standard provides for two distinct operation modes: half duplex and full duplex. A given IEEE 802.3 instantiation operates in either half or full duplex mode at any one time. The term “CSMA/CD MAC” is used throughout this standard synonymously with “802.3 MAC,” and may represent an instance of either a half duplex, or full duplex mode data terminal equipment (DTE), even though full duplex mode DTEs do not implement the CSMA/CD algorithms traditionally used to arbitrate access to shared-media LANs.

5.3.2.2.1.2 Target Standards and Timeframe
Exhibit 5‑8: Local and Campus Area Networks
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Ethernet, Fast Ethernet
	T
	Fast Ethernet
	T
	Fast Ethernet, Gigabit Ethernet 
	T
	Gigabit

Ethernet


5.3.2.2.1.3 Target Standards Information

Use the following open international standards for media access control:

· IEEE 802.3 Ethernet

· IEEE 802.3u Fast Ethernet 

· IEEE 802.3z Gigabit Ethernet

· ATM Forum

· IEEE 802.11

Consider implementing Switched Ethernet or ATM.  Use Fast Ethernet or Gigabit Ethernet technologies (100Base-Tx, 100Base-T4, or 1000Base-T) to meet increased LAN-based speed requirements. Recognize the potential added costs for upgraded wiring, workstation NICs, wiring hub cards, and router cards.  Use wireless LANs, with licensed frequencies if possible, in controlled environments when access is difficult or impossible, or when mobility is a prime consideration.

5.3.2.2.2 Hubs, Concentrators, and Media Access Units (MAUs)

Hubs, concentrators, and MAUs are the central elements of LANs based on a physical star wiring topology, encompassing cable plants for Ethernet, Token Ring, and FDDI.  In general, when employed in an Ethernet network, these devices are referred to as hubs; while in Token Ring and FDDI, they are called media access units (MAUs), or multi-station access units, by some vendors, including IBM.  Whatever called, they perform similar functions and, in many respects, have similar characteristics.  They can be standalone devices that usually support eight to 24 connections, or, at the high end, they can be modular, multi-slot devices that support many more connections, with cards that contain from eight to 24 ports each.  The low-end, standalone hubs are aimed at the workgroup, while the high-end, modular concentrators are facility-wide devices capable of connecting many networks, even networks of different types, at a single location.  Indeed, most vendors of multi-slot concentrators offer cards for all varieties of Ethernet, Token Ring, and FDDI, as well as network management hardware, bridges, and routers. 

5.3.2.2.2.1 Technology Policy

· Use standards-based, Simple Network Management Protocol (SNMP) manageable concentrators consistent with its Ethernet MAC standard.

· All sites should be upgraded to comply with this policy, as existing hubs become unserviceable, and as SBA's dependence on network based, mission critical applications increases.

5.3.2.2.2.2 Target Standards and Timeframe
Exhibit 5‑9: Hubs, Concentrators, and Media Access Units (MAUs)
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Fast Ethernet & Gigabit Ethernet Switching
	T
	Gigabit Ethernet Switching
	I
	Gigabit Ethernet Switching
	T
	SBA Standard Switch

	
	Digital Equipment Corp., 

LAN Emulation Client (LEC)
	L
	LAN Emulation Client (LEC)
	
	
	
	


5.3.2.2.2.3  Target Standards Information

To distribute LAN services to each desktop, use intelligent wiring hubs in a star configuration.  A star configuration reduces impact from LAN-related failures. These hubs provide connection management, enable remote network management, allow easy access for trouble resolution, and permit quick reconfigurations for changing office environments.  Any new hub should provide Ethernet Switching and include a LAN Emulation Client (LEC) to allow for potential connectivity to ATM transport.

5.3.2.2.3 Switches

Switched Ethernet products have gained wide acceptance.  These products, which improve the performance of the network, could be an interim solution before upgrading to either Fast or Gigabit Ethernet alternatives.  With Switched Ethernet, the customer purchases, or upgrades to, a new switch product in their wiring closet, while the Fast or Gigabit Ethernet solutions may include premise rewiring and usually requires replacement of workstation/server NICs.

Switched Ethernet micro-segments the network so that each user, or small group of users, is allocated a 10 Mbs or 100 Mbs network segment.   An advantage of implementing Switched Ethernet is an immediate performance improvement because of reduced contention and fewer collisions on the network segment.  Care should be exercised in the design and deployment of Switched Ethernet technology because users contending for a single resource will still experience segment contention.  Depending on the product implementation, the user may also experience variable network delays or increased network error rates with Switched Ethernet.  Additionally, before making an investment in a switched Ethernet network, one needs to determine if the right diagnostic tools are available, or could be procured. Not all network-monitoring tools (protocol analyzers) allow effective monitoring of switched networks.

Two basic types of Switched Ethernet products are available; both are implemented as central wiring hub products.  With the store-and-forward product, the entire frame is received before being sent to the destination port.  This product introduces a variable delay for data as it transits the switch, but ensures that no corrupted or bad frames are propagated through the network.  With the cut-through product, the device begins transmission to the appropriate output port as soon as the address is verified, which results in a small, but fixed, delay as the data transits the switch. 

Switched Token Ring, switched FDDI, and switched FDDI/TP products are emerging, but little practical experience is available.

ATM technology offers integrated services such as voice, data, and video, as well as, on-demand, high-speed bandwidth across a single multi-service network.  NICs for desktop and server microcomputers are available for various bus speeds, operating systems, and interface speeds and types.  For communication to occur, the interface speed and type must match between the ATM switch and the ATM Network Interface Card (NIC).  Compatible protocol support must exist between the router and the desktop or servers.  Today, ATM NIC and router suppliers generally support the TCP/IP protocol suite using Internet RFC 1577 Classical IP over ATM.  All transport protocols will be supported using LAN emulation.

Currently, no standard for identifying Virtual LANs (VLANs) across multiple LAN switches exists.  Interconnection of multiple LAN switches by ATM Virtual Local Area Network (VLAN) addressing allows for multiple VLANs across these switches and ensures interoperability across multiple supplier products.  Interconnection of multiple LAN switches using Ethernet, Fast Ethernet, or FDDI requires the use of proprietary switch supplier-dependent VLAN management methods and does not ensure interoperability.  ATM switches within an administrative domain need to be from the same supplier because Private Network Node Interface (PNNI) standards are incomplete.  Finally, it should be noted the emergence of VLAN technology involves the merging of the network access and Internet layers of the TCP/IP model and most implementations are proprietary.  A summary of the various VLAN technologies is provided below.

· Port-based–Port-based VLANs are the simplest for vendors to implement and the most common type available.  This approach requires that all IP hosts in a subnet be members of one Virtual LAN for proper network operation.  One of two options is necessary to keep Virtual LAN membership and IP addresses in synchronization; ongoing administration as users move to other network locations, or dynamic host configuration protocol (DHCP).

· Medium Access Control-address based–Medium Access Control-address based VLANs require each user to use a specific network interface card (NIC), allowing users to migrate anywhere within the network.  Each device carries its own NIC, which is convenient for portable users or groups with laptops.  This approach requires considerable administrative maintenance, or generally assumes one machine per person.  This technology is not expected to be widely implemented.

· Protocol Type-based–Protocol Type-based VLANs are only meaningful with small networks and should be avoided.

· Protocol Subnet-based–Protocol Subnet-based VLANs are uncommon today.  This approach fits naturally with routers since routers need to route between VLANs, and routers route based on subnets.

· User ID-based–User ID-based VLANs are based on a supplied User Id and password.  This approach authenticates users prior to their accessing the network.  This technology allows different users to share a PC, and their VLAN memberships are decided by their identities, not by the network devices or their connections.  This approach provides for Authenticated VLANs, but is a very complex implementation, not commonly deployed in the marketplace. This technology is ideal but unavailable.  

· Application Type–Application Type VLANs are formed based on the needs of applications such as low QoS, or high QoS. This technology allows applications requiring different QoSs to use different VLANs.  This approach requires a very complicated implementation.

5.3.2.2.3.1 Technology Policy

SBA should evaluate its current use of switching technology and define an enterprise strategy leading to a consistent implementation throughout the enterprise.

5.3.2.2.4 Wireless LAN Bridges (WLAN)

A wireless LAN (WLAN) bridge plugs into an Ethernet network and uses the 802.11 protocol to communicate with an access point that is within range. In this manner, a bridge enables you to wirelessly connect a cluster of users (actually a network) to an access point.  There are three basic types of WLAN Bridges:

· Basic Ethernet-to-Wireless. This type connects directly to a single device via an Ethernet port, and provides a wireless connection to an access point. These types of connections offer a substitute for a radio NIC making it useful when the device, such as a printer, PC, or video game console, has an Ethernet port and no 802.11 NIC.

· Workgroup Bridges. Workgroup bridges are the answer for connecting wireless networks to larger, wired Ethernet networks. Essentially, a workgroup bridge acts as a wireless client on the wireless LAN and interfaces to a wired network. The wired side may connect directly with a single device (like an Ethernet-to-Wireless bridge), or to an Ethernet hub or switch that connects multiple devices. Generally, a workgroup bridge offers higher-end management and security utilities (with higher prices) as compared to a basic bridge. 

· Access Point / Wireless Bridge Combos. Some vendors offer access points that you can configure as a bridge, but not both at the same time. Linksys has this capability in their Wireless Application Protocol (WAP)11 Access Point. This access point can operate in point-to-point and point-to-multipoint bridge mode. Like any wireless bridge, the WAP11 lets you wirelessly connect two or more Ethernet LANs together. 

5.3.2.2.4.1 Technology Policy

Current policy prohibits the widespread use of Wireless LANs.  Security issues must be assessed thoroughly concerning the potential use of this technology within secure areas as security programs are finalized.  Initial focus will be to provide a localized, secured wireless area for SBA staff and clients.
5.3.2.2.4.2 Target Standards and Timeframe
Exhibit 5‑10: Wireless Network protocols
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Basic Ethernet-to-Wireless ,

D-Link
	L
	Basic Ethernet-to-Wireless ,

D-Link
	L
	Basic Ethernet-to-Wireless ,

D-Link
	L
	Basic Ethernet-to-Wireless ,

D-Link

	
	Work group bridges,

 3COM, Cisco
	L
	Work group bridges,

 3COM, Cisco
	L
	Work group bridges,

 3COM, Cisco
	L
	Work group bridges,

 3COM, Cisco

	
	Access Point / Wireless Bridge Combos, 

Linksys, Proxim, 3COM
	L
	Access Point / Wireless Bridge Combos, 

Linksys, Proxim, 3COM
	L
	Access Point / Wireless Bridge Combos, 

Linksys, Proxim, 3COM
	L
	Access Point / Wireless Bridge Combos, 

Linksys, Proxim, 3COM


5.3.2.3 The Network and Transport Layers

This section addresses Layers 2 and 3 of the TCP/IP reference model and Layers 3 and 4 of the OSI model.  Data network interoperability addresses the need to deliver end-to-end services across physically and logically diverse data networks.  Physically diverse networks range from local area networks (LANs) in separate departments to enterprise networks owned by separate companies.  Logically diverse networks are defined by the different architectures or products used in their construction.  Examples of such architectures and products include IBM’s Systems Network Architecture (SNA), Digital’s DECnet, and Microsoft 2000 Server technology.

As the remote access market expands with more remote users and telecommuters, new technologies continue to emerge and challenge older technologies. Public switched telephone network (PSTN), cable, generic digital subscriber line (xDSL), Integrated Services Digital Network (ISDN), wireless, modems, and router technologies offer a large array of diversity that many organizations have to sift through to determine which technology should be implemented. The growth of new access methods and equipment can be partially attributed to the growth and drive for faster and more economical access to the Internet. With each new technology, a new wave of startup companies, products, and market hype appears. In most cases, these technologies will have some type of impact on the existing products, access methods, and access types.

5.3.2.3.1 Internet and Transport Protocols

TCP/IP, a strategic step toward interoperability, uses a common network infrastructure.  Transmission Control Protocol is the transport (OSI level 4) layer, and Internet Protocol is the network (OSI level 3) layer.  TCP/IP has become so popular that the TCP/IP addressing scheme is becoming insufficient.  Migration to IP version 6 (Ipv6) will be gradual, but network management organizations will consume considerable effort to become compliant.  IP addressing will need to be expanded, and this expansion will have a direct impact on network-wide naming standards.  With IPv6, for example, the IP address is expanded from 32 bits to 128 bits.  Dynamic Host Configuration Protocol (DHCP, RFCs 1533, 1534, and 1541), a standard method of connection across Internet service providers, should aid in the migration.  

5.3.2.3.1.1 Technology Policy

Select a network protocol that provides interoperability in a heterogeneous network environment.  Because many alternatives exist, isolate a small, manageable set of protocols that provides a flexible, cost-effective network infrastructure while protecting current assets.  Avoid using proprietary network protocols, even in a single supplier environment, to prevent migration problems when attempting to integrate supplier products.  The preferred approach is to base WANs on open protocols such as TCP/IP.

Use a TCP/IP router to interconnect disparate LANs.  LAN protocols, such as Inter-network Packet Exchange (IPX), may be used within the LAN environment, but should not be supported over the WAN.  Do not expand the use of proprietary protocols.

5.3.2.3.1.2 Target Standards and Timeframe
Exhibit 5‑11: Network protocols
	Avoid
	Current
	2007/2008
	2009
	2010

	
	TCP/IP
	I
	TCP/IP
	I
	TCP/IP

Latest version
	I
	TCP/IP

Latest Version

	
	
	
	
	
	
	
	


5.3.2.3.1.3 Target Standards Information

Ensure that multi-protocol routers can provide any bridging functions required.  Certain LAN protocols, such as DEC Local Area Transport, are incapable of being routed and must be bridged to provide LAN interconnection.  

5.3.2.3.2 Network Naming and Directory Services

Naming and directory services are needed to locate resources on the network.  These services provide the means for identifying and retrieving information about objects on the network.  An object is a specific resource on the network, such as a computer, application, file, electronic mailbox, printer, or router.  The information that can be retrieved about an object varies according to the object and the name, or directory service, providing the information.

Naming and directory services are related in the functions they provide, but distinct differences still exist.  A naming service locates and retrieves information about an object solely by the name of the object.  Although there are standalone systems, such as Internet Domain Name Service (DNS), that implements a naming service, most are integrated within other services such as file systems and e-mail. Examples of integrated naming services are the name and address books within Lotus Notes, MS Exchange, and NetWare’s file services.

A new method of combining multiple directories, called meta-directories, is evolving.  Meta-directories provide application-specific agents that synchronize the application directories (e-mail and operating systems) into a standard directory with access via the lightweight directory access protocol (LDAP).

In a directory service, objects are identified and retrieved based on their attributes, with one of the attributes being its name.  This service provides the additional capability of searching for all objects that have one or more particular attributes.  For example, “what are the names of all the SBA employees located at the SBA HQ?” 

A key element in the successful implementation of client/server applications and environments is a consistent, globally unique naming and addressing scheme.  This naming scheme is required for the objects being stored in both naming and directory systems.  The names of the objects should be logical and meaningful to the system users and other applications.  A name should conform to the following three principles: 

· Alphanumeric format that clearly conveys the built-in meaning

· Unique within its domain

· Not overly encoded or in hexadecimal format, except for security purposes

5.3.2.3.2.1 Technology Policy

Use LDAP-enabled X.500 or Standalone LDAP Daemon (SLAPD) directory service implementation.  Applications should use LDAP for access to naming and directory services. 
5.3.2.3.2.2 Target Standards and Timeframe
Exhibit 5‑12: Naming Services
	Avoid
	Current
	2007/2008
	2009
	2010

	WINS
	CDS
	L
	CDS
	L
	CDS
	L
	CDS


Exhibit 5‑13: Directory Services
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Microsoft Active Directory
	I
	Microsoft Active Directory
	I
	Microsoft Active Directory

Latest version
	I
	Microsoft Active Directory

Latest Version

	
	IPlanet/Sun One LDAP
	I
	IPlanet/Sun One LDAP
	I
	IPlanet/Sun One LDAP
Latest Version
	I
	IPlanet/Sun One LDAP
Latest Version


5.3.2.3.2.3 Target Standards Information

· The DCE Cell Directory Service (CDS) provides a location-independent method of identifying resources within a cell.  A cell represents the smallest group of DCE systems sharing a common naming and security domain.

· The protocol for DNS is defined in  MACROBUTTON HtmlResAnchor Internet Engineering Task Force
 (IETF) Request for Comment (RFC) 1035.

· Microsoft Active Directory (AD) is a standard now widely used.  Migration to Microsoft Active Directory (AD) was completed in 2000.

· Using LDAP will enhance application portability, especially in environments with multiple directory technologies and diverse naming conventions.

· The DCE Global Directory Service (GDS) allows DCE cells to locate one another on global networks and to provide an extensible mechanism for DCE environments to federate with other computing domains and their native namespaces.

· Most e-mail and network-centric application suppliers currently offer LDAP clients.  LDAP APIs are generally available for both C and Java.  LDAP implementations should be based on current versions of the standards (1993 X.500 and LDAP v3).  Novell's Network Directory Service (NDS) is an LDAP-compliant directory.

5.3.2.3.3 Network Address Management Services

Two critical issues involving IP address space management are address space depletion and the increasing cost of address administration.  Technologies such as network address translation (NAT) and dynamic host control protocol (DHCP) are designed to address these issues.  A NAT translates addresses on an as-needed basis from a finite registered Internet address space to a user defined, but infinite, unregistered address space, thereby creating the appearance that more addresses exist than are actually available.  Over-subscription is a primary limitation and occurs when users simultaneously request more registered addresses than are available.  DHCP is another technology that "leases" addresses on an as-needed basis, but the period of the lease is typically much longer than that of a NAT.  It is designed to eliminate the burden of constant address change management.

5.3.2.3.3.1 Technology Policy

Use DHCP to automate address space allocation within the HQ.  While IP address space is allocated to distributed sites by HQ, distributed site address space is managed locally and may involve manual assignment of static IP addresses.

5.3.2.3.3.2 Target Standards and Timeframe
Exhibit 5‑14: Network Address Management Services
	Avoid
	Current
	2007/2008
	2009
	2010

	
	DHCP
	L
	DHCP
	L
	DHCP
	L
	DHCP


5.3.2.3.4 Routing Services

Routers are network devices that operate at Layer 2 of the TCP/IP reference model and Layer 3 of the OSI model.  Routers enable a network-computing environment that supports client/server computing.  LANs and other data networks may need to be interconnected seamlessly over a CAN or WAN backbone.  Order can be brought to a multi-protocol infrastructure through a common network and transport layer protocol.  Interconnecting various heterogeneous LANs and data networks is a complicated issue that has many alternatives.

Routers have proven to be the primary method of network interconnection in the past, and for short-term needs.  As VLAN capabilities become standardized, they may supplant routers.  Routers act as a barrier to broadcast traffic surges while providing dynamic and redundant paths between LANs.  They remain the preferred method of interconnection.

Open Shortest Path First (OSPF) and Border Gateway Patrol (BGP) are the prevailing standards for intra-domain routing and for inter-domain routing respectively.

The Intermediate System-Intermediate System (IS-IS) and End System-Intermediate System routing protocols are used with OSI-based networks. Integrated IS-IS, an emerging protocol, can provide concurrent routing for TCP/IP, OSI, and other protocols.

SNA Network Interconnection (SNI) is used for interconnecting SNA networks.

The Interior Gateway Routing Protocol (IGRP) and Enhanced IGRP (EIGRP) are Cisco proprietary protocols.  These protocols can increase performance, but they hinder multi-supplier interoperability.

Multicast extensions to OSPF (MOSPF, RFC 1584) and Distance Vector Multicast Routing Protocol (DVMRP, RFC 1075) are used to reduce traffic in multicast applications by routing multicast messages only to appropriate sub-networks.

Routers are also a means of improving network security.  The rapid growth of Internetworking presents new challenges for routing, network accounting, administration, and security.  As networks of autonomous organizations are interconnected, the traditional goals of routing are supplemented by a requirement that routing decisions be made in accordance with policies defined by administrative domains.  An administrative domain is a set of resources, hosts, networks, and routers governed by a single administrative authority.  An administrative domain can be a department, a set of departments in an Agency, an Agency, or a group of agencies, or corporations.  Administrative domains govern network routing policies.

5.3.2.3.4.1 Technology Policy

· It is SBA policy to deploy a homogenous router environment based on Cisco products and employing the Interior Gateway Routing Protocol IGRP for interior routing, and Enhanced IGRP (EIGRP), for border routing. These are Cisco proprietary protocols.

· As VLAN capabilities become standardized, consider using VLAN technology.  

· Base the router’s protocol on open standards to ensure that all routers inter-operate.

5.3.2.3.4.2 Target Standards and Timeframe
Exhibit 5‑15: Routing Service
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Cisco - EIGRP
	LT
	EIGRP
	L
	EIGRP
	L
	EIGRP

	
	
	
	
	
	
	
	


5.3.2.3.4.3 Target Standards Information

Use Open Shortest Path First (OSPF) for intra-domain routing and Border Gateway Patrol (BGP) for inter-domain routing.  Use the Intermediate System-Intermediate System (IS-IS) routing protocol with OSI-based networks.  Limit the use of proprietary Cisco routing protocols, such as Interior Gateway Routing Protocol (IGRP) and Enhanced IGRP (EIGRP).  These protocols can increase performance, but they can hinder multi-supplier interoperability. Watch multicast extensions to OSPF (MOSPF, RFC 1584) and Distance Vector Multicast Routing Protocol (DVMRP, RFC 1075) emerge as methods to reduce traffic in multicast by routing multicast messages only to appropriate sub-networks.

5.3.2.3.5 Public Switched Telephone Network

Remote access is a strategic imperative for organizations worldwide.  Remote access to enterprise information is a strategic business asset, allowing many companies to securely distribute computing resources into the field.  For example, many heavily polluted regions of North America and Europe encourage telecommuting to reduce automobile congestion and pollution.   

Remote clients have two methods of accessing local enterprise network resources. The first method is over the Public Switched Telephone Network (PSTN); the second is by “tunneling” through the Internet.  Although tunneling will increasingly be used over time, access over the PSTN is the dominant connection method today worldwide.

Early remote access was based on simple utilities that allow remote users to dial into a modem connected with a desktop PC that communicates across the telephone network.  This is referred to as “Remote Control” because the remote user takes control of a PC attached to the LAN.  Remote control is adequate for specialized applications where the network traffic is prohibitively slow across a dialup connection.  Instead of the network traffic going through the phone line, only screen updates and keyboard keystrokes go through the phone line.  This greatly improves the usability of the application.

Remote control implementations are not conducive to broad generic usage due to the requirement that a dedicated processor be available for each inbound connection.  This creates quite an expensive solution when there are 100’s if not 1000’s of users.  

Most users now use “Remote Node” instead of Remote Control because it allows the remote PC to dial into a central server and operate exactly as if it were directly attached to the LAN.  Network protocols are transferred transparently across the connection, allowing security and authentication.  Users can have their machines configured to work offline and only be required to connect and synchronize periodically.  Once connected, the remote client can download and upload files to reduce bandwidth charges by working off-line.  Remote Node applications scale well, since the connection is largely transparent to the user and multiple calls can be consolidated onto a single modem server for LAN access.

There are three basic remote node client transports.  The first is the Serial Line Interface Protocol (SLIP). This has been around in the UNIX world for years and is still a viable way to make a remote node connection, but it only supports TCP/IP as the upper layer protocol.  Proprietary transport protocols are the second way to facilitate remote node connections.  They generally will carry multiple upper-layer protocols such as IP and IPX.  They do not however, allow clients to inter-operate with different vendor’s remote node servers.  The third transport is the Point-to-Point Protocol (PPP), which is standards-based and supports multiple upper-layer protocols.  Most PPP implementations support standards-based upper-layer protocols called control protocols.  If a vendor’s PPP client supports standard control protocols like Internet Protocol Control Packet (IPCP) or IPX Control Protocol (IPXCP), the client will inter-operate with any vendor’s remote node server that also supports standards-based PPP.  It should be noted that a few remote node servers on the market support PPP, but may not support the standardized control protocols.  This prevents interoperability with third-party servers that implement standards-based PPP.

5.3.2.3.5.1 Technology Policy

It is SBA policy to employ both remote node and remote control access architectures using remote access solutions tightly integrated with its router and office automation environment.

5.3.2.3.6 Virtual Private Network (VPN) “Tunneling” through the Internet

There are three types of VPNs; trusted, secure, and hybrid.  Trusted VPNs typically use dedicated telephone circuits to make the connection between the remote node and the network.  The customer “trusts” that the circuit provider is ensuring that nothing malicious is occurring on their circuit. This allows customers to have their own IP addressing and security policies.

Secure VPNs rely on protocols that allow traffic to be encrypted at the edge of one network or user node. This traffic then moves over the Internet like any other data, and is decrypted when it reaches the corporate network or receiving network node. This method/action of encrypting data is referred to as a tunneling between the two devices/networks.

Hybrid VPNs are combinations of secure and trusted VPNs.  Depending on security, infrastructure and user requirements, an organization might have a trusted VPN with secure segments creating a hybrid VPN.

5.3.2.3.6.1 Technology Policy

Outsource Remote Access connectivity to a reputable nation-wide ISP.  Work with the ISP to establish point-to-point tunneling protocol (PPTP) session(s) to SBA.  

5.3.2.3.6.2 Target Standards and Timeframe
Exhibit 5‑16: Remote Access Services
	Avoid
	Current
	2007/2008
	2009
	2010

	
	AT&T VPN
VPN PPTP
	L
	VPN

PPTP

AT&T VPN
	L
	VPN

PPTP

AT&T VPN
	L
	VPN

PPTP

AT&T VPN

	
	PC Anywhere (client)
	N
	PC Anywhere (client)
	
	
	
	


5.3.2.3.7 Digital Subscriber Line

Digital Subscriber Line (DSL) is an always-on family of digital networks access technologies. It exploits the unused capacity of existing standard telephone wiring, the twisted-pair copper wire used in the PSTN. The term xDSL refers to generic digital subscriber line technology encompassing a number of DSL variations: asymmetric digital subscriber line (ADSL), G.lite, high-bit-rate digital subscriber line (HDSL), HDSL2, ISDN digital subscriber line (IDSL), rate-adaptive subscriber line (RADSL), symmetric digital subscriber line (SDSL), single-pair high-speed digital subscriber line (SHDSL) and very-high-bit-rate digital subscriber line (VDSL). DSL compares favorably in the areas of speed, reliability, flexibility, and cost when considering remote access technologies.

Important items to consider when evaluating DSL's performance are the distance from the telecom's central office to the customer’s site, wire gauge of the local loop, and the presence of bridge taps. DSL carries both an analog signal for audio (a 4kHz chunk often referred to as PSTN) and a digital signal for data. It runs from a telephone company's central office (CO) into a customer's building, where it is eventually connected to one or more customer premises' equipment such as telephones, fax machines, or modems/routers. DSL technology was "designed" during the late 1980s to provide an alternative to the costly use of repeaters on T1/E1 lines.

5.3.2.3.7.1 Technology Policy

DSL should be considered for those staff members requiring access to the Internet and SBA LAN resources when logging in from remote locations.

5.3.3 Information Processing Service Area

This section addresses the SBA information processing standards and architecture within the context of processing platforms, operating system services, and peripherals.

Processing platforms provide information processing and storage services to users and applications. Among the elements incorporated in the processing platform are computer processing, electronic memory, persistent storage (magnetic or optical media), user interface devices (keyboards, audio and video and other input/output devices), network interface adapters, and operating systems.  Standardization of these elements simplifies the management of the IT infrastructure and applications.  Classes of hardware platforms within the SBA environment include desktop workstations (tier 1); mid-tier file, print, and application servers (tier 2), and enterprise host/servers (tier 3). 

5.3.3.1 Management Policy

The policies for hardware platforms include the following:

· Limiting the number of hardware and software permutations throughout the architecture and particularly what appears on the desktop

· Standardizing hardware, operating systems, and network software for workgroup servers

· Limiting the role of mainframe hosts to supporting legacy applications and the enterprise data servers

· Executing all application logic and business rules on central and regional infrastructure.

· Connecting Application servers via high bandwidth links, not on the mainframe.

5.3.3.2 Workstations

5.3.3.2.1 Desktop Workstations

Workstations provide SBA users access to mission area and workgroup applications and information.  Major SBA IT initiatives require an intelligent user access platform capable of supporting complex presentation services such as graphics, images, sound, and video.  The platform also must support productivity-enhancing applications such as spreadsheets, word processors, statistical analysis, groupware, and e-mail. Given these requirements, a PC platform is required.

Desktop computers continue to make up the fastest changing environment that IT professionals encounter today.  The most prevalent combinations of desktop computers are based on Intel or Intel-compatible microprocessors running various versions of Microsoft Windows (’95, 2000, XP).  Apple or Apple-compatible computers using Motorola PowerPC microprocessors with Mac OS are also in limited use.  Although these combinations have traditionally been the predominant choices, the future promises the user even more flexibility in choosing microprocessors running Microsoft Windows.  A primary consideration for a desktop platform is the bus architecture.  The IBM PC and compatibles, based on the Intel x86 Architecture, offers a variety of bus configurations.  The most prevalent bus architectures in desktop systems deployed today are:

· The Industry Standard Architecture (ISA) bus that originated in IBM PC and compatibles based on the Intel 80286.  It is a limited 8-bit and 16-bit bus, but is so widely compatible that it has outlasted technologically superior—and much faster—bus standards. 

· Peripheral component interconnect (PCI), an Intel design, is the standard, high performance direct processor interface. All Pentium class processors run PCI bus architecture.

· A best industry practice is to categorize desktop workstation users based on processing and applications requirements, and tailor bus slots and configurations to optimize a reuse and refresh strategy.

5.3.3.2.1.1 Management Policy

SBA must define a limited number of standard deployment configurations to restrict the possible permutations of hardware and software. This will limit the number of interactions to be explored when software or hardware problems arise, and it also will simplify deployment and systems management.

· SBA policy is to migrate to Intel compatible, 64‑bit computing architectures at the desktop.

· SBA policy is to standardize Agency‑wide. This allows the designation of a single individual within a department to handle minor system problems for each user in the department with centralized support for more serious problems.

· Define and update SBA‑supported configurations to assist application developers and systems support staff in compatibility testing and re-capitalization planning.

· Maintain multiple manufacturers and vendors to promote market competition in procuring desktop computers while limiting permutations.

· Build technology refreshment mechanisms into acquisition and maintenance contracts and procedures as well as desktop platform acquisition, installation, and support.

· Emphasize tiered configurations, matching capability and investment to the business needs of the user, during desktop computer re-capitalization.

5.3.3.2.1.2 Technology Policy

· Define a limited number of end user classes and identify application profiles for each class

· Develop minimum system requirements at the hardware and operating systems levels for each application profile.

· Use industry standard components and interfaces to define a limited number of standard deployment configurations that satisfy the system requirements.

· Leave room for expansion (i.e., memory, drive bays, and expansion slots) to accommodate future requirements.

5.3.3.2.1.3 Target Standards and Timeframe
Exhibit 5‑17: Desktop Workstations
	Avoidd
	Current
	2007/2008
	2009
	2010

	
	32/64-bit Intel Compatible
	I
	32/64-bit Intel Compatible
	I
	64-bit Intel Compatible
	T
	64-bit Intel or greater Compatible

	
	PCI
	L
	PCI
	L
	PCI

Latest version
	L
	PCI

Latest version

	
	USB
	L
	Universal Serial Bus (USB)
	L
	USB

Latest version
	L
	USB

Latest version

	
	AGP
	L
	Accelerated Graphics Port (AGP)
	L
	AGP

Latest version


	L
	AGP   

 Latest version             


5.3.3.2.1.4 Target Standards Information

Windows 2000 is Microsoft’s successor to Windows NT 4.0 32-bit operating systems supporting 64-bit addressing.   SBA’s target is to migrate to a full 64-bit operating systems and application support implementation.
Peripheral Connect Interface (PCI) is a system bus architecture and interface standard. Unlike Small Computer System Interface® (SCSI), PCI is not an input/output (I/O) interface.

The  MACROBUTTON HtmlResAnchor Accelerated Graphics Port
 (AGP) interface is a new platform bus specification that enables high performance graphics capabilities on PCs and workstations. The  MACROBUTTON HtmlResAnchor APG Interface Specification
 version 2.0, released in December 1997, includes information about fast writes, 4X mode, and 1.5V signaling.

 MACROBUTTON HtmlResAnchor Universal Serial Bus
 (USB) allows up to 127 devices to be connected to the bus. USB includes a “universal” plug type for all USB-to-peripheral connections. There is also a “hot-swapping” capability that prevents the need to restart the computer after adding USB-compatible devices.

Combine components that provide flexible, scalable, and easy-to-use desktop computers that support the n-tier model of computing, data access, and multimedia. Use standards-based or Microsoft Windows 32-bit APIs and visual programming environments.

5.3.3.2.2 Desktop Workstation Operating Systems

Traditionally, high-end workstations have been Reduced Instruction Set Computing (RISC) based computers using a UNIX operating system.  Today, however, workstations using Intel’s Pentium line of microprocessors running Microsoft’s latest Workstation operating system (2000 or XP) are also being used in high-end compute applications such as CAD/CAM/computer-aided engineering, application development, multimedia, and decision support data analysis presentation.  Microsoft 2000 Workstation offers the same user interface and similar user services as Windows 2000 Server, which is more commonly used today in general office automation environments.  With the release of Windows XP a new user interface was introduced that is more user intuitive than the 2000 product line.  However, all three of these operating systems can run on the same hardware platforms, enhancing the ability to combine the right operating system and hardware technology with the right performance and price level. This approach allows performance upgrades to be accomplished more easily during the end-user application life cycle. 

MacOS is also in limited use at the SBA and has no significant impact on the information technology architecture.  It is not the standard workstation operating system currently deployed.

5.3.3.2.2.1 Technology Policy

Migrate to de facto standard Intel compatible, 32-bit computing operating systems.
5.3.3.2.2.2 Target Standards and Timeframe
Exhibit 5‑18: Desktop Workstation Operating Systems
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Microsoft Windows XP
	I
	Microsoft Windows XP(latest version)
	T
	Microsoft Windows Vista(latest version)
	T
	Microsoft Windows Vista(latest version)

	
	Object Oriented OS
	L
	Object Oriented OS
	
	
	
	


5.3.3.2.2.3 Target Standards Information
Windows 2000 is Microsoft’s successor to Windows NT 4.0 32-bit operating systems supporting 64-bit addressing.  SBA’s target is to migrate to a full 64-bit operating systems and application support. 

5.3.3.2.3 Storage Devices

Storage refers to the capability to store information outside the central processor.  The predominant storage technology has been magnetic disk, which has the benefits of high reliability, decreasing cost-per-unit storage, and high data transfer capabilities.  Optical storage, using compact disk-read only memory (CD-ROM) technology, provides high storage densities, low per-unit cost storage and moderate data transfer rates compared to magnetic storage.  Optical storage is widely used for software distribution of static information and for archival storage of information.  (The shelf life of a compact disk is approximately 100 years versus 5 years for magnetic media.)

Redundant Array of Inexpensive Disks (RAID) technology provides improved data availability by distributing magnetic information across multiple drive units, coupled with error correction and recovery features. The typical RAID array contains removable disk drive modules that are automatically rebuilt in the event of a device failure without causing the system to shut down.  RAID is configurable to different levels depending on the data distribution and recovery architecture employed.

Storage Area Network (SAN) technology is a new technology that allows multiple servers on a network to share the same disk storage.  The disk storage itself could be one of the multiple RAID configurations available (0,1,2,3,4,5,10). This technology should be evaluated for applicable usage within SBA. 

5.3.3.2.3.1 Technology Policy

Encourage storage of office automation documents and files on centrally funded and configured file servers distributed to field activities.  Storage options beyond those centrally funded are at the discretion of the local activity.

Implement storage technology that uses open access standards, supports open device connection, and is platform independent.
5.3.3.2.3.2 Target Standards and Timeframe
Exhibit 5‑19: Storage Devices
	Avoid
	Current
	2007/2008
	2009
	2010

	8 mm tape
	CD-ROM , CDRW

DVD

DVD-RW

Flash Drives
	I
	CDRW, DVD

DVD-RW

Flash Drives
	L
	DVD

DVD-RW

Flash Drives
	
	

	
	Tape Backup
3.5 in. magnetic disk
	T
	DVD 
	T
	DVD 
	
	


5.3.3.2.3.3 Target Standards Information

Broad industry standards exist for 3.5( magnetic disk, 4 mm digital audio tape (DAT), 8 mm helical tape, digital linear tape (DLT), 1/2( tape, and CD-ROM; however, industry standards are limited for write once, read many (WORM) optical and magneto-optical (MO) disks. Although the physical medium for optical technologies conforms to an open standard, the device’s recording format may not.  Sony and Phillips jointly developed the Super Density Digital Video Disk (SD DVD) proposed standard for the CD-ROM industry. The standard allows for dual-sided as well as dual-layered implementations that will increase CD-ROM capacities up to 18.8 GB.  In addition, transfer rates will improve to as high as 16 Mbps.

5.3.3.2.4 Printers and Plotters

Printers and plotters provide the ability to transfer information to a paper-like medium.  These devices prepare output in gray-scale or color, and on a variety of media weights and sizes.  Physical interface standards are important to allow the connection of these devices to a computer or network.  Information transfer standards are important to allow application programs to send information to these devices.

5.3.3.2.4.1 Technology Policy

Select tools that support current de facto standards and enable or encourage interoperability.

5.3.3.2.4.2 Target Standards and Timeframe
Exhibit 5‑20: Printers and Plotters
	Avoid
	Current
	
	2007/2008
	
	2009
	
	2010

	
	HP PCL5
	L
	HP PCL5
	L
	HP PCL5
	L
	HP PCL5

	
	HP PCL6
	L
	HP PCL6
	L
	HP PCL6
	L
	HP PCL6

	
	Epson
	N
	Epson
	N
	
	N
	

	
	High speed/volume printers
	N
	High speed/volume printers
	N
	High speed/volume printers
	N
	High speed/volume printers

	
	Color Lasers,
	N
	Color Lasers,
	N
	Color Lasers,
	N
	Color Lasers,

	
	Large Format
	N
	Large Format
	N
	Large Format
	N
	Large Format

	
	Impact/Braille
	L
	Impact/Braille
	L
	Impact/Braille
	L
	Impact/Braille


5.3.3.2.4.3 Target Standards Information

The SBA standard is Hewlett Packard (HP) printer control language (PCL) 5 for conventional laser printers and HP PCL6 for color printers.  Epson or compatible 24-pin dot matrix printers are specified for limited-use impact forms printing.  Other printers use sporadically throughout the agency and for specialized needs are color lasers and large format printers, as well as Braille printers for people with disabilities. An increasing need for high speed/volume printing will be addressed as demand increases.  The SBA’s printer strategy is consistent with prevailing industry and government trends and is adequate for its needs.  Technology refresh is consistent with its workstation strategy:  specify minimums but buy best value at time of purchase.

5.3.3.2.5 Alternative I/O Devices

A computer mouse and keyboard may not be sufficient input devices for all of the Agency’s application functions.  Some of the SBA systems may require several additional specialized I/O devices including: document scanners, digital still and video cameras, digital audio recorders, transponders, barcode readers, smart cards, and point of sale (POS) terminals.  These devices should integrate with the SBA-defined workstation platforms.

5.3.3.2.5.1 Technology Policy

The need for, and funding of, an alternative I/O device is at the discretion of the local activity.  Specific device configurations are to be reviewed and approved by the central IT staff in accordance with Agency standard operating procedures (SOPs). 

Select devices with industry standard hardware interfaces and device driver support for SBA‑defined workstation platforms.

Where possible, select devices that present and accept data using industry standard interfaces.

5.3.3.2.6 Network Computers

Network Computers (NCs) are expected to be highly scaleable platforms, spanning a product range from the palmtop to the desktop.  They attach to the network and inter-operate with other network nodes in a TCP/IP-based network.  NCs support a common Java-based programming environment that enables them to execute network-resident applications, as well as stand-alone applications.  Though dependent on the network, NCs may offer some stand-alone functionality. 

NCs are not intended to replace personal computers.  Unlike personal computers, NCs are designed from the start with the Intranet and Internet in mind.  Additionally, NCs are intended to offer four specific characteristics: 

· Architectural neutrality

· Significantly lower total cost of ownership than personal computers (PCs)

· Lower entry price than the typical PCs

· Significantly easier use and administration

Much has been said about the NC’s low cost and support benefits; however, these assertions have yet to be proven.  The SBA has not adopted the use of network computers as defined.

5.3.3.2.7  Mobile Workstations

Not all of the business functions of the SBA are performed by a user in a fixed location or one-wired into the SBA IT infrastructure.  Remote access to the SBA applications can be satisfied for these users with notebook computers equipped with PC Card (formerly PCMCIA) interconnect devices.  These mobile workstations have all the capabilities of desktop workstations without the size or weight, so they are portable.  Therefore, they are especially susceptible to loss or theft and the information within them to disclosure.

5.3.3.2.7.1 Technology Policy

Migrate to de facto standard Intel compatible, 32-bit computing architectures.  Mobile workstations must be based on a best value configuration consistent with desktop workstation policy.

5.3.3.2.7.2 Target Standards and Timeframe
Exhibit 5‑21: Mobile Workstations
	Avoid
	Current
	2007/2008
	2009
	2010

	
	32 bit Intel Compatible
(100 percent)
	T
	32/64-bit Intel Compatible

	T
	32/64-bit Intel Compatible
	T
	32/64-bit Intel Compatible

	
	PC Card
	L
	PC Card
	L
	PC Card
	L
	PC Card

	
	Universal Serial Bus , (USB)
	L
	USB
	L
	USB
	L
	USB

	
	Accelerated Graphics Port, (AGP)
	L
	AGP
	L
	AGP
	L
	AGP


5.3.3.2.7.3 Target Standards Information

Same as desktop workstations with one addition. PC Cards were developed by an international trade association for devices, such as modems and external hard disk drives, which can be plugged into notebook computers.  A PC Card is about the size of a credit card.

5.3.3.2.8  Mobile Workstation Operating Systems

5.3.3.2.8.1 Technology Policy

SBA currently supports the standard Intel compatible, 32-bit computing architectures.  Mobile workstations must be based on a best value configuration consistent with desktop workstation policy.
5.3.3.2.8.2 Target Standards and Timeframe
Exhibit 5‑22: Mobile Workstation Operating Systems
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Microsoft Windows XP
	L
	Microsoft Windows 

XP

Latest version
	T
	Microsoft Windows 

Vista
Latest version
	
	

	
	Object Oriented OS
	L
	Object Oriented OS
	L
	
	
	


5.3.3.2.8.3 Target Standards Information

Same as desktop workstations with one addition. PC Cards were developed by an international trade association for devices, such as modems and external hard disk drives, which can be plugged into notebook computers.  A PC Card is about the size of a credit card.

5.3.3.2.9  Personal Digital Assistants

Personal Digital Assistants (PDA) and other small pen-based computing devices can be used to complete forms and capture data in a machine-readable form, from almost any location.  Major applications are usually forms-based, where the user selects an item by checking a box, writing short notes, or creating small drawings.  Another feature is the ability to perform electronic signature capturing.

Personal Digital Assistants (PDAs) can be connected to a wireless network or they can operate in a standalone mode where they store the data until they are connected to a network and the information is downloaded. One advantage over notebook computers is their hand-held size and lightweight.  The SBA has not adopted the use of PDAs. However, if adopted they should interface with the SBA network infrastructure.

5.3.3.3 Workgroup and Enterprise Servers

Categorizing servers is not an exact science today.  The range of processing power and capabilities of computing platforms used as "servers" is very broad.  A common practice today is to categorize servers based upon the user community they support.  Workgroup Servers generally support a localized group of users based upon physical location or administrative domain.  Large-scale servers support multiple workgroups or regional requirements, while Enterprise Servers support users across the Enterprise in common mission areas.  The later category typically includes mainframe computers and massively parallel processor (MPP) platforms.  
5.3.3.3.1 LAN Servers

The majority of servers in the Agency’s mid-tier level (LAN servers) provide information processing and storage services for specific workgroups while database servers are for Agency-wide use.  The services typically provided include network services, network file storage, shared printers, electronic mail, and productivity applications.  These servers also provide a logical and convenient site to deploy the client side of the SBA’s IT applications.  Because user access to applications involves the server, reliability and manageability are very important.  Also, because workgroups vary in size, scalability is very important. 

The mid-tier also includes larger scale servers that provide application and data support to multiple workgroups across the SBA.  In an n-tier client/server environment, large-scale servers typically are used as application servers or regional data servers.  As such, they can be located at any concentration point in the network with high-bandwidth data links to centralized enterprise data servers.  Applications should be designed and developed for n-tier architectures with application logic and business rules executing on these large-scale servers, presentation services executing on client workstations, and data access code executing on centralized data servers.  For critical applications, these servers must be available 24 hours a day, seven days a week, be remotely manageable, and be scaleable in the number of applications and transactions they process.  Reliability and performance can be addressed by controlling these servers with a transaction-processing monitor for message routing, recovery, and load balancing.

The SBA has applications requiring near real-time access to large amounts of data to perform on-line analytical processing (OLAP).  These types of applications typically perform a large number of complex data queries and aggregations that are not well suited for on-line transaction processing (OLTP) systems.  It is a generally accepted practice in industry to separate OLAP and OLTP applications, as the SBA has done in several cases.
Web/Database/Application Servers

SBA’s public Internet, Intranet, Extranet web servers and database application server are largely SUN UNIX servers based on Netscape/Iplanet/SUN One web server software. SBA also has Microsoft IIS based public web servers as well as several Windows-based map servers used in critical GIS applications. Microsoft IIS is used within the SBA’s Intranet. Most of the SBA enterprise applications connect to Sybase databases running on SUN machines using  Coldfusion Application Servers or through a middle-tier such as Sybase Enterprise Application Server. 

SBA uses CGI’s as well as Java servlets for development in some applications. Typically the Microsoft IIS web servers store their data in Microsoft SQL server. The websites running on Microsoft servers use Coldfusion and ASP. 

Load balancing hardware is used to provide customers with better responses from map servers and for some web servers.

5.3.3.3.1.1 Management Policies

Maintain manufacturer and vendor flexibility to promote market competition in the procurement of server computers. Provide access control mechanisms on LAN closets and national and regional data centers that house server platforms to protect SBA capital and information assets. Select hardware products that are in the mainstream of the commercial marketplace to maximize vendor support and product interoperability. Use remote monitoring, control, and administration features for SBA server platforms and as a strategy for supporting small autonomous sites.

Implement access control to and auditing of functions accessed on application servers and data accessed on regional data servers.

5.3.3.3.1.2 Technology Policy

Use hardware components that are standard based. Select scalable servers that can increase performance by adding components. Through the use of multiprocessing architecture, hardware should be scalable and should enable parallel processing.

· The majority of servers in SBA's mid‑tier provide services for specific workgroups. These servers also provide a logical and convenient site to deploy the client side of SBA IT applications. Because user access to applications involves the server, reliability and manageability are very important. Because workgroups vary in size, scalability is very important.

· SBA policy is 32‑bit Intel compatible equipment for file, Intranet Web, and email servers. Sun is the standard database for large‑scale, enterprise, and Internet servers.

· Use industry standard components and interfaces, to define a limited number of standard deployment configurations.

· Leave room for expansion, e.g., memory, drive bays, and expansion slots to accommodate future requirements.

· Select platforms with native support for TCPAP and workstation deployment configurations (Windows 2000 or Novell 6.x).

· Utilize the same platform and vendor as much as possible.
5.3.3.3.1.3 Target Standards and Timeframe
Exhibit 5‑23: Web/Database/Application Servers
	Avoid
	Current
	2007/2008
	2009
	2010

	
	32/64-bit Intel Pentium
	I
	Intel 64-bit Dual Core

	T
	Intel 64 bit dual core processors
Latest version
	E
	Intel 64 bit dual core processors
Latest version

	
	Sun - UltraSparc

(SunFire 210 to Enterprise 4090; application specific)
	I
	Sun - UltraSPARC IV dual core processors


	T
	Sun UltraSPARC dual core processors

Latest version
	T
	Sun UltraSPARC dual core processors

Latest version


5.3.3.3.1.4 Target Standards Information

Fiber Channel (FC-PH) is being used as a system bus at the CPU and memory level, and as a way to cluster multiple systems similar to non-uniform memory access (NUMA).

NUMA describes an architectural approach to clustering multiple systems so that, to the operating system, distributed memory appears as shared memory.  This architectural approach provides the user with the benefit of a shared memory-programming model with the scalability of a massively parallel processor’s (MPP’s) distributed memory model.
5.3.3.3.2 Server Storage Devices

5.3.3.3.2.1 Technology Policy

Continue to use 8-mm tape based jukebox for backing up the various UNIX web servers. Migrate to DLT tape based autoloader to provide better storage capacity in a cost-effective manner.  As capacity requirements grow for the NT web server backup examine higher capacity solutions.

5.3.3.3.2.2 Target Standards and Timeframe
Exhibit 5‑24: Server Storage Devices
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Backup

8-mm Jukebox for UNIX
Sun StorEdge LTO 2 – 200GB 30 MB/sec tape library UNIX
	T
	Sun StorEdge LTO 2 – 200GB 30 MB/sec tape library UNIX
	T
	Higher capacity solution
	T
	Higher capacity solution

	
	Backup

DDS-4  jukebox for NT webservers
	L
	DDS-4  jukebox for NT webservers
	E
	Higher capacity solution
	E
	Higher capacity solution


	
	Sun Storedge 6920 Sans disk storage
	T
	Sun - Storedge Sans disk storage
	T
	Sun Sans disk storage

Latest version
	T
	Sun Sans disk storage

Latest version


5.3.3.3.2.3 Target Standards Information
Broad industry standards exist for 3.5( magnetic disk, 4 mm digital audio tape (DAT), 8 mm helical tape, digital linear tape (DLT), 1/2( tape, and compact disk- write/read memory (CD-WROM.  As capacity requirements grow for the NT web server backup examine higher capacity solutions such as the CD-WROM should be considered. Future standards will allow for dual-sided as well as dual-layered implementations that will increase CD-WROM capacities up to 18.8 GB.  In addition, transfer rates will improve to as high as 16 Mbps.

5.3.3.3.3 Server Operating System Services

Compliance with Open system standards is the goal of Microsoft and UNIX operating systems.  Microsoft 2000 Server and MS Enterprise Server have proven to be good business class servers. UNIX will continue to offer better vertical (larger machine) scalability for the next few years.  SBA has standardized on Sun Solaris as its UNIX OS.  It is the OS of choice for most large Internet sites.

5.3.3.3.3.1 Technology Policy

Use operating systems that are standards based, primarily those that comply with The Open Group’s (TOG) XPG 4.2 and Institute of Electrical and Electronics Engineers’ (IEEE’s) POSIX specifications.  Operating systems should be multitasking and multithreaded and enable parallel processing.    

5.3.3.3.3.2 Target Standards and Timeframe
Exhibit 5‑25: Server Operating Systems
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Sun/Solaris 8 / 10
	T
	Solaris 10  or

latest version
	T
	Sun Solaris Latest Version 
	T
	Sun Solaris Latest Version 

	
	Microsoft 2003 Server
	T
	Microsoft 2003 R2 Server
	E
	Windows Server Edition Latest Version 
	E
	Windows Server Edition
Latest Version 

	
	
	
	
	
	
	
	


5.3.3.3.3.3 Target Standards Information

Compliance with XPG 4.2 and POSIX standards allows for increased interoperability of hardware components and facilitates application portability.  Typically, brands such as XPG4, UNIX 94, and UNIX 95, apply to a combination of platform and operating systems.

5.3.3.3.4 Unisys Hosts/Servers 

Enterprise hosts/servers provide information storage and processing services to users throughout the SBA and outside the Agency as well.  They provide a central repository of data and information for regional application and database servers and hence must be the most reliable component of the SBA architecture.  Their most important function is maintaining the integrity of the SBA enterprise data.

The SBA uses an outsourced Unisys IX5600 as the primary platform supporting its legacy data processing requirements.  The core machine consists of three Instruction Processors, four input/output processors, two storage controllers, and two memory storage units with 3 gigabytes of memory.  The core machine is partitioned into two logical partitions, with one partition for production and one partition for development.  There are two DCP/200s and two Host LAN Connectors that comprise the communication subsystem.

5.3.3.3.4.1 Technology Policy

Use hardware components that are standards based.  Select scalable servers that can increase performance by adding components. Through the use of a multiprocessing architecture, hardware should be scalable and should enable parallel processing.

5.3.3.3.4.2 Target Standards and Timeframe
Exhibit 5‑26: Hosts/Servers
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Unisys IX5600
	T
	CMP
	T
	CMP
	T
	CMP

	
	Unisys Aquanta
	T
	PCI
	T
	PCI
	T
	PCI


CMP = Cellular Multi-Processing

5.3.3.3.4.3 Target Standards Information 

Same as Server Operating Systems.

5.3.3.3.5 Host/Server Operating Systems

5.3.3.3.5.1 Technology Policy

Use operating systems that are standards based, primarily those that comply with TOG’s XPG 4.2 and Institute of Electrical and Electronics Engineers’ (IEEE’s) POSIX specifications.  Operating systems should be multitasking and multithreaded and enable parallel processing.

5.3.3.3.5.2 Target Standards and Timeframe
Exhibit 5‑27: Host/Server Operating Systems
	Avoid
	Current
	2007/2008
	2009
	2010

	
	HMP 6.1
	T
	HMP 8.1
	T
	HMP 8.1
	T
	HMP 8.1

	
	SCO UNIXWARE 7.1.1
	T
	POSIX
	T
	POSIX
	T
	POSIX


5.3.3.3.5.3 Target Standards Information

Same as the Servers Operating Systems.

5.3.3.3.6 Storage Devices

Same as Desktop Workstation Operating Systems Storage Devices except add the following:

The SBA Data Processing Services center configuration includes EMC 5330 disk devices, with a total disk capacity of approximately 140 GBs.  The remainder of the I/O hardware configuration consists of one string of U40 cartridge tape drives and two strings of U36 reel tape drives.  The U40 tape drive has 1 controller, while the U36 tape drives is configured with two controllers.

5.3.3.3.6.1 Technology Policy

Implement storage technology that uses open access standards, supports open device connection, and is platform independent. 

5.3.3.3.6.2 Target Standards and Timeframe

Exhibit 5‑28: Storage Devices
	Avoid
	Current
	2007/2008
	2009
	2010

	
	EMC 5330
	T
	RAID/SAN
	T
	RAID/SAN
	T
	RAID/SAN

	
	Sun Sans Storedge 6920
	T
	Sun Sans Storedge
	T
	Sun Sans Storedge
	T
	Sun Sans Storedge

	
	DLT Tape Cartridge 200 GB
	T
	1” Tape
	T
	1” Tape
	T
	1” Tape

	8 mm tape
	U40 Tape Cartridge
	E
	½” Tape
	E
	½” Tape
	E
	½” Tape

	
	U36 Tape Reel
	E
	½” Tape
	E
	½” Tape
	E
	½” Tape


5.3.3.3.6.3 Target Standards Information

Broad industry standards exist for 3.5( magnetic disk, 4 mm digital audio tape (DAT), 8 mm helical tape, digital linear tape (DLT), 1/2( tape, and compact disk-read only memory (CD-ROM); however, industry standards are limited for write once, read many (WORM) optical and magneto-optical (MO) disks. Although the physical medium for optical technologies conforms to an open standard, the device’s recording format may not.

5.3.3.3.7  Printers and Plotters

5.3.3.3.7.1 Technology Policy

Continue with the current printer technology.

5.3.3.3.7.2 Target Standards and Timeframe
Exhibit 5‑29: Printers and Plotters
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Laser Printers
	
	
	
	
	
	

	
	
	
	
	
	
	
	


5.3.3.3.7.3 Target Standards Information

All printers meet current requirements.

5.3.4 Middleware Service Area

The term middleware is used in many different ways.  One common practice is to refer to software that serves as a gateway to disparate databases as "middleware."  This type of technology is not addressed in this sub-section, but is discussed in 5.3.5.2.5 Database Access.
Conceptually, middleware is the glue that holds together the disparate systems in a distributed computing environment.  Typically, middleware is used to create new applications based on open systems standards that must interact with legacy platforms, data, and applications or to port legacy applications to new client/server architectures and open platforms.  Architecturally, it is a layer of the client/server architecture that resides between the client and server, supports multiple communication and data access protocols and interfaces, and enables run‑time client/server interactions.  

The latter point is crucial and implies that whatever else the middleware might be, it is a run‑time environment. It also means that the middleware excludes development tools and system management utilities unless they contain features that directly support applications at run‑time.

Middleware integrates application programs and other software components in a distributed environment that can be characterized by the following:

· Distribution of processing among multiple systems;
· Interactions between dissimilar systems;
· Ability to share resources between individual interconnected systems;
· Multiple specialized and heterogeneous nodes and networks.
As a software layer, middleware is not intended to replace communication system functionality.  It is engineered to be a common software component that sits between clients and servers on top of the communication protocols and frees client applications from the need to know low-level communication protocols, which may include OSI transport layers, SNA LU6.2, TCP/IP, NetWare IPX/SPX, etc. The middleware objectives specify that the traditional communication system functionality is left to the underlying communication technology.  This basic communication system has to support network addressing, segmenting and blocking, network flow control, transmission synchronization, transmission priority and error control

The middleware design should take advantage of already available communication system functionality previously described.  To integrate applications in a distributed environment and to take advantage of the functionality provided by communication networks, middleware provides an abstraction layer that, at a minimum, should enable the following:

· Node, service, and data location transparency;
· Seamless interactions between application components via a set of common consistent APIs;
· Scalability and extensibility;
· Reliability and availability;
· Vendor, platform, operating system, and networking protocol independence.
Other middleware capabilities may include:

· Client/server communication support, which includes synchronous and asynchronous message delivery and processing, message queuing, dynamic and alternative message routing, deferred and guaranteed message delivery, remote procedure call (RPC), connection oriented pipes and sockets and SQL interactions;
· Data translation and transformation services, National language support, Directory and naming services, Broadcasting/multicasting, Dynamic resource management, Security and recovery, Load balancing and Application session management;
The main inter-process communication techniques underlying middleware are the following:

· Remote procedure calls;
· Messaging passing and message queuing; and
· Object request brokers.
5.3.4.1 Management Policy

Designing and building n-tier applications and connect the components via message queues

Using TP monitors for concurrent data access, load balancing, failure recovery, data integrity and resource allocation

5.3.4.2 Remote Procedure Call

Remote procedure call (RPC) is a language for distributing application program procedures among networked computers.  RPC provides client/server capabilities by enabling a client program to call a serving procedure located on another computer in the network.  The client program calls this remote procedure in the same way that it calls a local procedure.  The client program then passes parameters to, and receives parameters from, the remote procedure.  The client program does not have to know the location of the server procedure.  RPC technology simplifies the conversion of an existing monolithic application to a client/server architecture.  Instead of using an API that requires changes to source code, RPC technology employs a pre-compiler utility to process interface definition language (IDL) statements, which generate the source code that ensures compatibility between the client and the server.

5.3.4.2.1 Technology Policy

For maximum flexibility continue to assess the need for Distributed Computing Environment (DCE) RPC and TxRPC and implement as the need fits.

5.3.4.2.2 Target Standards and Timeframe
Exhibit 5‑30: Remote Procedure Call
	Avoid
	Current
	2007/2008
	2009
	2010

	
	CORBA
	L
	CORBA
	T
	DCE RPC
	T
	DCE RPC

	
	Web Services
	T
	Web Services
	T
	Web Services
	T
	Web Services

	
	
	E
	Microsoft RPC
	E
	Microsoft RPC
	T
	Microsoft RPC

	
	
	E
	ONC+ TI RPC
	E
	ONC+ TI RPC
	T
	ONC+ TI RPC


5.3.4.2.3 Target Standards Information

Microsoft RPC is a derivative of DCE RPC, and is compatible at the protocol level.  The Microsoft RPC offers a viable alternative for installations working in a Microsoft environment and potentially provides a migration path to full DCE services.  Also, if DCE RPC appears inappropriate for a specific implementation, use Open Network Computing (ONC) RPC or Microsoft RPC.

5.3.4.3 Inter-process Messaging

Inter-process messaging is a middleware technology that uses message passing and message queuing to provide peer-to-peer asynchronous communication between programs.  Messaging is a relatively mature technology that has been widely used for distributed applications involving high transaction rates in the banking, stock market, and airline industries.  Few standards exist, however, for portable messaging APIs or interoperable messaging protocols.

The foundation of messaging technology is a message-passing model in which client application programs call an API that can have as few as four actions: open connection, send, receive, and close connection.  In a client/server message-passing model, a client sends a request to the server in the form of a message. The server receives the message and processes the request.  The server often creates a new message containing the reply and sends this reply message to the client.

In many implementations of messaging middleware, the basic message-passing model is enhanced with a message queue to provide a buffer for storing messages that have been sent and are waiting to be received.  In this enhanced model, the send action of the API becomes a put-on-queue operation, and the receive action becomes a get-from-queue operation. 

In contrast to other inter-process communication technologies, message queuing is inherently connectionless.  In many message-queuing implementations, no direct connection is ever established between the application client and application server.  With message queuing, the sender and receiver do not need to be simultaneously available to communicate, nor does the network need to be available directly between the sender and receiver.  This capability to support discontinuous communication makes message queuing more tolerant of a wide area network (WAN) than other inter-process communication technologies.

Message queuing has other characteristics that can be advantageous in specific application environments:

· Senders and receivers are not required to know each other.

· Messages can be processed in different sequences.

· Persistent queues can guarantee message delivery.

· Shared queues can support load balancing or parallel processing.

5.3.4.3.1 Technology Policy

Use standards-based products as they become available.  Avoid transport-dependent products.

5.3.4.3.2 Target Standards Information

Final decisions regarding the adoption of standards will depend upon specific Application Architecture requirements for message queuing.  A proposed ISO draft standard defines a model, an application layer service definition, and a protocol specification for message queuing.  A proposed TOG draft standard defines a message-queuing API.  If adopted, these standards may promote interoperability and source code portability between message-queuing products.

5.3.4.4 Object Request Brokers

Object Request Broker (ORB) technology facilitates, or brokers, the communication between client processes and server objects.  Server objects are server processes and data that have been encapsulated into an object-oriented architecture.

Most ORB implementations provide both static and dynamic APIs, which clients use to communicate with server objects.  The static interface uses an interface definition language (IDL) and a pre-compiler to generate the necessary interface code between the client and the server in a manner similar to RPC technology.  The dynamic interface uses an API to establish communication with a server object in a manner similar to message-passing technology.

5.3.4.4.1 Technology Policy

Use Common Object Request Broker Architecture (CORBA)-compliant ORB IPC technology for Internet applications.  The Intranet will continue to use Microsoft DCOM and ActiveX/COM.  Component technologies such as JavaBeans( may be implemented in certain situations.

5.3.4.4.2 Target Standards and Timeframe
Exhibit 5‑31: Object Request Brokers
	Avoid
	Current
	2007/2008
	2009
	2010

	
	CORBA/IIOP
	L
	CORBA
	T
	Enterprise Java Beans
	T
	Enterprise Java Beans

	
	Enterprise Java Beans
	T
	Enterprise Java Beans
	T
	Enterprise Java Beans

Latest Version
	T
	Enterprise Java Beans

Latest Version


5.3.4.4.3 Target Standards Information

Object‑related standards continue to evolve, with Common Object Request Broker Architecture (CORBA) and Microsoft's Component Object Model (COM)/Distributed Component Object Model (DCOM) being the most common current alternatives.  Object technologies present opportunities for enhanced efficiencies and increased responsiveness to functional needs. 

CORBA, developed by the OMG, has been adopted by TOG as their standard object-brokering environment.  In addition to static and dynamic IPC APIs, CORBA also defines other related technologies and services that support distributed object applications such as security, directory, and object management.

By defining two transport-independent protocols, CORBA 2.0 promotes interoperability between different suppliers' ORB implementations.  The General Inter-ORB Protocol (GIOP) is a required protocol that all CORBA 2.0-compliant Object Request Brokers (ORBs) must support and implement using TCP/IP.  GIOP may also be implemented using other transport protocols such as NetWare or OSI. The Environment‑Specific Inter-ORB Protocol (ESIOP) is an optional protocol that uses DCE RPC.  DCE brings the additional benefit of consistent security, directory, and time services to the ORB environment.

The Internet Inter-ORB Protocol (IIOP) specifies how GIOP messages are exchanged using TCP/IP connections.  The IIOP specifies a standardized interoperability protocol for the Internet, providing readily available compatibility with other ORBs.  The protocol is also designed to be used by any ORB to inter-operate within Internet protocol domains.

In contrast, Microsoft promotes its ActiveX technology, a subsystem for Windows, Macintosh, and UNIX, which provides a standard way for independent applications to link together, to invoke functions on one another, and to exchange data.  At the center of ActiveX is Microsoft's Component Object Model (COM), a set of design conventions for object‑oriented software and common object classes.

Relating Microsoft's ActiveX to CORBA is awkward because ActiveX has no real counterpart in the OMG arena.  ActiveX/COM performs some of the same tasks as an ORB, though on a different scale, using different techniques.  In addition, the Microsoft approach for object modeling differs greatly from the rest of the industry. 

JavaSoft has also completed the JavaBeans( specification.  JavaBeans is a portable, platform-independent component model written in Java.  JavaBeans acts as a bridge between proprietary component models and provides a seamless and powerful means for developers to build components that will run in heterogeneous environments.  The goal of JavaBeans is to define a software component model for Java so that developers can create Java components that can be combined to form applications.

5.3.5 Data Management Service Area

When data can be shared across applications, it generally becomes more reliable.  The reason for this is that it can be stored once and accessed by all that need to use it.  A data element that is stored by multiple applications at multiple locations has a greater potential for inaccuracy.  Synchronizing data is a difficult and costly operation.  Costs are driven up by the increased need for physical storage media, the expense of updating multiple instances of the same data element and the errors caused by inaccurate data when synchronization is not achieved or not achieved in a timely manner.

Data management services provide applications with access to structured data in a distributed environment.  The ISO/ANSI Structured Query Language (SQL) standard is the primary interface to relational databases.  The SQL Remote Data Access (RDA) standard, however, extends this interface to access databases over a network. 
5.3.5.1 Data Management Policy

Just as systems have a Systems Development Life Cycle, information resources have a life cycle, and require management throughout this cycle.  Exhibit 5‑32 illustrates a simplified
 view of the life stages of an information resource.  Data management policies define what an Agency will do to support management of its information resources throughout their life cycle.  This often includes requirement determination, collection/storage, dissemination, and archival/disposal.
Exhibit 5‑32: Data Management Process
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This sub-section establishes a process for identifying and developing policy to enable the SBA to effectively manage its information resources throughout their life cycle.  Topical policy areas are based on Federal information management policy relating to information and data management as articulated in OMB Circular A-130, Management of Federal Information Resources, and include data management, information collection, information security, information privacy, data quality, records management, and public access. These topic areas and their subordinate focus items are described so that the reader can understand the subject area, its importance in the Agency’s Data Architecture, the types of policies and standards that need to be created and the purpose (or intent) of those policies and standards.

The goal of the Data Architecture is to manage the Agency’s data assets for the benefit of all stakeholders and users of the data.  The Data Architecture incorporates the concept of a formal data resource that represents all the data needed to meet the information needs of the organization.  The architecture defines the rules and processes for creating, storing, using, disseminating, archiving and contingency plans.

The scope of the Data Architecture covers the formal data resource, and includes disparate data across the entire organization.  It includes primitive data and derived data; tabular and binary data; elemental and combined data; automated and non-automated data; and historic, current, and projection data.  It includes data used by traditional information systems, expert systems, executive information systems, geographic information systems, and object-oriented systems.  It includes data in purchased software, home-built applications, databases, programs, screens, reports, and documents.  It is common across all business activities, all projects, and all information systems. The Data Architecture then becomes a "data-centric" view of the enterprise, a common definition of all data, required by the organization across the enterprise, irrespective of its physical location and use.

The Data Architecture policy also encompasses the processes that support the creation, maintenance, and use of the formal data resource.  Those processes include information collection, data management (composed of data administration and database administration), information (data) security, national archives, and contingency planning.

Data administration is the function responsible for developing and administering the policies, procedures and standards for the definition, organization and management of data and information within the SBA.  Data standards relate to the establishment of procedures necessary for the development, implementation and maintenance of data and information resources.  The objectives of the data management policy are to:

· Establish a base of common metadata content and standards in order to provide a comprehensive source of information about the SBA’s data;

· Promote data consistency within the SBA, between the SBA and other agencies and among industry partners;

· Promote a state of minimum, controlled data redundancy;

· Facilitate data integration and sharing through data structure consistency;

· Develop an enterprise view of the SBA’s data resource; and

· Foster information sharing within the SBA, between the SBA and other agencies and among industry partners.

5.3.5.1.1 Data Principles

Data Principles of the Enterprise IT Architecture are:

· Data is captured at its source, and then electronically distributed;
· Data is a corporate resource;
· Data is propagated through the unit-of-record concept;
· Data stewardship is promoted;
· Data, as depicted in the Enterprise Data Model, drives application architecture;
· Data is derived, not stored;
· Data is separated from applications;
· Data redundancy is actively managed;
· Data must be timely, accessible and understandable;
· Data access is transparent to users of physical location and structure.

5.3.5.1.2 Data Administration

Data Administration (DA) is the business activity responsible for designing, building and maintaining the formal data resource of an organization. It is responsible for shifting an organization from being information-poor to information-rich.  Data Administration also concerns the responsibility for serving as the custodian of the enterprise data.  The Data Administrator: 
· resolves disputes that arise because data are centralized, but shared among system users;

· decides where data will be stored and managed;

· maintains corporate wide data definitions and standards;

· plans for database usage, analysis, design, implementation, maintenance, and protection;

· has a high level of both managerial and technical skills.
This section describes and assesses data standards, policies, and procedures; and SBA IT policies for data administration.
5.3.5.1.2.1 Data Standards, Policy and Procedures
The majority of SBA’s corporate data is not managed today as a formal data resource.  However, policies and procedures in the Data Administration Manual are designed to begin the process of creating a shared data environment based on subject areas common across the enterprise.  Data naming standards and procedures outlined in the manual ensures data consistency across the enterprise, and will provide the basis for common access to vital corporate information.  As they are implemented, policies related to data ownership and data modeling will ensure the quality, accuracy, and completeness of data supporting all business functions of the SBA.  The manual effectively addresses all new development efforts within the organization, and recognizes the need to document and analyze the disparate legacy data environment.  As old systems are replaced, legacy data is moved to the new environment.

5.3.5.1.2.2 SBA IT Policy for Data Administration

There is strong support within SBA for corporate-wide data administration.  This is clearly identified with the directives originating in SOP 90 51 3 and the policies and procedures identified in the Data Administration Manual.  The SBA is in the process of updating the SOP and Data Administration Manual.  The SBA as a whole does not have an enterprise-wide view data and therefore does not treat the data as a corporate asset.  Traditionally, business application owners have maintained a parochial view of their data.  Data Administration procedures will be identified in the Data Administration Manual that will improve the sharing and reuse of data over time.  Procedures will be identified to ensure system development adheres to the DA standards and Policies. Plans for the integration of disparate legacy data into a shared data environment must be developed.   When the formal data resources have been fu defined, the management of and access to legacy data will be addressed.
5.3.5.1.3 Database Administration

The Database Administration procedures (DBA) are the working, step-by-step processes that must be used in performing the fundamental DBA activities such as; data normalization, repository operations, and change management.

These formalized DBA procedures should be publishes and distributed to all data repository users, data modelers, application developers, and end users. In complex business environments, the organization typically develop and publish two DA procedures; data normalization and change management procedures.
A complete database backup/recovery strategy is needed to restore the system after hardware (such as media, processor) and software (operating system, DBMS, application) failures, and environment problems (disaster).  The recovery procedures also should be fully documented and tested for various circumstances to ensure that the plan works and to minimize outage during recovery procedures.

In the database management system, as in any large and complicated system, performance monitoring and tuning are a key issue.  It is also an ongoing process throughout the system life cycle.

5.3.5.1.3.1 SBA IT Policy for Database Administration

The Agency Information System Security Policy document, SOP 90 47 1, provides policy guidance on the type and frequency of system back-ups and the policy for off-site storage of back-up data.  The Sybase System Administration (SSA) document specifies that the SSA staff will support the DBA during the system development define, design, build and operate phases.  Specifically, the SSA support to the DBA will include:
· Data Requirements Analysis;

· Logical and Physical Data Modeling Design;

· Database Development and Coding;

· Database Performance Tuning;

· Database Optimization;

· Database Maintenance;

· Database Back-up and Recovery.
5.3.5.1.4 Information Collection

Information collection policies address objectives, responsibilities, and procedures for preparation, review, and clearance of the SBA efforts to collect or obtain information from the general public in support of the enterprise's mission.

The SBA needs to collect information to support development and administration of its programs.  Because of its importance to the enterprise, and potential impact on the general public and small business, the decision to collect information should reflect the mission of the SBA.  The objectives of information collection policy are to:

Ensure that justification for information collection derives from the role that this information will play in supporting the SBA’s mission; and

Ensure that the collected information is managed as an information resource.

5.3.5.1.5 Information Security

Information security policies address the SBA's need to protect and ensure confidentiality, integrity and the availability of its information and data assets.  These policies involve appropriate protection of information resources, regardless of media (whether in hard copy or electronic files), from inappropriate use, alteration, or disclosure, whether accidental or deliberate.  

Two concepts are central to information security at the SBA: data stewardship and data sensitivity.  Data stewards are SBA managers at the Director level.  Data stewardship involves the following responsibilities:

· Ensuring that the SBA's metadata is properly specified, supported, and secured;

· Ensuring the development and enforcement of business policies and procedures that impact the data;

· Authorizing access to data, based upon business need;

· Ensuring that data meet established quality standards; and

· Identifying and assisting in the performance of data-quality activities, such as the resolution of data-quality issues.

Data-sensitivity classification involves assessing the sensitivity level of information resources.  The sensitivity level of an information resource is a prime indicator of the appropriate security measures required to protect it.  A definition for data sensitivity and three sensitivity levels have been defined to support the SBA’s workplace environment.

The sensitivity of data refers to the need to protect data from unauthorized disclosure or modification.  Sensitive information is any information that the loss, misuse, unauthorized access to or modification of could adversely affect the national interest, the conduct of Federal programs, or the privacy to which individuals are entitled under the Privacy Act and the Social Security Act.  The sensitivity of the SBA data is defined below with attributes described in three levels.

Level 1: Low Sensitivity -- Data or information that requires minimal protection.  Examples include:

· All public information

· All public use files

· All summary or aggregate data files in which there is no individually-identifiable information

· All official manuals and similar policy guidance

· All correspondence with the public, unless such correspondence falls into another sensitivity” category due to its content

· All published notices of proposed rule making, comments received in response to the notices, and final rules

· Final appeal decisions

· Any information which a person or entity has consented to make public

Level 2: Moderate Sensitivity -- Data that has value to the organization and which requires protection from destruction or alteration, but which would cause limited harm to the SBA or to a person if unauthorized disclosure occurs.  Examples include:

· SBA management information

· Research and statistical data which is not individually- identifiable

· Information about partners, including institutions and group practices

· Draft versions of correspondence, policies, manuals, notices of proposed rule making, responses to comments, and final rules, unless some aspect of the material raises a specific document to Level 3

Level 3: High Sensitivity -- Data that has value to the organization and which requires protection from destruction or alteration, but which would cause harm to the SBA or to a person if unauthorized disclosure occurs.  Examples include:

· Individually- identifiable information (such as client correspondence containing name, address, or Social Security Number) held in Privacy Act Systems of Records, including financial or personal information

· Personnel information, including ratings, evaluations, and grievances

· Individually-identifiable payment information

· Proprietary information which includes trade secrets and commercial or financial information of the kind that the entity providing the information does not normally disclose to the public (must be so identified by the provider)

· Correspondence and documents which are considered highly sensitive, including information related to contract negotiations, settlement negotiations, appeals under consideration, and similar materials.

The objectives of information security policy are to:

· Assign sensitivity-level ratings to the SBA information and data assets;

· Establish appropriate access and security based upon asset sensitivity level; and

· Protect data stores at the point of data access.

5.3.5.1.6 Information Privacy

Information privacy policies serve to protect the privacy of individually identifiable information in the SBA’s information environment.  These policies compliment those policies regarding information collection and security, by providing a more specific direction regarding information collection, classification and dissemination.  Objectives of information privacy policy are to:

Limit collection and sharing of individually-identifiable information which is legally authorized and necessary for performance of the SBA functions;

Provide individuals, upon request, access to records about them maintained in Privacy Act Systems of Records, and permit them to amend records that are in error; and,

Provide methods for protecting individual identity, where small cell values are a factor.  All SBA employees, contractors, and agents are bound by the Privacy Act of 1974.

5.3.5.1.7 Data Quality

Data-quality policies address assessing, improving, and reporting quality issues regarding the SBA’s information resources.  Data quality has a number of dimensions for data users, including accuracy, believability, completeness, consistency, relevancy, and timeliness.  The multi-dimensional perception of data quality makes fulfilling the SBA’s obligation to assess, improve, and report on the quality of data even more challenging.

The SBA relies on the availability of high-quality data in fulfilling its mission. Some data used by the Agency is created by the enterprise itself.  Other mission critical information critical to the SBA’s mission, is created by federal and local governments or private industry, and submitted to, or shared with, the SBA according to established agreements.  In some scenarios, the authoritative source is outside of the SBA’s scope of control; however, the SBA must still protect the integrity of its information resources, when assimilating external data.  The objectives
 of data quality policy are to:

· Support an on-going assessment of information resource integrity;

· Publish data limitations;

· Establish data-quality standards and measures; and

· Establish a standing Data Quality Committee with enterprise-wide participation.

5.3.5.1.8 Records Management

Records management policies support the management of the SBA records throughout their life cycle to facilitate the accomplishment of the SBA programs, to promote information access, and to preserve official Agency records in accordance with statutory and regulatory requirements.  Records are broadly defined by statute and regulation to include all recorded information, regardless of medium or format, made or received by the SBA and its agents under Federal law or in connection with the transaction of public business.  Records are appropriate for preservation because of their administrative, legal, fiscal, or informational value.  All Federal agencies are required to preserve records and documentation of their organization, function, policies, decision, procedures, and essential transactions.  Records management includes support for the SBA’s Freedom of Information Act responsibilities through records preservation activities.  

The objectives of records management policies are to:

· Manage the SBA's records as an information resource;

· Ensure the preservation or appropriate disposal/archival of the SBA’s records; and

· Ensure the SBA’s compliance with Federal statutes and regulations regarding records management.

5.3.5.1.9 Public Access

Public access policy addresses the principles governing public access to and dissemination of information and data products collected, created, and maintained by the Agency, regardless of media.  All Federal agencies have a responsibility to provide information to the public consistent with their missions to ensure and maximize the quality, objectivity, utility and integrity of information, including statistical information, disseminated by the Agency.  Agencies must establish an administrative mechanism to allow affected persons to seek and obtain a correction of information maintained and disseminated by the Agency, if it does not comply with OMB Guidelines or the Agency’s Guidelines.  

In 1998, Congress amended the Rehabilitation Act to require Federal agencies to make their electronic and information technology accessible to people with disabilities.  Section 508 (29 U.S.C. ‘794d) was enacted to eliminate barriers in information technology, to make available new opportunities for people with disabilities, and to encourage development of technologies that will help achieve these goals. The law applies to all Federal agencies when they develop, procure, maintain, or use electronic and information technology. Under Section 508, agencies must give disabled employees and members of the public access to information that is comparable to the access available to others.

The objectives of public access policies are to:

· Ensure the SBA's ability to comply with Freedom of Information Act and Privacy Act requirements that pertain to public information access;

· Provide quality information services to the SBA’s clients and the general public; and

· Reduce barriers to timely information dissemination.

5.3.5.2 Database Management Systems (DBMS)

Database technology is evolving rapidly.  Data storage and access have matured from simple flat files into sophisticated DBMSs based on hierarchical, networking, and relational data models.  Object-oriented technology is also providing a new DBMS paradigm—the object management system—based on the object model. 

Current and future trends regarding databases focus on DBMSs, and are based on the relational and object models or on a hybrid of the two.  The hybrid DBMS may extend the relational model to support aspects of the object model such as complex data types (voice and image) or encapsulation (the packaging of an object’s data and processes).  The hybrid DBMS may also extend the object model to support aspects of the relational model such as SQL. 

The majority of the SBA’s data are maintained in the proprietary Unisys DMS 2200 network database system.  Some data are copied from DMS to the Unisys RDMS relational database to support retrieval.  Although less prevalent, some of the SBA data is stored in TIP flat file formats.  Sybase and Oracle support the mid-tier database requirements, which continue to grow with the development of new systems. 

5.3.5.2.1 Data Management Industry Standards

These industry data management standards support data definition, storage, and retrieval of data elements, as well as the components included in the data dictionary/directory, database management systems, and distributed data.

· ANSI X3.135.10-1998 

· SQL Object Language Bindings (SQL/OLB) 

· ANSI X3.50-1986 (R1997) 

· Representations for U.S. Customary, SI, and Other Units to be Used in Systems with Limited Character Sets 

· ANSI X3.61-1986 (R1997) 

· Representation of Geographic Point Locations for Information Interchange 

· CORBA 2.3 

· Object Management Group's Common Object Request Broker Architecture 

· FIPS PUB 10-4 

· Countries, Dependencies, Areas of Special Sovereignty, and Their Principal Administrative Divisions 

· FIPS PUB 127-2:1993 

· Database Language Structured Query Language (SQL) 

· FIPS PUB 5-2 

· Codes for the Identification of the States, the District of Columbia and the Outlying Areas of the United States, and Associated Areas 

· FIPS PUB 55 DC-3 (Revised in 1998) 

· Codes for Named Populated Places, Primary County Divisions, and Other Location Entities of the United States, Puerto Rico, and Outlying Areas 

· FIPS PUB 6-4 

· Counties and Equivalent Entities of the United States, Its Possessions, and Associated Areas 

· FIPS PUB 66 

· Standard Industrial Classification (SIC) Codes 

· FIPS PUB 8-6 

· Metropolitan Areas 

· FIPS PUB 9-1 

· Congressional Districts of the United States 

· FIPS PUB 92 

· Guidelines for Standard Occupational Classification (SOC) Codes 

· FIPS PUB 95-2 

· Codes for the Identification of Federal and Federally Assisted Organizations 

· IEEE 1320.1-1998 

· IEEE Standard for Function Modeling Language--Syntax and Semantics for IDEF0 (Replaces FIPS PUB 183) 

· IEEE 1320.2-1998 

· IEEE Standard for Conceptual Modeling Language - Syntax and Semantics for IDEF1X97 (IDEFobject) (Replaces FIPS PUB 184) 

· ISO 1000:1992 Amd1: 1998 

· SI Units and Recommendations for the Use of their Multiples and of Certain Other Units 

· ISO 3166-3:1999 

· Codes for Representation of Names of Countries and Their Subdivisions 

· ISO/IEC 6523-1:1998 

· Data Interchange - Structure for the Identification of Organizations 

· JDBC 

· Java™ Database Connectivity 

· ODBC 

· Open Database Connectivity 

· UML 1.4 

· Unified Modeling Language 

5.3.5.2.2  Metadata Management

Applications and end users that access data must have some means of understanding the data meaning, characteristics, and relationships.  Using data modeling techniques, normalization techniques, data naming standards, and data modeling tools, the SBA can create IDEF1x or other data models, entity relationship diagrams, and schema for its corporate data sources.  This information should be stored in an SBA metadata repository and reported to higher-level repositories as appropriate or when required.  

5.3.5.2.2.1 Technology Policy

Use third-party tools based on widely accepted industry standards for metadata creation and management of the metadata repository.  Select tools based on their ability to support end-to-end integration of metadata information.  All new systems in the client/server environment must have data models developed and maintained in ERWIN.

Metadata plays an essential role in the enterprise, allowing users to navigate the data and serving as the basis for data transfer from operational systems.  Metadata is the map that enables users and analysts to find the information they need.  It provides an understanding of data content, structure, and interrelationships.  The metadata dictionary must encompass the full scope of the warehouse and should be organized for total consistency across all subject areas in the data warehouse.

5.3.5.2.2.2 Target Standards and Timeframe
Exhibit 5‑33: Metadata Management
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5.3.5.2.2.3 Target Standards Information

Given the amount and diversity of metadata, tools are needed to properly manage and maintain the metadata environment.  A promising way of managing a data warehouse is the metadata repository (Exhibit 5‑34). Metadata repository tools, such as the Platinum OEE or MVS( product, Viasoft’s Rochade product, and the Informatica Repository, can centrally store and maintain all metadata components.

Exhibit 5‑34: Metadata Framework
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The main purpose of XML Metadata Interchange (XMI) is to enable an easy interchange of metadata between modeling tools (based on the OMG UML) and between tools and metadata repositories (based on OMG MOF) in distributed heterogeneous environments.  XMI integrates three key industry standards:

· XML - eXtensible Markup Language a W3C standard,

· UML - Unified Modeling Language an OMG modeling standard, and

· MOF - Meta Object Facility and OMG modeling and metadata repository standard.

The integration of these three standards into XMI integrates OMG and W3C metadata and modeling technologies allowing developers of distributed systems to share object models and other metadata over the Internet and between applications.

5.3.5.2.3 Relational Database Management Systems

Several Relational Data Base Management Systems (RDBMSs) vendors maintain a large market share because competition among them tends to keep features and pricing competitive.  Most products share a common basis in the SQL standard.  Vendor-specific extensions provide valuable features but limit vendor independence.

TOG, through its XA specification, defines a standard interface between RDBMSs and transaction processing systems.

Interoperability between relational databases has been a problem since the second RDBMS was developed.  Progress was made toward RDBMS interoperability when X/Open and the SQL Access Group (SAG) jointly published two key specifications:  the SQL Remote Database Access (RDA) specification and an updated version of SQL.  This update combined the efforts of the SAG and X/Open to provide a unified standard.  The X/Open consortium’s merger with the Open Software Foundation (OSF) resulted in The Open Group (TOG) that has continued development of X/Open’s standards work.

The TOG specification is based closely on the ISO standard for SQL.  This standard provides a common SQL for data access and manipulation.  The RDA specification defines the formats and protocols required for an SQL application to communicate with a remote database.

5.3.5.2.3.1 Technology Policy

Select an RDBMS that supports the SQL standards.
5.3.5.2.3.2 Target Standards and Timeframe
Exhibit 5‑35: RDBMS Enterprise Deployment
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5.3.5.2.3.3 Target Standards Information

Continue using RDBMS that supports the SQL standards.
5.3.5.2.4 Object-Oriented Database Management Systems

In the current technology environment, the use of object-oriented Database Management Systems (OODBMS) is emerging and growing in popularity.  Object Database Management Group (ODMG)-95 (standard version 1.2), the most recent standard for ODBMS, is a major revision of the previous ODMG-93 standard.  ODMG-95 presents a common object model and outlines the syntax for defining objects independent of any specific object-oriented language.  ODMG-95 is also developing the standards for the C++ and Smalltalk bindings, as well as the object query language (OQL) that will be a superset of SQL.  OQL will allow developers to frame queries using both an object programming language and an SQL-like language.  The American National Standards Institute (ANSI) SQL3 committee is continuing to make progress bringing together the ODMG OQL and SQL3 standards.  It is currently unclear whether pursuing object-oriented database technology is a good business decision for the SBA.  

5.3.5.2.4.1 Technology Policy

Maintain awareness of object-oriented database management standards and technology, while relying upon more traditional relational database systems until clear requirements for object-oriented systems are identified and standards-based products are proven in fielded systems in industry or government applications.

5.3.5.2.5  Database Access

Organizations typically have many data sources using various database management packages.  When data sources use ‘flat file’ formats (e.g., neither relational nor object-oriented) the variation of data storage formats makes it difficult for users and systems to access the data (often requiring program development).  To make this data available to the Agency and other users, the SBA should consider use of Commercial-Off-The-Shelf (COTS) middleware to make the data more readily accessible.  Using data-access middleware, users would have SQL-driven access to all types of Agency data.

In some cases, data will be replicated to special databases like data warehouses and data-marts, to meet performance requirements or other special needs.  A standard middleware solution must be used for mapping and scheduling this replication.  Where the timeliness of data is of primary concern, the source data should be accessed rather than the replicated data.

Database access middleware, also referred to as database gateway middleware, resides between the client application and the vendor DBMS or file system.  Database access middleware is intended to provide the client application and end user with a single method and view of accessing data in a heterogeneous database environment.  The method can vary from APIs to fourth generation languages (4GLs), or to gateways (point-to-point, SQL, or universal).  An example of middleware that provides access to DMS 2200 databases is Info-Access, which supports ODBC and SQL standards.

Standard APIs are preferred for applications because APIs provide added portability and interoperability.  4GLs and gateways are well suited for end-user access to heterogeneous databases.  Point-to-point and SQL gateways tend to be limited in the databases they support, although universal gateways support a wide variety of DBMSs and file systems. 

Sun Microsystems’ Java language specification for developing Internet/Intranet applications has provided impetus for the development of the Java Database Connectivity (JDBC) API.  This API provides a standard SQL database access interface from a Java application.  These JDBC drivers can be categorized as:

· JDBC- The open database connectivity (ODBC) bridge provides JDBC access via most ODBC drivers.  Some ODBC binary code and, in many cases, database client code must be loaded on each client machine that uses this driver.

· Native-API, partly Java driver converts JDBC calls into calls on the client API for Oracle, Sybase, Informix, DB2, and other DBMSs.  Like the bridge driver, this style of driver requires that some binary code be loaded on each client machine.

· Net protocol, all-Java driver translates JDBC calls into a DBMS-independent net protocol, which is then translated to a DBMS protocol by a server.  This net server middleware can connect all its Java clients to many different databases.  The specific protocol used depends on the vendor.  In general, this JDBC alternative is the most flexible.

· Native-protocol, all-Java driver directly converts JDBC calls into the network protocol used by DBMSs, thus allowing a direct call from the client machine to the DBMS server.  Since many of these protocols are proprietary, the database vendors themselves will be the primary source for this style of driver.

5.3.5.2.5.1 Technology Policy

For applications (developed or purchased), use standards-based APIs for database access.  When choosing end-user database middleware, consider products that support an SQL or universal gateway.

5.3.5.2.5.2 Target Standards and Timeframe
Exhibit 5‑36: Database Access Standards
	Avoid
	Current
	2007/2008
	2009
	2010

	
	ODBC
	T
	JDBC
	
	
	
	

	
	JDBC
	L
	JDBC
	L
	JDBC
	L
	JDBC

	
	Sybase Open Client
	L
	Open Client
	
	
	
	

	
	SQL Net
	L
	SQL Net
	
	
	
	

	
	XML
	T
	XML
	T
	XML
	T
	XML


NOTE:  Microsoft’s ODBC is based on TOG SQL Call Level Interface (CLI).

5.3.5.2.5.3 Target Standards Information

Continue to use ODBC and SQL as target database access standards. NOTE:  Microsoft’s ODBC is based on TOG SQL Call Level Interface (CLI).

5.3.5.2.6  Data Warehousing 

Data warehousing is a process of gathering and organizing information for use in supporting the decision-making process.  The result of this process is a data warehouse that contains information pertaining to one or more areas of interest to the end user. 

Multiple methodologies, architectures, and technologies are used in the data warehousing process.  The primary purpose of data warehousing is to enable decision support applications and knowledge worker activity.  Data warehousing can be characterized more as architecture than as a specific technology.  A broad range of technologies such as parallel processing, multidimensional databases, and relational database management systems (RDBMSs) serve as building blocks in the construction of a data warehousing architecture.

5.3.5.2.6.1 Technology Policy

· Maintain awareness of data warehousing technology. Use RDBMS technology for data warehouses unless the structure is not cost effective.  Massively index the warehouse data for improved performance. Select an RDBMS that supports both the SQL standards and The Open Group’s XA standards.

· Adhere to enterprise-wide data warehouse strategy to preclude proliferation of duplicated databases. 

5.3.5.2.6.2 Target Standards and Timeframe
Exhibit 5‑37: Data Warehousing
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Cognos Impromtu / Cognos 8
	T
	Cognos 8 Latest Release
	
	
	
	

	
	Cognos Powerplay / Cognos 8
	T
	Cognos 8
Latest release
	L
	Cognos 

Latest version
	L
	Cognos 

Latest version


5.3.5.2.6.3 Target Standards Information

 For details, see section 5.3.5.2.3 Relational Database Management Systems.
5.3.6 Applications Service Area

Applications are the software systems that run within the SBA infrastructure to support users performing the standard, cross-functional processes of the enterprise.  In a distributed infrastructure, these applications run across a variety of desktop and server platforms and rely on the application, data management, and operating systems within the infrastructure.  Applications may be purchased off the shelf, purchased and modified, or built and maintained to the specifications of the SBA.

5.3.6.1 New Application Development Approach
In general, applications provide two things: they perform functionality to support a business process; and they access, process, and/or display data required to perform that functionality.  At the highest level of abstraction then, applications can be organized by the functions they perform, and the data they process.  This organization of applications by functionality and data is known as the Business Application Architecture.

To isolate and contain the impacts of change to business applications in the target environment, a loosely coupled, layered design approach is needed.  Loose coupling involves separating an application into modular components, and enabling the components to operate as a whole using “messaging” techniques.  Application components are more easily modified without impacting other components, thereby reducing the level of effort to test and integrate changes.  While this design approach is used extensively in the industry today and is not “cutting edge,” it is a dramatic change from the tightly coupled, stovepipe design of most of the SBA legacy systems.  

5.3.6.1.1 Management Policy

Use the Systems Development Methodology, September 2001

5.3.6.2 Application Development Environment
The SBA uses rapid application development to accomplish project goals, providing systems that make major improvements in business processes and return significant value to the Agency. The process incorporates the requirement for management oversight and control and organizational groups to support the applications development.  The SBA has developed a System Development Methodology that guides the development and maintenance of a system.  The complete procedures for application development is found in the SBA System Development Methodology (SDM), Version 1.0, dated September 2001 located on the SBA intranet.

5.3.6.2.1 Management Policy

· The development and enhancement of SBA applications shall use joint application development (JAD) approaches, where key users and application architects work together throughout the application development cycle. These JAD teams should use rapid prototyping, and graphical modeling techniques, coupled with strong facilitators, to emphasize shorter development cycles that directly capture and refine user requirements.

· The SBA applications development will stress the use of Rapid Applications Development and Rapid Prototyping to ensure that no application is "fielded" without first having been tested and found acceptable in a realistic prototype environment with actual users as the testing subjects.

5.3.6.2.2 Technology Policy

· The SBA application software systems should be developed as loosely coupled applications that interact by passing and returning data between components. New SBA applications should be designed to separate the component logic into user interface, business rules or logic and data management. Well-partitioned application modules can be changed in the future with minimum risk of having to change other modules.

· The interfaces between partitioned modules should be message-based where these inter-modular messages are sent in real time (not batched) and the receiving application controls the rate of transaction processing.

5.3.6.2.3 Target Standards and Timeframe

The SBA application development programs will use objective productivity and quality measures to gauge the efficiency of development programs.  The emphasis should not be on measuring individual performance, but rather, benchmarking and improving the application development processes.  Choose from the following standards where applicable:

· IEEE 1042-1987 (R1993)

·  Guide to Software Configuration Management (Replaces ANSI/IEEE 1042-1987) 

· IEEE 1387.2-1995
· Portable Operating System Interface (POSIX) System Administration - Part 2: Software Administration

· IEEE 828-1998
·  IEEE Standard for Software Configuration Management Plans (Updates ANSI 828-1990) 

· IETF RFC 2272 

·  Simple Network Management Protocol V.3 (SNMP) 

· ISO 10005: 1995
·  Quality Management - Guidelines for Quality Plans (Formerly ISO/DIS 9004-5) 

· ISO 9000; Quality Management and Quality Assurance Standards - Guidelines for Selection and Use 

· ISO 9000:2000
·  Quality Management Systems - Fundamentals and Vocabulary 

· ISO 9000-1: 1994
·  Quality Management and Quality Assurance Standards - Part 1: Guidelines for Selection and Use (to be retired) 

· ISO 9000-2: 1993
·  Quality Management and Quality Assurance Standards -- Part 2: Generic Guidelines for the Application of ISO 9001, ISO 9002, and ISO 9003 (to be retired) 

· ISO 9000-3
· 1991; Quality Management and Quality Assurance Standards -- Part 3: Guidelines for the Application of ISO 9001 to the Development, Supply, Installation and Maintenance of Computer Software (Revision to ISO 9000-3: 1991) (to be retired) 

· ISO 9000-4: 1993
·  Quality Management and Quality Assurance Standards -- Part 4: Guide to Dependability Program Management (to be retired) 

· ISO 9001
·  1994; Quality Systems -- Model for Quality Assurance in Design/Development, Production, Installation, and Servicing 

· ISO 9001:2000
· Quality Management Systems - Requirements 

· ISO 9002
·  1994; Quality Systems -- Model for Quality Assurance in Production and Installation and Servicing (to be retired) 

· ISO 9003: 1994
·  Quality Systems -- Model for Quality Assurance in Final Inspection and Test (to be retired) 

· ISO 9004:2000
·  Quality Management Systems - Guidance for Performance Improvement 

· ISO 9004-1
· 1994; Quality Management and Quality Systems Elements -- Part 1: Guidelines 

· ISO 9004-2: 1991
·  Quality Management and Quality System Elements -- Part 2: Guidelines for Services (to be retired) 

· ISO 9004-3: 1993
·  Quality Management and Quality System Elements -- Part 3: Guidelines for Processed Materials (to be retired) 

· ISO 9004-4: 1993
· Quality Management and Quality System Elements -- Part 4: Guidelines for Quality Improvement (to be retired)

5.3.6.3 Application Infrastructure

The goal of the infrastructure for applications development of SBA network applications is to enable Rapid Application Development (RAD) at a lower cost than is currently possible. SBA will also use "subject matter experts" teams and systems specialists working in Joint Application Development (JAD) teams to ensure user involvement at all stages of development. The overall approach is to provide functionality and solutions to problems that are common to many applications: (1) in a form that is usable by application developers, or (2) in the form of reusable objects that provide services.

Newly developed applications will typically be distributed over heterogeneous computer systems and operate concurrently. They must scale to handle very large numbers of users with respect to processing power and storage. Applications must be continuously available and be simultaneously upgraded. They must maintain persistent states reliably and with integrity in the face of node and network failures, and they must have a way of locating and accessing a broad spectrum of SBA network resources. These problems arise in nearly all distributed applications, therefore, an infrastructure that helps solve some or all problems must be provided.

5.3.6.3.1 Management Policy

Use the Systems Development Methodology, September 2001

5.3.6.3.2 Standards

The SBA application development tool kit components are listed below: 

· Business and information modeling tools to support business process reengineering such as workflow and process modeling.

· High level programming languages to improve productivity, support a multiplicity of application types, (e.g., client, server, transaction, network, data-centric, document-centric) and scaleable execution environments, e.g., workstation, server client/server, using construction from parts capabilities to enhance the traditional approach of building applications using low level programming languages, (i.e., a compiler or interpreter) for source code programs

· An object repository, test cases, execution control, and documentation

· Software configuration management and build facilities such as version control, configuration management, problem tracking and change control, distributed and parallel builds, and distribution services

5.3.6.4 SBA Systems Development Methodology

The SBA Systems Development Methodology (SDM) defines the environment for solving information management needs that occur during the lifecycle of any automated information system. The SBA SDM is designed to be flexible and can be tailored to each project. The SBA SDM provides schedule, quality, and determined cost guidelines for each project intended to produce software products that satisfy user requirements. This covers a wide variety of software projects including reengineering, maintenance, new development efforts, and all other activities resulting in a software product. There can be a wide spectrum of characteristics associated with these software products. 

Operating environments can range from personal computers to mainframes and from LAN‑based to client/server systems. Product sizes may be only a few thousand to more than a million lines of code. Cycle‑time and cost requirements may vary. Risks associated with each project will differ as to the impacts of failure, loss of revenue or absence of product qualities like reusability and reliability.

No one lifecycle model, analysis and design method, or testing and review strategy will work for every project. Each project manager must shape the SDM to accommodate user requirements, constraints, goals and objectives for cost, cycle time, and product qualities. Management's tolerance for risk must be a factor in the decision-making process, as well.

5.3.6.4.1 Management Policy

Use the Systems Development Methodology, September 2001

5.3.6.5 Application Development and Productivity Services/Utilities

SBA uses COBOL and Mapper/InfoQuest for mainframe application systems development. There are no 4GL tools or other application development tools in use for mainframe systems development. MS Access, SQL Anywhere, Clipper and dBase have been used in legacy LAN and PC‑based applications. New applications for PC/LAN will be developed in Microsoft Access.

The SBA uses Powerbuilder to develop client/server application systems. The majority of mid‑tier applications are written in Sybase’s Jaguar using Sybase as the RDBMS. The SBA has application development activities creating n‑tier web‑based applications using ColdFusion, Powerdynamo, and Sapphire Web.

The SBA uses the Cognos OLAP tool for PC‑based analytical report development and Cognos Impromptu for PowerPlay.

5.3.6.5.1 Management Policies

Develop new applications that fit SBA business process and work flows that have been reengineered to enhance customer service.  Refer to Systems Development Methodology, September 2001.

5.3.6.5.2 Technology Policy

Migrate existing and create new applications that use the platforms described below on a schedule that replaces such technologies before their support is no longer available:
5.3.6.5.3 Target Standards and Timeframe
Exhibit 5‑38: Standard Client/Server – Mainframe Tools
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Cobol and Mapper/InfoQuest
	L
	Cobol 
	L
	Cobol 
	L
	Cobol 

	
	MS Access, SQL Anywhere, Clipper and dBase
	L
	Microsoft Access 2006
	L
	Microsoft Access (latest version) 
	L
	Microsoft Access (latest version)

	
	Powerbuilder
	T
	Adobe Cold Fusion (Blackstone)
	
	
	
	

	
	Cognos PowerPlay & Impromptu 
	T
	Cognos 8 
	
	
	
	


5.3.6.5.4 Web-centric Applications Development Tools and Java

As the SBA re-engineers business processes and migrates to an internet-computing environment, a large number of application components will be ported, rewritten, or re-deployed to new platforms.  Success of these reengineering efforts will not only be determined by whether the applications support the new business processes, but also by whether they can be easily adapted to changing business processes, new or modified policies and regulations, increased performance demands, and technological advances. 

Applications built or purchased by the SBA will be designed to operate in an open systems environment.  Application software should contain the business logic of the Agency and enforce business rules.  Applications should be modular in nature and simple in design, performing single functions.  Application software should use standard APIs for common services like data access and messaging.  Service routines that perform the standard services will be independent of the application logic and may reside anywhere in the network.  Standard APIs and service routines will reduce costs by fostering software reuse.  As systems are built or bought, only the application logic is new.  The standard services and APIs have been built and tested.

The World Wide Web is a collection of Internet servers that communicate with browsers (Web clients) using the HyperText Transport Protocol (HTTP).  The browser sends an HTTP request to a Web server for a HyperText Markup Language (HTML) document.  After receiving the document, the browser displays it to the user.  An HTML document can contain text, graphics, and hypertext links to other HTML documents, to different sections of the current document, audio files, video files, and other document types, such as Adobe’s PDF.  A link may refer to a Common Gateway Interface (CGI) process or a Java applet.  The CGI process typically generates the HTML document, which will be displayed in the browser.  When a Java applet is activated, the applet is downloaded to the user’s machine and executed, displaying any information within the context of the HTML document.

The HTTP protocol is implemented over IP.  Neither IP nor HTTP provide strong authentication of messages.  Upon receiving an HTTP message, one cannot be confident that it originated from the purported sender.  If strong authentication is needed for use of the Web, then cryptographic message digests should be used.

In addition to authenticity, both privacy and integrity may be needed for the SBA applications when using the Web.  The Secure Sockets Layer (SSL) is an extension to HTTP that provides authenticity, privacy, and integrity.  SSL can be used in numerous modes, each mode providing different security properties (e.g., privacy vs. integrity) and levels of cryptographic strength (e.g., short keys vs. long keys).  Use of long keys is limited to domestic use only; the shorter keys used for international applications are vulnerable to attack.

To enable Web-centric development, the SBA will need modern application development tools.  Application development tools include language processors and tools used in creating, testing, and maintaining JSPs, ASPs, servlets, and applets.  

5.3.6.5.4.1 Technology Policy

· Use Integrated CASE tools that maintain a system at a high level of abstraction such as models. Use Visual Programming environments for designing aspects of an application, including the user interface, menu, icons, and bitmapped images. Tools should allow the development of partition-able, multi-tiered applications of at least three tiers.  The applications created should be independent of the hardware, OS, and GUI on which they are developed. Application development tools that provide support for multiple platforms are the preferred choice.

· Choose development products that generate applications adhering to industry standards.  Widely accepted industry standards, such as American National Standards Institute (ANSI) and CORBA, are preferred over de facto standards.

· Avoid development tools that require client software other than a browser to be installed before the application will function, thereby reducing maintenance and support costs.

5.3.6.5.4.2 Target Standards and Timeframe
Exhibit 5‑39: Web-Environment and Development Tools
	Avoid
	Current
	2007/2008
	2009
	2010

	
	IPlanet / Sun One
	T
	IPlanet / Sun One (latest version)
	T
	IPlanet / Sun One (latest version)
	T
	IPlanet / Sun One (latest version)

	
	Web Logic
	T
	Web Logic
	T
	Web Logic (latest version)
	T
	Web Logic (latest version)

	
	Microsoft IIS Server
	L
	Microsoft IIS Server
(latest version)
	L
	Microsoft IIS Server
(latest version)
	L
	Microsoft IIS Server
(latest version)

	
	Adobe Cold Fusion (Blackstone)
	T
	Adobe Coldfusion,

Latest version
	T
	Adobe Coldfusion,

(latest version)
	T
	Adobe Coldfusion,

(latest version)

	
	PHP
	L
	PHP

(latest version)
	L
	PHP

(latest version)
	T
	JAVA (latest version)

	
	Sybase Enterprise Application Server
	L
	Sybase Enterprise Application Server
	T
	Web Logic Application Server
	T
	Web Logic Application Server

	
	ASP
	L
	ASP

(latest version)
	L
	ASP

(latest version)
	T
	JAVA (latest version)

	
	JAVA 2
	T
	JAVA 2

(latest version)
	L
	JAVA

(latest version)
	L
	JAVA

(latest version)


5.3.6.5.4.3  Target Standards Information

Use CASE tools that conform to the  MACROBUTTON HtmlResAnchor Electronic Industries Association
’s  MACROBUTTON HtmlResAnchor CASE Data Interchange Format 
(CDIF), where possible. These can improve the efficiency and effectiveness of requirements management; the translation of requirements into component designs; the construction, testing, and integration of components; configuration management; and the distribution and installation of the completed solution.

· Integrated computer-aided systems engineering (I-CASE)–I-CASE tools allow engineers to automate much of the system life cycle, particularly in the architecture, engineering, and construction categories.

· Visual Programming Environments (VPEs)–VPEs provide graphical design utilities.  The category includes most fourth generation languages (4GLs) and lower-CASE tools with a visual interface. 

5.3.6.5.5 Web Browsers

The Web-centric development described above relies on the use of the Java language.  Java-enabled browsers will support use of the desktop to run application code.  Applets, which contain Java code, are sent to the desktop for execution.  This reduces the load on the servers and mainframes.  The data types and display capabilities needed to make this happen are defined in version 3.0 of HTML.  HTML is a subset of the Standard Generalized Markup Language (SGML).  Earlier versions of HTML are not Java-enabled and cannot support the full vision of Web-centric development as defined in this document.  Access to the SBA’s systems via the World Wide Web is possible in a more limited fashion when using browsers supporting versions of HTML prior to version 3.0.

5.3.6.5.5.1 Technology Policy

The SBA standard for Web browsers is Microsoft Internet Explorer.

5.3.6.5.5.2 Target Standards and Timeframe

Exhibit 5‑40: Web Browsers
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Microsoft IE - 6.X

(Internal)
	T
	MS IE 7 or greater
	T
	MS IE

Latest version
	T
	MS IE

Latest version

	
	(Externally)

Microsoft IE 6 – greater

Netscape 7 – greater

Firefox, Opera
	T
	MS IE 7  Netscape 8,

Firefox, Opera
1 release back
Latest version
	T
	MS IE, Netscape,

Firefox, Opera
1 release back
Latest version
	T
	MS IE, Netscape,

Firefox, Opera
1 release back  Latest version


5.3.6.5.5.3 Target Standards Information

Select products that support data types, display, and navigational capabilities as defined by HTML 4.0+.  Also, select products that support Java and ActiveX technologies.  Avoid dependencies on browsing tool extensions that HTML 4.0 standards do not support. 

5.3.6.5.6 Common Gateway Interface (CGI)

The industry has experienced scalability problems with Web application developed using the CGI.  CGI is an API that facilitates the interaction between a Web server and the processing of an HTML form, the dynamic creation of an HTML document, and the access to servers such as a DBMS server.  CGI is not recommended.  Specifically, CGI single threads every request through a single processor thread.  It "chokes" as the transaction rates go up.

5.3.6.5.6.1 Technology Policy

CGI is a single threaded application and does not scale well.  It can be used in niche circumstances where it is deemed the most appropriate technique.  CGI is used only for legacy applications and applications with limited traffic.  High use applications are being migrated to Coldfusion.

5.3.6.5.6.2 Target Standards and Timeframe
Exhibit 5‑41: Common Gateway Interface
	Avoid
	Current
	2007/2008
	2009
	2010

	
	CGI
	L
	CGI
	L
	CGI
	
	


5.3.6.5.6.3 Target Standards Information

Please refer to 5.3.4 Middleware
5.3.6.5.7 Java Applets

Java is an object oriented programming language used for stand‑alone applications as well as applets that are executed by Java‑enabled Web browsers. The execution of a Java applet is encoded in a HTML document. When that document is displayed on a Java enabled Web browser, the browser down loads the applet and, with the aid of an embedded Java interpreter and code libraries, executes the applet.

The Java applet is independent of the hardware platform or operating system. Java applets were designed to be secure and not allow any action that could be harmful to the client machine.

5.3.6.5.8 Management Policies

Java and the implementations of Java have not been as secure as proposed. Consideration should be given to adopting a policy of not down loading Java applets from external networks until the security issues are resolved.

If Java applets are not needed for any SBA applications implemented on the WWW, then the Java interpreter in all SBA browsers should be disabled. If Java is indispensable, then extra caution should be taken before connecting to any external sites, as there is no means to be certain that sites that are not completely trusted will not contain malicious Java applets.

Manage Java applets as a part of SBA application development process.

5.3.6.5.9 Technology Policy

Recommended tools for Java development are Symantec Visual Cafe, Microsoft J++, and Jamba.

The creation of Java applets should be a part of SBA application development process.

5.3.6.6 Logical Design vs. Physical Implementation

Logical design is the process of decomposing a business process into well‑defined functional units that map to responsible personnel at particular geographic locations. Business process reengineering drives logical design. Physical implementation is the process of mapping business functional units to physical software components situated within a computer network and linked by well‑defined communication methods. Physical implementation is driven by the need for a responsive, robust, and adaptive data processing system.

The bridge from logical design to physical implementation is the mapping of business functional units to programs that perform those functions. Client programs must be physically located with the personnel responsible for the respective business function, so the location and functionality of clients must be the starting point for physical implementation design. The job of physical design is to support the clients with a responsive and robust implementation.

The logical design process should result in a set of business functional units whose interactions are defined in terms of a message‑passing model. The corresponding client programs communicate asynchronously with other clients through shared databases or message queues. Asynchronous communication via persistent shared data stores has a number of benefits:

1. Improves performance by preventing client programs from locking‑up shared resources;
2. Improves robustness by insulating the system from the effects of client system failures;
3. Improves error recovery capability by providing an audit trail of client actions; and

4. Enforces modularity among system components, thus contributing to code reuse and system adaptability.

Within the constraints of client location, the physical implementation has the freedom to locate shared resources according to system robustness and performance considerations. In an asynchronous message‑passing design, the physical implementation of shared resources will be transparent to client program code, which sees only the message interface. This allows the physical implementation to adapt to new technology and system requirements.

5.3.6.6.1 Management Policies

Business process reengineering should drive logical design, which should drive physical design.

Physical design should be under‑constrained by logical design. This gives flexibility for the physical design to change, as new technology becomes available or when the physical design must be scaled up.

5.3.6.6.2 Technology Policy

The preferred system architecture is one composed of lightweight clients communicating asynchronously via shared persistent data stores.

Only the presentation logic required by a business function need be physically present at the user's machine. This gives maximum flexibility to the physical design, allowing optimization for robustness and performance.

Synchronous access to shared resources should be avoided and, when unavoidable, controlled. Replication of shared resources to which synchronous access is required should be planned for and implemented.

5.3.6.7 Applications Code Re-use

The purpose of application code re‑use is to reduce the cost of developing and maintaining large software systems. This is accomplished by constructing systems in such a way as to facilitate modularity. Modularity of software allows the mapping of fixes or functionality enhancements to a subset of system components. Only effected components need to be considered by programmers implementing changes; however, a large proportion of the system can be left as is. This reduces the resources needed to make changes and leverages the resources used to build the unchanged system components.

Object orientation is one way of achieving code re‑use. Certainly, object‑oriented analysis and design, and object‑oriented languages, can facilitate re‑use. They do not, however, guarantee successful code re‑use, nor are they the only or even best way to achieve it in all cases. The key necessity is that IT policies supporting code re‑use be implemented by appropriate tools that are consistent with overall IT priorities.

There are two dimensions in which system software can be viewed with respect to a policy of modularity. The horizontal view looks at "peer" system components, which have logically separate functionality, but which communicate and cooperate in the performance of a higher-level task. An example is the user interface, application logic, and data server components of a 3‑tier architecture. The vertical dimension views hierarchically related components, for example an abstraction layer, which isolates details of hardware or system software from higher‑level system components.

Modularity in the horizontal dimension can be enforced through IT policies that require proper logical/physical design, and the use of well defined and controlled horizontal interfaces (such as message passing) for all inter‑module communication. Object oriented analysis methods and tools could be useful here if they support the concept of logical/physical design. This approach also supports the integration of legacy systems.

Modularity in the vertical dimension is a primary focus of object oriented languages and programming practices, as seen in the cross‑platform GUI component packages currently available.

Vertical application development is best performed by using ICASE and 4GL tools. Such tools make it possible for application designers to directly specify and alter application functionality in terms of a higher-level abstraction, leaving the details of code management to the tool's code generator. Care must be taken, however, to properly deal with both the horizontal and vertical interfaces of automatically generated application code. Wrappers may be needed at the horizontal interface, and 3GL code may be needed to provide an abstraction layer vertically supporting the generated application.

5.3.6.7.1 Management Policies

Code re‑use should be supported because it contributes to making SBA systems adaptive by reducing the cost of software changes.

Object-Oriented (OO) methodology is not a substitute for IT policy that supports re‑use. Reuse policies must be integrated with other IT priorities or else they will not be practical.

5.3.6.7.2 Technology Policy

· Horizontal code re‑use should be supported through logical/physical design policies, which lead to the proper horizontal partitioning of functionality among physical system components. Modularity should be enforced by restricting communication among horizontal components to a well‑defined and controlled protocol such as message passing. Legacy software component re‑use should be supported.

· Vertical code re‑use should be primarily supported by the use of I‑CASE and 4GL development environments, which implicitly manage code. Where needed, 3GL code can be used to provide vertical interfaces to lower level components. Where 3GL code is needed, an object‑oriented language is preferred, and well‑supported COTS component libraries should be used where appropriate.

5.3.6.8 Standard Productivity Tools

Part of the technical infrastructure of the SBA client/server environment includes productivity tools that support a collaborative work environment.  Types of tools that fall under this heading include word processor, spreadsheet, calendar/scheduler, presentation, database, groupware, web browser, e-mail front end, and statistical analysis.  For these tools to support a collaborative work environment, users must be able to exchange documents and integrate different types of documents, from word processing documents to spreadsheets. 

Exchanging documents of the same type (e.g., Lotus and Excel spreadsheets) is generally possible via "Save As" functions and document converters.  Integrating different types of documents is a bigger hurdle and requires agreement on, and vendor implementation of, standards for exporting and importing object types.  Until this occurs, the SBA should sanction a collection of productivity tools for use across the organization.  These tools should work well together, support integration of different document types, and be available on all of the SBA workstation platforms.  Sanctioning a limited number of each type of productivity tool produces the following benefits:

· Economy of scale - Discounts are maximized when licenses are purchased on an Agency-wide basis.

· Reduced cost of training - Initial training, given on an Agency-wide basis should be cheaper, as the training program will only have to be developed once for all Agency users.  Additionally, with all users employing the corporate standard, conversion of non-standard documents to a standard form will be minimized.  Within the SBA, document conversions will be unnecessary.  Only in dealing with entities outside of the SBA will users have to deal with conversion issues.

· Interoperability - Information will be available for use in less time and with greater accuracy.  The cost of converting data from one format to another will be avoided.

In choosing standard enterprise applications software, products that are designed to international or national standards are preferred over those designed to a lower standard.  Additionally, COTS software will always be preferred over GOTS software produced by other Federal agencies or private companies working under contract for the government.  As time passes, business processes change and technology advances.  This can render sanctioned productivity tools inadequate or obsolete.  The CIO should regularly evaluate its list of sanctioned tools and add or remove tools as appropriate.  

In addition to common support services like spreadsheets, or word processing, many packaged applications perform similar functions to the SBA-developed systems like finance and inventory management.  It is reasonable to believe that applications will come into the commercial market that could replace the SBA-developed applications.  The Agency business areas, with the support of the CIO, should judge whether the functionality of these products serves the business needs of the Agency and whether these products are cost-effective.  What should be emphasized is that the analysis of costs and benefits must include the effect, if any, on the underlying operational and technical infrastructure and that the cost of upgrading or altering the infrastructure is part of the total cost of buying a commercially available application.

5.3.6.8.1 Management Policies

Develop a process for evaluating and sanctioning new tools, new revisions of sanctioned tools, and removing inadequate or obsolete tools from the sanctioned tools list.

5.3.6.8.2 Technology Policy

The Microsoft suite of office automation applications are de facto standard productivity tools.  Use COTS software if it exists for business applications to support accounting, procurement and other business functions.

5.3.6.8.3 Target Standards and Timeframe
Exhibit 5‑42: Standard Productivity Tools*
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Microsoft Office Suite XP
	T
	Microsoft Office Suite

Latest verison
	T
	Microsoft Office Suite

Latest verison)
	T
	Microsoft Office Suite 

Latest verison

	
	Microsoft Internet Explorer 6.X
	T
	Microsoft Internet Explorer 7
Latest release
	T
	Microsoft Internet Explorer 

latest version
	T
	Microsoft Internet Explorer 

latest version

	
	Adobe & Eworks
	T
	Adobe & Eworks
	T
	Adobe & Eworks
	T
	Adobe & Eworks

	
	Adobe Stellent – Web Content Management
	L
	Adobe Stellent – Web Content Management
	L
	Adobe Stellent – Web Content Management
	L
	Adobe Stellent – Web Content Management

	
	Cognos PowerPlay & Impromptu 
	L
	Cognos 8 

Latest version
	L
	Cognos 8
Latest version 
	L
	Cognos 8
Latest version

	
	SAS
	L
	SAS

Latest version
	L
	SAS

Latest version
	L


	SAS

Latest version


5.3.6.8.4 Multimedia Capabilities

Multimedia encompasses the presentation of information to the user in non-traditional formats such as image, sound and video.  The area of multimedia to the desktop is one of emerging and dynamic capabilities; an area that holds promise for the SBA in terms of cost reduction and empowerment of the end user.  The maturation of viable multimedia on the desktop will allow video conferencing to transpire, saving the cost of travel.  By having sound and images available at the desktop, the imprecision of text can be overcome with an image depicting exactly what is required.  The coverage of multimedia in this document must be dynamic, as the architecture must respond to changes in technology.  However, the fact that multimedia is an emerging technology should not stop the SBA from efforts to incorporate it into its business plans where feasible.  Initially, multimedia may not be practical for every user.  The Agency’s initial forays into multimedia should provide valuable feedback into its immediate and long-term applicability within the Agency.  Following is a discussion of particular aspects of multimedia.

Static image formats provide the end user with visual representations of information that can be assimilated much easier and efficiently that textual data.  The Continuous Acquisition and Lifecycle Support (CALS) initiative within DoD specifies formats for technical drawings that may be useful within the SBA.  The Portable Document Format (PDF) is widespread in use as a method for creating and viewing documents.  The use of PDF viewers, such as Adobe Acrobat Reader, is a popular way of reading documents, especially over the World Wide Web.  Such documents may be composed of both image and text data.  Given the widespread use of this format, it is virtually mandatory that it be supported on the Agency’s desktops.  The Joint Photographic Experts Group (JPEG) format is a compressed format that describes the content of photographic images.  In choosing products to view photographic information, the SBA should select products that support this format.

Audio formats provide the end user sound when the hardware on the workstation allows for sound.  Popular formats to consider for adoption within the Agency include Wave Form (WAV) and the audio formats in the Motion Picture Experts Group (MPEG) specification that are ISO standards.

Full-motion video will allow users to view motion picture images at the workstation.  Formats to be supported at this time are those specified by MPEG (see previous paragraph) and formats supporting the Audio Video Interactive (AVI) standard.

5.3.6.8.4.1 Technology Policy

The SBA’s central IT staff specifies and approves multi-media system requirements on a case-by-case basis.

5.3.6.8.4.2 Target Standards and Timeframe
Exhibit 5‑43: Multimedia Capabilities
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Adobe  Breeze
	E
	Adobe  Breeze
	T
	Adobe Breeze
	T

	Adobe

Breeze


5.3.6.8.4.3 Target Standards Information

The SBA has not deployed enterprise multimedia technology.  Deployment is on a case-by-case basis to satisfy interactive training needs, improve access for the handicapped, or other requirements as determined by the local activity.  Multimedia system configurations are approved by the central IT staff in accordance with Agency SOPs.  Limited site visits revealed no significant deployment of multimedia capabilities.

5.3.6.9 Network Enabled Applications

Network enabled applications are those applications which are enhanced, enabled, or dependent upon a network to realize their potential.  Many network enabled applications fall into the category of collaborative systems technologies, or workgroup computing, or groupware.  These applications take advantage of personal computing and office automation by offering information sharing across an enterprise.  Emerging collaborative systems, combined with technology advances, provide an environment that allows for the redesign of every business process regardless of geographic, organizational, or software boundaries.  

5.3.6.9.1 E-Mail, Calendaring, and Scheduling

Collaborative systems address the need to facilitate and improve the unstructured communication processes in an organization.  The term groupware is generally defined as "computer-based systems that support groups of people engaged in a common task (or goal) and that provide an interface to a shared environment."  The groupware environment has three facets, the task or business process to be performed, the time at which individuals participate, and the location of each individual.  Accomplishing the task or business process in the most efficient manner possible is the design point for groupware.  Groupware can have interesting side effects.  It can lead to the creation of new business data by capturing or identifying the process supported by groupware tools.  The use of groupware may also allow the creation and use of business data that could not be meaningfully manipulated previously.  As groupware automates an individual’s work making it less time consuming, it allows the individual time to reengineer their work to accomplish more in less time.  Groupware includes e-mail, calendaring, scheduling, group document revisions, project management, and shared database functions.

E-mail is the most widely used component of groupware.  It is also the underlying transport mechanism or messaging layer of the groupware application suite in many groupware products.  It could be said that any organization using e-mail is using groupware, but that is true only in a very limited sense as there are many other components in addition to e-mail that comprise a groupware application suite.  However, since many of these applications are dependent upon mail transport agents and extensions for operation, this section opens with a discussion of electronic mail, standards, policies, and products. 

Standard messaging APIs provide access to directory services, message store-and-forward capabilities, and electronic transport capabilities of e-mail message handling systems.  A message type called X.435, present in the 1988 version of X.400, provides standardized support for Electronic Data Interchange (EDI) transaction transport and interchange over communications networks.  This EDI message type facilitates the movement, delivery, and security of EDI transactions over X.400 networks.

The primary benefits of calendaring and scheduling systems include:  reducing the time needed to schedule meetings; identifying and reserving required resources, such as people, conference rooms, and equipment.  Calendaring and scheduling can provide the ability to search for the next available time when all required resources are available and define critical and non-critical resources.  The systems also allow for meeting requests to be accepted or rejected, changes to be made to meeting times and places, or cancellation of meetings. The systems also provide logs for meetings and personal activities.

5.3.6.9.1.1 Technology Policy

Microsoft Exchange/Outlook is the primary groupware/electronic mail application supporting both calendaring and scheduling.
5.3.6.9.1.2 Target Standards and Timeframe
Exhibit 5‑44: Groupware
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Microsoft Exchange (server) v5.5 
	T
	Microsoft Exchange 

Latest version
	T
	Microsoft Exchange (server)

Latest Version
	T
	Microsoft Exchange (server)

Latest version

	
	Microsoft Outlook 2003 (client)
	T
	Microsoft Outlook 

Latest version
	E
	Microsoft Outlook 

Latest version
	E
	Microsoft Outlook

Latest version


5.3.6.9.1.3 Target Standards Information

The SBA’s groupware/e-mail strategy is consistent with its integrated office automation environment and trends prevailing within both business and government organizations of similar size.

5.3.6.9.2 Electronic Forms

International studies show that over 95 percent of all business information still resides on paper.  Electronic form tools can help reduce an organization’s reliance on paper and offer capabilities for form routing and tracking.  Electronic form client applications allow users to complete forms and participate in a forms-routing workflow process.  The client applications present the forms to users, accept the input, verify that all required data is entered, and communicate with a server component to complete the form processing.

5.3.6.9.2.1 Technology Policy

Use Novell’s Informs for form generation software.
5.3.6.9.2.2 Target Standards and Timeframe
Exhibit 5‑45: Electronic Forms
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Eworks


	T
	Eworks

Latest version
	T
	Eworks

Latest version
	T
	Eworks

Latest 
version

	
	Adobe Reader fillable PDF
	T
	Adobe Reader fillable PDF
	T
	Adobe Reader fillable PDF
	T
	Adobe Reader fillable PDF

	
	Adobe Forms Manager
	L
	Adobe Forms Manager
	L
	Adobe Forms Manager
	L
	Adobe Forms Manager

	
	Adobe Stellent - Web Content management
	L
	Adobe Stellent

(latest version)
	L
	Adobe Stellent

(latest Version)
	L
	Adobe Stellent

(latest Version)


5.3.6.9.2.3 Target Standards Information

The SBA maintains a central repository of electronic forms.  In recognition of the bandwidth implications of electronic forms, the Agency has deployed Microsoft 2000 Exchange/Intranet servers to field offices and replicates forms on these servers for immediate local access.

5.3.6.9.3 Document Management

Although paper is the prevailing medium for business documents, it imposes constraints on document management and control.  Document management solutions integrate processes, people, and technology to optimize and automate what were, historically, paper-based business processes.  As technology has become more available, the concept or definition of a document has changed.  The Open Group (TOG) defines the term document as “a set of information, organized as a unit and intended for human perception.”  Ultimately, a document is some amount of structured information that users create, store, retrieve, or manipulate.

Electronic documents often consist of data, text, graphics, images, voice, and video.  Consequently, creating, processing, and managing electronic documents encompass many technologies, including imaging, multimedia, relational databases, text databases, text retrieval, document interchange standards, electronic messaging, and workflow management.

International Standards Organization’s Open Document Architecture (ODA) and Office Document Interchange Format (ODIF) are formal standards for electronic office documents.  ODA, defined in ISO standard 8613, enables the interchange of document information between disparate computer systems.  These standards need further development for multimedia documents, but international standards profiles exist that address this area.

ODA has three major profiles:

· FOD11 is the profile for documents that contain only character text; 

· FOD26 extends FOD11 to include raster and geometric graphics;
· FOD36 adds support for tables, forms, and advanced typographic features like kerning and leading. 

These profiles are hierarchical subsets; that is, any document that is valid under FOD11 is valid under FOD26, and any document that is valid under FOD26 is valid under FOD36.

5.3.6.9.3.1 Technology Policy

Select document management systems that support document life cycles and promote interoperability by supporting prevailing document interchange formats.

5.3.6.9.3.2 Target Standards and Timeframe
Exhibit 5‑46: Document Management
	Avoid
	Current
	2007/2008
	2009
	2010

	
	PC-Docs
	L
	PC-Docs
	T
	ODMA
	T
	ODMA

	
	
	
	
	E
	Document Content Management
	E
	Document Content Management

	
	
	
	
	E
	Document Management System Server Interface
	E
	Document Management System Server Interface


5.3.6.9.3.3 Target Standards Information

Existing and emerging standards for document management system client interface fall into the following three categories:

1. Open Document Management API (ODMA), sponsored by the  MACROBUTTON HtmlResAnchor Association of Information and Image Management
 (AIIM), provides a simple, standardized, high level interface between desktop applications and document management systems and helps ensure interoperability.  Version 2.0 of the specification was released in October 1997 and enjoys widespread supplier support.

2. Document Management System Server Interface

 MACROBUTTON HtmlResAnchor Document Management Alliance
 (DMA), an AIIM task force, has completed work on version 1 of a specification for the definition and interoperability of document repositories. 

3. Document Content Management

 MACROBUTTON HtmlResAnchor Document Object Model
 (DOM), sponsored by  MACROBUTTON HtmlResAnchor W3C
, is a platform and language-neutral interface that allows programs and scripts to dynamically access and updates the content, structure, and style of documents.

The Open Document Architecture (ODA) standard is specified in ISO/IED 8613 series.

5.3.6.9.4 Workflow Management

Workflow management applications are designed to handle a document through the stages of processing, presentation, and routing.  Normally, documents are routed through an e-mail message handling system to designated people or applications.  Typical uses include processes such as purchase orders and sales-leads tracking.  These applications are generally viewed as most effective use of technology that will increase business process productivity. 

The complexity of the business process determines the degree to which workflow automation can be deployed in a cost-effective manner.  As workflow applications continue to increase in sophistication, many workflow services are migrating into desktop applications.  The primary examples of this migration are electronic forms and e-mail applications, which offer rules-based routing of forms and messages.  Some of these services may migrate to lower levels, such as desktop and network operating systems.

Workflow tools can significantly increase productivity when used in the appropriate situation.  Often, existing mail systems, groupware tools, or electronic forms packages can provide the functionality necessary without workflow applications. When such tools are inadequate, however, workflow applications can provide capabilities such as workload balancing, scheduling, task control, monitoring, and reporting.  Workflow solutions should be compatible with the overall technology solution in a given situation.

No standards specific to workflow products exist today, but the Workflow Management Coalition (WfMC) is defining standard interfaces between workflow engines, workflow definition packages, management information tools, work-list tools, and invoked applications.  Although these standards are currently being defined, wide supplier compliance is not expected in the short-term timeframe of one to two years.  In general, workflow applications should use high-level application programming interfaces (APIs) to communicate with desktop applications and use industry standard relational databases as their data store.  The SBA is piloting E-works workflow management product. 

5.3.6.9.4.1 Technology Policy

Adopt a consistent workflow product set to simplify the development and management of workflow‑enabled applications.

Use workflow products that support digital signature features to enable electronic authorization and approval.

5.3.6.9.4.2 Standards Information

The following industry standards should be used to support application development for Internet-based applications: 

· ANSI/ISO 9899:1990 (R1997) 

· C (Replaces FIPS PUB 160)

· ISO 1989:1985

· COBOL (Replaces FIPS PUB 21-4) 

· ISO/IEC 14882:1998 

· C++ 

· ISO/IEC 16262:1998 

· JavaScript: ECMAScript Language Specification

· Java™2 Platform, Standard Edition 

· Java™2 Platform, Standard Edition 

· W3C WAI-WEBCONTENT-19990505 

· Web Content Accessibility Guidelines 1.0 

5.3.6.9.5 Video Conferencing

Video conferencing enables people at different sites to simulate face-to-face meetings in real time.  Current video conferencing equipment options range from stationary systems installed in dedicated video conferencing rooms to desktop video units.  In addition to voice and video, video conferencing systems may incorporate equipment that enables sharing of graphics and electronic documents.  Desktop application sharing is sometimes combined with desktop video conferencing.  The SBA has not deployed video conferencing as an enterprise technology in part due to the impact on the data communications network.  However, the LAN Group (OCTS) has been tasked to develop inter-city and LAN Video Teleconferencing (VTC) solutions that will be evaluated on a limited basis to determine the technical and business viability before deploying VTC as an enterprise-wide technology.

5.3.6.9.5.1 Management Policy

Evaluate the use videoconferencing technology as a cost‑effective alternative to traveling to attend meetings and as an alternate delivery mechanism for employee training and for incorporation into SBA's enterprise‑wide technology.
5.3.6.9.5.2 Technology Policy

Select products that provide point-to-point and multi-point videoconferencing.  Better products also incorporate screen, data and/or application sharing.  

Comply with International Telecommunication Union Telecommunication Standardization Sector (ITU-T) standards relative to videoconferencing (H.32x series and H.243 are required). 

5.3.6.9.5.3 Target Standards and Timeframe
Exhibit 5‑47: Video Conferencing
	Avoid
	Current
	2007/2008
	2009
	2010

	
	H.32x
	L
	H.32x
	L
	H.32x 

Latest version
	L
	H.32x

Latest version

	
	H.243
	L
	H.243
	T
	H.243

Latest version
	T
	H.243

Latest version


5.3.6.9.5.4 Target Standards Information

Desktop videoconferencing capabilities are emerging, linking individuals rather than groups. Initially Integrated Services Digital Network (ISDN) or LAN-based solutions, these systems often combine with desktop application sharing, allowing the participants to collaborate on documents during a videoconference.  Recent use of this technology has saved time and travel expense for meetings, while improving overall communication of geographically dispersed groups.  Many newer videoconferencing products now operate in an Internet-based Transmission Control Protocol/Internet Protocol (TCP/IP) environment.  As price and performance improve, many videoconferencing capabilities will likely be included in standard desktop configurations.

Because implementing these products can dramatically impact overall network performance, consult appropriate network support organizations before implementation.  Select products that provide minimal impact on network performance and support standards-based multicast technology.

5.3.6.9.6 Audio-graphic Conferencing

Audio-graphic conferencing provides a cost-effective method of conferencing when seeing the conference participants is not required.  The audio portion is typically a telephone conference call.  The graphics portion is provided over the network and displays an image that can be modified by all participants.  The graphics portion provides the enhanced capability beyond a telephone conference call.  The graphic is usually referred to as a whiteboard.  Interviews indicate the SBA has not deployed audio-graphic conferencing technology.

5.3.6.9.6.1 Management Policy

Evaluate using audio-graphics conferencing as an enhancement to telephone conference calls.

5.3.6.9.7 Text-based Conferencing

Text-based conferencing requires the lowest network bandwidth of the three types of conferencing previously discussed.  It provides a mechanism allowing conference participants to view each participants input.  One of the features of the textual conference is that the text can be saved and referred to at a later time.  The SBA has not deployed text-based conferencing.

5.3.6.9.7.1 Management Policy

Evaluate text‑based conferencing as an alternative to telephone conference calls.

5.3.6.9.8 Group Decision Support Systems

Group decision support systems (GDSS) are designed to increase the effectiveness of meetings.  Electronic meeting support systems are decision support systems that can assist in the capture of output of brainstorming sessions, allow voting and ranking of ideas, establish priorities when resources are limited, and store the content and results of group decisions.  When using an electronic meeting support system, an impartial facilitator is generally used to keep the meeting moving and to help resolve any disputes among participants.  An individual referred to as a technographer is generally used to run the master console of the software that is being used to support the meeting.  The SBA has not deployed GDSS technology.

5.3.6.9.9 Computer Telephony Integration

Computer telephony integration (CTI) integrates computers, networks, PBX switches, and other equipment such as PC-based answering machines, faxes, and pagers.  CTI enables automated handling of telephone calls, automatic call back, initiation of workflow, guaranteed quality of service for customers, and sophisticated task tracking. 

5.3.6.9.9.1 Management Policy 

· Evaluate the use of a single computer telephony product that supports the installed SBA telephone infrastructure standards.

· Evaluate integrating computer telephony technologies as a key enabler to the IS Help Desk function, and other customer support operations.

· Evaluate integrating computer telephony features into customer support applications to enable performance measures for customer support effectiveness.

· Develop a plan to integrate CTI components into current infrastructure.

5.3.6.9.9.2 Technology Policy

Select tools that support current de facto standards and enable interoperability.

5.3.6.9.9.3 Target Standards and Timeframe
Exhibit 5‑48: Computer Telephony Integration
	Avoid
	Current
	2007/2008
	2009
	2010

	
	
	
	
	T
	TSAPI
	T
	TSAPI

	
	
	I
	TAPI V1.3
	L
	TAPI V1.3
	L
	TAPI V1.3

	
	
	E
	TAPI V2
	T
	TAPI V2
	T
	TAPI V2

	
	
	E
	JTAPI
	E
	JTAPI
	E
	JTAPI

	
	
	E
	Tmap
	E
	Tmap
	E
	Tmap

	
	
	
	
	T
	S.100
	T
	S.100

	
	
	N
	CSTA
	N
	CSTA
	
	


5.3.6.9.9.4 Target Standards Information

Select tools that support current de facto standards and enable interoperability such as;

· TAPI - Microsoft/Intel Telephony API

· TSAPI - AT&T/Novell Telephony Services API

Tmap is being developed by Nortel (formerly Northern Telecom) and will enable TAPI-based applications to work with PBX.  Tmap itself is not an API set.  Tmap provides a link between TAPI and TSAPI, thus giving TAPI the full third-party call control capability that it currently lacks over TSAPI-enabled PBXs.  The Enterprise Computer Telephony Forum (ECTF) adopted Tmap, and Nortel committed to developing Tmap according to ECTF specifications.

S.X00 is the official set of standard APIs (S.100-900) published by ECTF to provide for interoperability.

Computer Supported Telecommunications Applications (CSTA), an API set defined by the European Computer Manufacturers Association, is supported mainly by European-based PBX suppliers.

Java TAPI (JTAPI) is the Sun Java interface following TAPI standards.

5.3.6.9.10 Enterprise Resource Planning

Enterprise resource planning (ERP) solutions like Oracle, SAP, JD Edwards and PeopleSoft address the "transactional processes of a company. These typically include accounting, order fulfillment, supply chain management, manufacturing, inventory management, and human resource administration. 

Central to ERP is its role in managing financial information, a function that cuts across all functions and levels of the organization. General Ledger (GL), Accounts Payable (AP), and Accounts Receivable (AR) applications are generally components of an ERP financial solution - or standalone

5.3.6.9.10.1 Management Policy 

Standardize on COTS system for ERP for the SBA administrative operations.

5.3.6.9.10.2 Technology Policy

Select tools that support current de facto standards and enable interoperability.

5.3.6.9.10.3 Target Standards and Timeframe
Exhibit 5‑49: Enterprise Resource Planning
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Oracle Government Financials
	L
	Oracle Government Financials
	L
	Oracle Government Financials
	L
	Oracle Government Financials


5.3.6.10 Internet/Intranet Components

The public Internet is a collaborative, international group of service providers that adhere to accepted de facto network protocols and standards.  Individuals, businesses, and institutions access the public Internet to exchange information and access services.  An Intranet is a private network that uses Internet protocols and technologies.  An Intranet may be a stand-alone private network or have secured gateways to and from the public Internet.  The public Internet is loosely governed by the efforts of the Internet Engineering Task Force (IETF), a large international group.  Other associated groups, such as InterNIC and the Internet Society, carry out central functions.  Consequently, no single entity controls the public Internet.

The basic building block of the Internet and any Intranet is the communications protocol -- Transmission Control Protocol/Internet Protocol (TCP/IP).  The SBA’s distributed computing network (or Intranet) is based on TCP/IP, providing every user with the capability to access and use all of the technologies in this section.  The addition of a "firewall" to an SBA Intranet allows access to the Internet.  All of the technologies discussed in this section apply to both the Internet and a SBA Intranet.

5.3.6.10.1 File Transfer

File transfer services allow users to copy, replicate, or move whole files across a network.  The Open Group (TOG) and the International Standards Organization (ISO) standards for File Transfer, Access, and Management (FTAM) help provide this service across a heterogeneous network of conforming systems.  In addition, File Transfer Protocol (FTP) is an industry-prevalent mechanism that is found with most TCP/IP implementations. 

Although FTAM and FTP are specialized means of transferring files, it is also possible to use the electronic mail system for transporting files.  A standard called Multipurpose Internet Mail Extensions (MIME), which has emerged from the Internet simple mail transfer protocol (SMTP), permits various file types to be transferred as mail attachments.  All mail systems have limits on the size of files they can transfer; some are as few as 32 KB.

Current tools and methods assume that any encryption requirements are handled before and after file transfer.  Future implementations are expected to integrate encryption support.

5.3.6.10.1.1 Technology Policy

The de facto standards for file transfer are MIME and FTP.

5.3.6.10.1.2 Target Standards and Timeframe
Exhibit 5‑50: File Transfer
	Avoid
	Current
	2007/2008
	2009
	2010

	
	FTP 
(Agency exploring secure FTP)
	E
	IPsec compliant FTP
	E
	IPsec compliant FTP
	E
	IPsec compliant FTP


5.3.6.10.1.3 Target Standards Information

The SBA’s file transfer standards are adequate for its current environment.

5.3.6.10.2 Network File System (NFS)

Like FTP, NFS is a mechanism for sharing files over a network.  However, NFS has no security provisions and it is very difficult to implement it in a secure way.  NFS should not be used over the Internet.  Any use of NFS by the SBA should be confined to trusted private networks.  The Agency does not currently employ NFS.

5.3.6.10.3 Telnet and X-windows

Like NFS, X-windows are very difficult to secure over a non-trusted network.  The SBA should confine use of X-windows to trusted private networks.  Telnet can also be a problem if sensitive information is accessed during a Telnet session, which crosses the boundary between the SBA’s internal and external networks since the information could be intercepted and read.  No widespread use of Telnet or deployment of X-windows was identified.  The Agency has established a 3-tiered approach to application development, which consists of three distinct servers: development, test, and production.  Programmers at the SBA are using these terminal access technologies to reach development Web servers and UNIX database servers prior to testing and deployment.  

5.3.6.10.4 Internet Relay Chat (IRC)

IRC, defined by RFC1459, allows multiple, geographically dispersed users to participate in real-time text exchanges.  IRC is particularly effective in supporting high-speed communication of relatively short messages.  In recent years, IRC has enabled real-time worldwide communication during events such as the realignment of the former Soviet Union, the Gulf war, and several California earthquakes.  IRC is an application of text-based conferencing that can be used by the SBA to reduce the need for business travel.  The Agency is poised to implement this technology for small business information sharing and for internal business use.

5.3.6.10.5   News

The News network permits users to discuss topics by posting messages and reading articles from subject-specific libraries.  These libraries, which are maintained and replicated across the Internet by news servers, are made available to users through the Network News Transport Protocol (NNTP), specified in RFC 977.  Additional RFCs further specify the format of articles and messages. 

5.3.6.10.6   Electronic Commerce

Electronic commerce (EC) is the sharing of information by organizations, using a wide variety of information technologies, to speed the exchange of information, improve customer services, and reduce operating costs.  The rate and range of technological advances makes the list of information technologies somewhat infinite.  Electronic data interchange (EDI), electronic funds transfer (EFT), electronic mail (e-mail), electronic forms (e-forms), workflow, computer telephone integration (CTI), multimedia integration, smart cards, and the Internet and Intranet are just a few examples of available EC information technologies.

Electronic commerce is considered an integral part of evolving Federal Government architectures that support the exchange of information within the Federal Government and with the private sector.  Emphasis should be placed on the application of EC concepts when reengineering business processes, functional architectures, and integrated data environments.

An assessment of EC as it pertains to the SBA and an assessment the SBA utilization of EDI and EFT follows.  An assessment of the remaining EC information technologies used by the SBA is provided in Exhibit 5‑51 EC Technologies.
Exhibit 5‑51: EC Technologies

	EC Technology
	SBA Technology Architecture
Current Assessment Section

	E-mail
	5.3.6.9.1

	E-forms
	5.3.6.9.2

	Document Management
	5.3.6.9.3

	Workflow Management
	5.3.6.9.4

	Multimedia
	5.3.6.8.4

	Internet/Intranet
	5.3.6.10

	Computer Telephone Integration
	5.3.6.9.9

	Video, Audio-graphic, and Text Based Conferencing
	5.3.6.9.5


5.3.6.10.6.1 Electronic Data Interchange (EDI)

Electronic data interchange is the intra- and inter-organizational, computer-to-computer exchange of information, in a standard format without human intervention.  The idea behind EDI is to take what has been a manually prepared form, like a form from a business application or information, and translate that data into a standard electronic format, and then transmit it.  At the receiving end, the standard format is “un-translated” into a format that can be read by the recipient’s application.  Hence, output from one application becomes input to another through the computer-to-computer exchange of information.

The most commonly used EDI standard in North America is the ANSI Accredited Standards Committees (ASC) X12 standard, usually referred to as “X12.”  The American National Standards Institute (ANSI) is a coordinator and clearinghouse for national standards in all areas of trade and commerce.  ANSI charters Accredited Standards Committees to perform the actual standard development.  The X12 committee is charged with developing standards to facilitate electronic interchange.  The standard was developed by UN/EDIFACT, which stands for United Nations/EDI for Administration, Commerce, and Transport. While this is its official name; it is commonly referred to as EDIFACT.  The EDIFACT standard is used in many parts of the world today and is the predominant standard for international EDI.  A transaction set or message is a sequence of segments making up a business document or specific information. 

The initial benefits of EDI are cost reductions from eliminating paper document handling and faster electronic document transmission.  Other benefits include:

· Improvements in overall quality through better record keeping, fewer errors in data, reduced processing time, less reliance on human interpretation of data, and maximizing productive time.

· Better information for management decision-making.  EDI provides accurate information and audit trails of transactions, enabling businesses to identify areas offering the greatest potential for efficiency improvement or cost reduction. 

· Optimum benefits are achieved through reengineering business processes and utilizing EDI and other EC technologies as enablers

5.3.6.10.6.2 Electronic Funds Transfer (EFT)

EFT is the electronic transfer of value, meaning the debiting of one account and the crediting of another.  While EDI and EFT are closely related, they are not the same.  They both require similar types of technology, as well as similar implementation strategies.  They both require a high degree of trust and cooperation between trading partners and, they both offer the potential for significant savings and improved performance.

5.3.6.10.6.3 Technology Policy

Select tools that support current de facto standards and enable interoperability.

5.3.6.10.6.4 Target Standards and Timeframe
Exhibit 5‑52: EC, EDI, EFT
	Avoid
	Current
	2007/2008
	2009
	2010

	
	
	
	
	
	
	
	


5.3.6.10.6.5 Target Standards Information

Choose translation software that supports multiple industry standards.  Translation software should allow multiple standard transport agents including value added networks (VANs) and the Internet.  Any-to-any mapping capabilities are maturing and are a standard feature of translation software.  Choose an EDI message transport agent(s) supported by the industry and one that meets the authentication, integrity, and non-repudiation security requirements of the host company.  Choose Web EDI software that will integrate with and compliment EDI translation software while supporting multiple EDI messaging formats.

American National Standards Institute Accredited Standards Committee ( MACROBUTTON HtmlResAnchor EDI ANSI ASC X12
) is a standard format for EDI.  The standard is ANSI X12.  A transaction set often consists of what would usually be contained in a typical business document or form. 

United Nations EDI For Administration, Commerce and Transport ( MACROBUTTON HtmlResAnchor UN/EDIFACT
) comprises a set of internationally agreed upon standards, directories, and guidelines for the electronic interchange of structured data, particularly data that relates to trading goods and services between independent, computerized information systems.

eXtensible Markup Language/EDI ( MACROBUTTON HtmlResAnchor XML/EDI
) provides a standard framework/format to describe different types of data, so that the information can be searched, decoded, manipulated, and displayed consistently and correctly by implementing EDI dictionaries.  It will take the focus from transport-only to an entire business process focus that drives a transaction from start to finish.

Electronic Data Interchange Internet Integration ( MACROBUTTON HtmlResAnchor EDIINT
) is a group that focuses on defining the use of security and associated processes for exchanging EDI transactions in Multipurpose Internet Mail Extensions (MIME) in a manner that supports core, functional, and transport services requirements.

eCommerce System ( MACROBUTTON HtmlResAnchor eCo
) is a consortium that is creating an architectural framework for Internet commerce.  They are establishing an organization framework and an ongoing process for achieving broad industry consensus on interoperability and reuse issues critical to open digital markets.  eCo uses Common Business Language (CBL) so that applications can communicate using messages and objects analogous to those used in real commerce.

5.3.6.10.7 Enterprise Information Portals (EIP)

Enterprise Information Portals (EIP) are used to access large unstructured collections of documents across disparate data sources. Within EIP, the Information Mining Services can provide users with easy access to relevant information at a lower cost by automating many aspects of information extraction and analysis.

Information mining tasks typically include:

· Accessing disparate data sources -- documents can be imported from any EIP content server, any file systems, or from the Web (using the EIP Web Crawler for example). 

· Organizing data so it can be browsed and navigated 

· Evaluating and extracting documents based on the information found in the documents and stored as metadata. The advanced search operation combines a textual query with a category, thus restricting search to documents that belong to a certain category.

In general, portals let organizations combine dynamic real-time content with services and applications in a format that is personalized for each user. A good portal server should provide a number of key capabilities, including: 

Intuitive and customizable Web interfaces: Portals should offer easy-to-navigate interfaces that can be designed to match the look and feel of a business' existing applications. Behind the scenes, these interfaces should serve as the gateway for security and access control by the system administrator and for services such as searching. Portal interfaces can vary greatly in the amount of customization and flexibility they allow. 

Personalized content presentation: Because of portals' ability to leverage user-profile information to deliver personalized content, each user can gain a view of the business that is tailored to his or her role and access privileges. Employees may be able to access  Human Capital Management or workgroup information, while customers, partners, and suppliers can view purchasing, inventory, and project data. 

Security: Portals should integrate with Lightweight Directory Access Protocol (LDAP) directories and with policy-management applications, which let system administrators define user roles and access rights to securely deliver applications to the portal. While single sign-on is convenient for the user, a lack of centralized policy management may mean compromised security for back-end applications or services accessible through the portal. 

Application integration: The portal should leverage their back-office systems, such as enterprise resource planning and HR applications, as well as older, mainframe applications. 

Communication and collaboration: These capabilities include chat, E-mail, shared calendars, threaded discussions, version control, Web meetings, and resource assignment. 

Although their architectures may differ, the overall frameworks of portals built on portal servers are similar. Users interact with the system via Web browsers or other client interfaces. A Web server (usually either Microsoft Internet Information Server, iPlanet Enterprise Server, or Apache) receives incoming requests and caches content. The Web server communicates the request to a portal server, which coordinates security and content indexing and determines the routing required to assemble the finished page. 

To improve performance, most portal servers use caching approaches that store information locally, helping to reduce processing time and network traffic. Still, in most applications, some dynamically generated content must be refreshed “on the fly”. In these cases, the portal server communicates with a portlet-server component that provides the HTML blocks that make up a page. 

Portlet servers provide snippets of HTML, usually surrounded by an iFrame tag set, that make up a section of a portal Web page. Each portlet can provide information that is pulled from a different source. The back-end data sources can be inside or outside the firewall. 

Since the underlying protocol for moving this data across the network is usually HTTP, it is straightforward for network administrators to allow access through firewalls. Portlet servers can be located remotely and typically communicate to the central server via an API based on HTTP. Thus, portlet servers can be written in various languages and run on various platforms.

5.3.6.10.7.1 Technology Policy

Select tools that support current de facto standards and enable interoperability.

5.3.6.10.7.2 Target Standards and Timeframe
Exhibit 5‑53: Enterprise Information Portals
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Adobe ColdFusion (Blackstone)
	T
	Adobe ColdFusion Latest Version 
	T
	Adobe ColdFusion Latest Version
	T
	Adobe ColdFusion Latest Version

	
	Web Logic
	E
	Web Logic
	T
	Web Logic
	T
	Web Logic


5.3.6.10.7.3 Target Standards Information

· Java 2 Platform Enterprise Edition (J2EE) 1.2 certification 

· Java Connector Architecture (JCA) preview

· Enterprise JavaBeans (EJB) types and enhancements

· XML and Web Services support, including Simple Object Access Protocol (SOAP); Web Services Description Language (WSDL) and Universal Discovery Description and Integration (UDDI) protocols. 

5.3.7 Security Service Area

Appendix III to OMB Circular A-130 requires that all agencies implement and maintain a security program that provides “adequate security” for SBA information, processes, and systems.
  In addition, SBA security policy 90-47-1 spells out the minimum requirements all users must meet to satisfy SBA’s IT security standards. Adequate security is defined as security controls commensurate with the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of information.  As well, security controls for ensuring non-repudiation, and protecting against Denial of Service attacks.  Security controls may be physical, management, personnel, operational, or technical, supported by implementation of hardware and software security mechanisms.  

Technical security controls are implemented by security services in software and hardware.  The following paragraphs identify security services that may be used to protect SBA automated information system and applications.

5.3.7.1 Security Principles

The security principles define the context within which information security is attained. The goal is to maintain the privacy and integrity of all sensitive information owned or managed by SBA. Furthermore, if there is a breach in security, damage must be limited and recovery must be swift.  The principles are:
· Sensitive data owned or managed by SBA must be protected from inadvertent or wrongful disclosure and tampering.

· Electronic transmissions should be authenticated to guard against replayed messages and other types of impersonations.

· Cryptographic techniques should be used to provide non-repudiation so that users can be held accountable for important information or messages they create. Users can then be held responsible for any actions implied by messages that cannot be repudiated.

· Mechanisms will be used to ensure that all access to computer systems holding sensitive information is limited to authorized users. Access controls typically rely on users establishing their identity by producing privileged information (e.g., a password) or by producing a physical token (e.g., a Smart Card).

· Where appropriate, physical security mechanisms are used to achieve all or part of the above security requirements. For example, physical access to machines holding sensitive data might be enforced (in part) by restricting access to the premises.

· In addition to protection against malicious activity, information security must address loss of information resulting from natural disasters and human error. Disaster recovery and data backup must be addressed as part of the overall solution.

· Security system components and procedures should conform to industry standards. Such standards include cryptographic standards published by the U.S. Government and industry standards for World Wide Web (WWW) encryption.

· SBA must comply with all legal and regulatory obligations for safeguarding sensitive data owned or managed by SBA.

· Security is an ongoing concern. Policies must be continually reviewed and updated. User training and awareness must be continually reinforced and must also deal with employee turnover.

· Security concerns encompass all parts of any system that holds or relays sensitive data owned or managed by SBA. The security architecture should address all networks controlled by SBA. Any networks used by SBA but not controlled by SBA (e.g., the Internet) should be addressed in the security architecture through appropriate use of cryptography and firewalls. Security mechanisms should be implemented on all tiers of the client/server-computing model, but management of security policy must be centralized.

· Security mechanisms must not impede to an unacceptable degree the day-to​day operations of SBA. If on review it is discovered that users are not following proper security procedures, then the policy and architecture must be revised or users must be retrained.

· The level of security must match the degree of risk. The requirements for the security architecture, and therefore the development of the security architecture, will depend on a risk assessment for SBA. Therefore, security can be addressed only after a full risk assessment has been made.

· Contingency plans must be devised to address any security breaches that might occur. Such contingency plans address issues in the risk assessment. The goals of contingency plans are to limit damage, recover losses, and maintain business continuity.

5.3.7.2 Security Architecture

The SBA/CIO and IT Management should continue the development of the security architecture addressing each security requirement.  In addition to the requirements, the security architecture will provide capabilities to control and account for activities conducted within the SBA computer systems.  All systems must adhere to Congressional, OMB, NIST, GSA and Agency policies.  Each system must have it on management and technical audit trail system, back-up and recovery procedures, access control procedures, change control system, etc to track and report all system related activities.  

For each system, applicable security requirements should be identified, along with an indication of the degree of importance.  For example, for some systems, integrity, authenticity, and non-repudiation will be of the utmost importance while privacy is not required.  For other systems, integrity may only be a minor requirement because back-ups are available.  The security architecture should describe a solution, or set of security controls that provides (within acceptable risk) the desired security capabilities for all systems.  The selection and application of specific security services should be based on the operational concept of each SBA information system and take into account the system mission, legal and regulatory requirements, and sensitivity of the information processed by the system.  

SBA must maintain the privacy and integrity of sensitive information. There are legal and regulatory requirements for which SBA is responsible, but information security is also vital to the organization's mission. The geographically dispersed SBA locations, as well as the need to interact with other government agencies, makes it impossible to rely upon physical security for complete protection against loss or disclosure of sensitive information.

5.3.7.2.1 Management Policy

Encourage the use of standards in both system components and in procedures. Standards relevant to the development of a security architecture and security procedures include ISO 7498‑2 and CIS HP 1400‑05. Cryptographic modules should follow industry and Government standards (e.g., S SL, DES, SHA, DSS). Compliance with standards allows SBA to benefit from substantial analytical efforts that went into the development of those standards, as well as ensuring interoperability with other systems (e.g., other Government agencies). 

Management should verify that all systems have LAN security plans and that they are current. These security plans must comply with CIS HP 1400‑05 (dated June 1996). Procedures and policies for remote access to SBA computer systems should be reviewed frequently and carefully, as remote access is usually the point of greatest vulnerability. It is essential that management recognize that computer security is an ongoing concern. 

Management must ensure that procedures and protocols are in place for periodic review of system security. When appropriate, the system security policies and mechanisms will have to be updated to be consistent with changes to the threat model or changes in applications.

5.3.7.2.2 Technology Policy

SBA has a legal and regulatory obligation to protect the privacy of the information maintained by SBA.

SBA must determine the level of security required for each data set managed by SBA. Government classifications can be used for this purpose (e.g., "sensitive but unclassified," "classified"). Part of this determination will be a characterization of security requirements in terms of the following four basic security properties: privacy, integrity, authenticity, and non‑repudiation.

Appoint a steering committee to monitor and evaluate security procedures. If any procedures are found to be ineffective, the steering committee should make recommendations for corrective measures. Such corrective measures might include training programs to encourage better compliance by SBA employees. Where it is not practical to follow security procedures due to unreasonable constraints on the day‑to‑day operations of SBA, the security procedures must be revised to strike a balance between security and efficiency.

SBA must develop a risk assessment methodology. Automated tools are available to assist in this activity. Such an assessment will take into account past security incidents at SBA as well as citations and descriptions of security incidents in systems similar to the SBA system. The goal is to uncover potential incidents. By anticipating future threats, SBA can develop a security plan tailored to the organizations needs.

Because SBA will have connections to unsecured networks (e.g., the Internet) special measures must be taken to isolate sensitive data on machines controlled by SBA from unauthorized access.  Physical security should be installed to separate trusted networks from un-trusted networks.  All connections to un-trusted networks must be routed through the firewall.

A comprehensive plan for access control must be developed and kept updated. This includes physical access control mechanisms that limit access to real property where SBA houses computer systems holding sensitive data, as well as logical access control mechanisms that limit data that can be viewed and manipulated by legitimate users of the SBA computer networks. Special consideration must be given to access control for networks where physical security is light or nonexistent (e.g., remote access over the Internet). 

· Access control should be implemented at the level of access to networks and individual machines, as well as at the level of access to applications and individual data sets. SBA should develop an incident response plan. By anticipating possible breaches in security and developing contingency plans, SBA will be able to respond quickly to security incidents. The goal is to limit the damage caused by a breach in security and to recover losses in a timely fashion. 

· SBA should install virus control programs and procedures to help ensure data integrity and data availability. Virus control and routine monitoring of system activity are two aspects of intrusion detection. SBA should develop procedures for frequent backups of all critical data. This will reduce the risk of loss of important information due to malicious activity, accidents, or natural disasters. 

· Redundancy is an effective means for ensuring continuous service of critical system components. In contrast to backing up important data, data that is no longer needed should be destroyed to prevent accidental disclosure.

· Technical security controls are implemented by security services in software and hardware.  The following paragraphs identify security services that may be used to protect SBA automated information system and applications.

5.3.7.2.3 Industry Standards

Security services support secure distribution and integrity of information and protect the computing infrastructure from unauthorized access. Interoperability, as well as connectivity with external stakeholders, demands a functional, yet non-intrusive, secure architecture. Security needs to be designed into all architectural elements (operating systems, network, data interchange, and data management), balancing accessibility and ease-of-use with protection of data. The architecture, which focuses on open systems, requires that the security mechanisms put in place are based on accepted standards. 

· ANSI X9.55-1997 

· Public Key Cryptography for the Financial Services Industry; Extensions to Public Key Certificates and Certificate Revocation Lists 

· FIPS PUB 113 

· Computer Data Authentication 

· FIPS PUB 140-2 (Draft 11/99) 

· Security Requirements for Cryptographic Modules (Will supersede FIPS PUB 140-1) 

· FIPS PUB 171 

· Key Management Using ANSI X9.17 

· FIPS PUB 180-1 

· Secure Hash Standard 

· FIPS PUB 185 

· Escrowed Encryption Standard (EES) 

· FIPS PUB 186-2 

· Digital Signature Standard (DSS) (Updates FIPS PUB 180-1) 

· FIPS PUB 190 

· Guideline for the Use of Advanced Authentication Technology Alternatives 

· FIPS PUB 196 

· Entity Authentication Using Public Key Cryptography 

· FIPS PUB 46-3 (R 10/99) 

· Data Encryption Standard (DES) (Supercedes FIPS PUB 46-2 in its entirety) (Reaffirmed October 25, 1999) 

· FIPS PUB 74 

· Guidelines for Implementing and Using the NBS Encryption Standard 

· IETF RFC 1848 

· MIME Object Security Services (MOSS) 

· ISO/IEC 15408:1999 

· Common Criteria for Information Technology Security Evaluation (CC) Version 2.1 

· ISO/IEC 9796:1991 

· Digital Signature Scheme Giving Message Recovery 

· ISO/IEC 9796-2:1997 

· Digital Signature Scheme Giving Message Recovery, Part 2: Mechanism Using a Hash Function 

· Kerberos, DCE-SS 1.1 

· Kerberos Network Authentication Service (V5) Generic Security Service API (GSSAPI) 

· MISPC 

· Minimum Interoperability Specification for Public Key Infrastructure Components, Version 1 

· SSL 

· Secure Sockets Layer (SSL) (Replaces S-HTTP) 

· X.509 Version 3 

· The Directory: Authentication Framework 

5.3.7.3 Services

5.3.7.3.1 Identification and Authentication 

Identification is the means of providing the identity of a subject to the system, and authentication is the means of verifying the identity of a subject.  Typically, identification is performed by entering a name or userid, and authentication is performed by entering a password. This event and all user and system activity should be tracked/logged by the system.

The mechanism for authentication of a user generally depends on one or more of the following: something the user knows (a password or encryption key), something the user possesses (a key, token or magnetic security badge) or some physical characteristic (biometrics) of the user such as a fingerprint.  Authentication mechanisms employing tokens or biometrics provide a significantly higher level of security than USERID/password and are referred to as advanced or strong authentication mechanisms.  However, when sending information over remote network connections, particularly over public networks without security procedures, it is possible to impersonate users and other entities in a public network.  Clear text passwords constitute a vulnerability to the SBA’s systems. 

5.3.7.3.1.1  Technology Policy

Identification and authentication mechanisms must ensure that every authorized user of a system is identified and that no mechanisms exist to bypass identification and authentication.  All subsequent actions of the user must be properly attributed to that user.  In particular, user identification and authentication must be enforced for both login sessions established through connected devices, such as terminals or workstation keyboards, and through remote devices, such as network or dial-up connections.  This is required since the activity can be the actual end user as well as processes or programs executing on behalf of that user.

Authentication mechanisms must manage some form of data that authenticates each subject of the system. The usual form for a subject is the password, and systems must be shipped equipped to deal with password authentication.  Other authentication devices such as smart tokens, biometric devices (such as a fingerprint or retina image), a challenge/response method, or a one-time password list may also be used. 

All authentication and account data should be maintained in a way that always allows its association with the subject or object user during the login phase, and that cannot be by-passed when the system verifies the identity of the subject or object and initiates the session. 

No authentication data, even if encrypted, should be available to unauthorized users or objects.  Clear text passwords should never be stored on the system. 

System entry control mechanisms should display a legally meaningful notice (which might also include a welcome message or identifying message) to any potential subject of the system before or during the login proceedings.  The notice informs the subject that the system is security-aware.  Such a notice should contain legal warnings about use or misuse of the system.

The system entry control mechanism should provide the user with information about the user's system entry activities. 

It should also have a means, short of logging out, by which a subject can leave a terminal (or monitor) with assurance that no other person can make use of the subject's session. 

All users are required to report (via e-mail or phone call) to SBA’s IT Security Officials any and all questionable activities.

5.3.7.3.1.2 Target Standards and Timeframe

Exhibit 5‑54: Identification and Authentication
	Avoid
	Current
	2007/2008
	2009
	2010

	
	UNIX OS 

F-Secure SSH
	I
	F-Secure


	T
	Public Key, Certificate- based mechanisms
	T
	Public Key, Certificate- based mechanisms

	
	UNISYS 2200 Security Level 1 with TIP Access control
	L
	UNISYS 2200 Security Level 1 with TIP Access control 
	L
	UNISYS 2200 Security Level 1 with TIP Access control 
	L
	UNISYS 2200 Security Level 1 with TIP Access control 

	
	Windows 2000/ Windows 2006
	T
	Windows 2006 
	T
	Token-based systems
	T
	Token-based systems

	
	
	E
	Biometrics
	E
	Biometrics
	E
	Biometrics

	
	
	T
	Challenge/response mechanism
	T
	Challenge/response mechanism
	T
	Challenge/response mechanism

	
	
	T
	Smart Cards
	T
	Smart Cards
	T
	Smart Cards


5.3.7.3.1.3  Target Standards Information

Identification is the assignment of a name by which an entity can be referenced.  The entity may be high level (such as a user) or low level (such as a process or communication channel.) 

Authentication is the exchange of security information in order to verify the claimed identity of a communications partner.  In the context of security, it is used in particular to counter attempts to masquerade as an authorized subject or object in order to establish new connections or associations. 

Identification and authentication services provide: 

· Identification, accountability and audit of users and objects and their actions. 

· Authentication and account data.

· Protection of authentication data.

· Subject and object status information. 

· Password authentication mechanisms. 

· Trust that the proffered identity is correct.

· System entry control mechanisms.

· Warning to unauthorized users that the system is security-aware. 

· Authentication of users information, displayed on entry, about previous successful and unsuccessful login attempts. 

· User-initiated locking of a session preventing further access until the user has been re-authenticated. 

5.3.7.3.2 Audit and Accountability

Audit trails, or security logs, are used to deter and detect penetration of a computer system as well as to reveal usage that identifies misuse.  At the discretion of the auditor, audit trails may be limited to specific events or may encompass all the activities on a system.  Audit trails may be used both as support for regular system operations and as a kind of insurance policy.  As insurance, audit trails are maintained but are not used unless needed, such as after a system outage.  As a support for operations, audit trails are used to help system administrators ensure that the system or resources have not been harmed by hackers, insiders, or technical problems.  In conjunction with appropriate tools and procedures, audit trails can assist in detecting security violations, performance problems, and flaws in applications.  The audit trails have four important security objectives:

· Individual accountability.

· Reconstruction of events.

· Intrusion detection.

· Problem analysis.

5.3.7.3.2.1 Technology Policy

Use audit capabilities to enforce individual accountability (for all users, including privileged users, such as system administrators) and maintain an incorruptible audit trail of all accesses to objects the system protects.  Enable security audit capabilities to record any and all security-relevant events.  Generate and analyze audit records.  

5.3.7.3.2.2 Target Standards and Timeframe
Exhibit 5‑55: Audit and Accountability
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Unix OS


	L
	UNIX Audit Capability
	L

N
	UNIX Audit Capability

Audit Diagnostics Tools
	L

N
	UNIX Audit Capability

Audit Diagnostics Tools

	
	Sybase Enterprise Application Server, Designated Auditing implementation
	L
	Sybase Enterprise Application Server, Designated Auditing implementation
	L
	Sybase Enterprise Application Server, Designated Auditing implementation
	L
	Sybase Enterprise Application Server, Designated Auditing implementation

	
	Oracle Enterprise Server
	T
	Oracle Enterprise Server, Selected Auditing Implementation
	T
	Oracle Enterprise Server, Selected Auditing Implementation
	T
	Oracle Enterprise Server, Selected Auditing Implementation


5.3.7.3.2.3 Target Standards Information

Audit capabilities must provide the ability to record any and all security relevant events within a security domain.  It must also be capable of recording all relevant facts surrounding an event to include the identities of the subject and object, the event creation (such as opening and closing of files, program initiation), date and time of the event, type of event, and the success or failure of the event.  Audit records must be protected against modification, unauthorized access, or destruction, and must be able to be archived and analyzed.  

5.3.7.3.3 Network Security

The rapid growth of internetworking presents new challenges for routing, network accounting, administration, and security. As networks of autonomous organizations are interconnected, the traditional goals of routing are supplemented by a requirement that routing decisions be made in accordance with administrative policies. As SBA considers internetworking, isolate and protect network access from unauthorized use, while allowing the flow of authorized information between networked systems and end users.

Administrative domains govern network routing policies. An administrative domain is a set of resources, hosts, networks, and routers governed by a single administrative authority. An administrative domain can be a department, a set of departments in an Agency, an Agency, or a group of agencies, or corporations.

5.3.7.3.3.1 Management Policy

Provide control of all access points to external networks such as the Internet and SBA network resources and ensure that adequate security measures are enforced to protect network integrity through the direction of the OCIO. (Connections to external network and SBA private network resources are not permitted, unless explicit permission is granted by OCIO.)

5.3.7.3.3.2 Technology Policy

Use standards‑based protocols between routers and gateways to ensure interoperability and connectivity to other network domains, whether public or private. Keep administrative domains logically isolated and separated by default, even though they may share a common network backbone facility.

Control the exit and entry to the network by managing the access points.

Use standard, policy‑based routing protocols to control access between SBA LAN/WAN and other networks, as described in the following section. Design networks so that SBA traffic does not traverse other customer facilities. Access by Internet clients into the SBA private network resources must be user‑authenticated, resources‑authorized, and audit‑controlled using non-reusable password values through a firewall that physically separates the SBA private network resources from the public Internet. Gateways that authenticate public Internet access using IP addresses or TCP/IP port numbers only are not permitted for providing Internet client access to the SBA private network resources.

For SBA units that require public Internet access to servers that cannot be provided via the secure gateway, servers will be physically moved to the specified LAN segment provided for this purpose. These servers will have direct access to public Internet clients and servers, but will access SBA private network resources via the secure gateway.

5.3.7.3.4 Confidentiality, Integrity, and Non-Repudiation  

It is clear that for much of the information stored and routed on SBA computer networks and systems confidentiality and integrity are important requirements.  Many applications include the transmission of information the interception or alteration of which is potentially damaging to the Agency.  Such applications include remote terminal access, bulk transfer of data extracted from legacy systems and on-line database access. Further, as SBA moves towards e-business, as with the rest of the Government sector, data origin authentication and non-repudiation are also important requirements.

· Confidentiality ensures that information can be read only by authorized entities.

· Integrity ensures that data is unchanged from its source and has not been accidentally or maliciously altered.

· Data Origin Authentication provides proof of the source of data.  Data origin authentication can be addressed in terms of data and user authentication.  The data authentication objective is to authenticate the source of the data transmitted or stored.  The user authentication objective is to ensure that individual accountability can be established and maintained.  

· Non-repudiation ensures strong and substantial evidence is available to the sender of data that the data has been delivered (with the cooperation of the recipient).  Non-repudiation also provides proof of the sender’s identity to the recipient; proof that is sufficient to prevent either party from successfully denying having sent or received the data. This includes the ability of a third party to verify the integrity and origin of the data.

A Public Key Infrastructure (PKI) provides for both encryption and digital signature technologies and related administrative and management functions to provide for these required security services.   Within the PKI framework, encryption addresses the confidentiality requirements.  Encryption can be used to make a file private so that only authorized individuals can decrypt the file and read the information.  Digital signature addresses the integrity, authentication, and non-repudiation requirements. A digital signature is analogous to a handwritten signature in that a digital signature is bound to the signed object and can be used to assure a reader of the source of the information. In addition, a digital signature can ensure that any unauthorized changes to the data will be detected (i.e., data integrity) although it cannot identify what was changed.  

5.3.7.3.4.1 Technology Policy

Implement a PKI that meets Federal government standards and guidance, and uses commercial off-the-shelf products or commercial PKI services.  The PKI must support interoperability with Federal PKI initiatives.
5.3.7.3.4.2 Target Standards and Timeframe
Exhibit 5‑56: Confidentiality, Integrity and Non-Repudiation (PKI)
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Encryption
	I
	F-Secure SSH Server and Client  (Unix)
	I
	F-Secure SSH Server and Client  (Unix)
	I
	F-Secure SSH Server and Client  (Unix)

	
	
	L
	Private Key/DES
	L
	Private Key/DES
	L
	Private Key/DES

	
	
	T
	Public Key/RSA
	T
	Public Key/RSA
	T
	Public Key/RSA

	
	
	E
	PKI/Medium – High Assurance
	E
	PKI/Medium   High Assurance
	T
	PKI/Medium  High Assurance


5.3.7.3.4.3  Target Standards Information

DES was developed in the 1970s by the National Bureau of Standards to provide a standard method for protecting sensitive commercial and unclassified data.  With the help of the National Security Agency (NSA), DES officially became a federal standard in November 1976. 

Federal Government Public Key Infrastructure (PKI) Guidance -- the Government Information Technology Services (GITS) Board was established under Presidential Executive Order 13011 to promote the use of information technology within Federal agencies to improve services and reduce costs.  The Board established a government-wide committee, known as the Federal Public Key Infrastructure (PKI) Steering Committee to promote the development of a PKI as a fundamental building block for a broad spectrum of electronic commerce and government communications that protects the privacy of citizens and companies.  The committee published Access with Trust in September 1998 to present how the Federal government will promote and use a PKI to safeguard and protect electronic interactions internally (among Federal government employees and agencies) and externally (between the Federal government and its many trading partners – governments, businesses, and individuals).  The Steering Committee’s efforts also focus on standards to ensure interoperability among multiple Agency-specific solutions.  The PKI Steering Committee has adopted the following for the Federal PKI:

· Four certificate assurance levels – rudimentary, basic, medium, and high.

· Conformance with Internet Engineering Task Force standards.

· Use of commercial off-the-shelf (COTS) products.

· Interoperability through Federal bridge CA or direct Agency cross certification.

National Institute of Standards and Technology (NIST), Federal Information Processing Standards (FIPS) 140-2, Security Requirements for Cryptographic Modules, specifies the security requirements that are to be satisfied by a cryptographic module (product) utilized to protect unclassified information within computer and telecommunications systems.  The standard provides four increasing, qualitative levels of security, Level 1 to Level 4.  These levels provide for a varying degree of assurance for the capability and integrity of the cryptographic module and are intended to cover the wide range of potential applications and environments in which cryptographic modules may be employed.  While the standard does not provide guidance on specific assurance level for a particular environment or operation, the General Accounting Office (GAO) has recommended a minimum of Level 3 for the Certificate Authority component and Level 1 or Level 2 (depending on the associated risk) for the client (subscriber) component of a chosen solution.  

Other applicable standards include:

· X.509 version 3 certificates.

· Digital Signature Standard (FIPS 186).

· Secure Hash Standard (FIPS 180-1).

· Data Encryption Standard (FIPS 46-2).

· Lightweight Directory Access Protocol (LDAP).

· Directory Access Protocol (DAP).

· ANSI X9.17 random number generation.

· ANSI X9.31 digital signature using reversible public key cryptography.

· Triple-DES (ANSI X9.52).

· Message Authentication Codes (FIPS 113).

· CBC Mode of Operation (FIPS 81).

· Entity Authentication Using Public Key Cryptography (FIPS 196).

For wireless LAN the following standards currently apply:

· Challenge-Handshake Authentication Protocol (CHAP) and Password Authentication Protocol (PAP)—PAP is a two-stage process whereby an ID/password pair is repeatedly sent by the client to the host for verification; the sending of this pair continues until verification is received. CHAP involves three stages in which the client is sent a random token by the server, which is then encrypted with the user's password and sent back. The server checks recognition of the password, and if it is recognized, an acknowledgment is sent. If not, the connection is terminated. 

· Other user-authentication protocols—these include Kerberos and RADIUS. A RADIUS server stores security profiles on all the network users. The remote access server forwards information on the user trying to gain access to the network to the RADIUS server. The RADIUS server then checks the information against its security profile and provides access according to the restrictions allocated to that user. Security servers also deliver an audit trail to check on what users have done. 

5.3.7.3.5 Intrusion Prevention and Detection and Response

Effective intrusion management capabilities require prevention, detection, and response mechanisms.  

Vulnerability assessment tools (scanners) perform rigorous examinations of system configurations to identify known and potential security vulnerabilities.  Security vulnerabilities identified are errors in system software or configuration that could be exploited to perpetrate unauthorized system access or attack.  Proactive use of vulnerability assessment tools can identify security weaknesses that can be mitigated to prevent incidents.  

Intrusion detection systems (IDSs) detect and report on potential and known incidents.  Some IDSs provide for automated responses based on established security policy.  IDSs collect information from a variety of system and network sources, and then analyze the information for signs of intrusion (attacks coming from outside the organization) and misuse (attacks originating inside the organization).  Various types of intrusion detection systems (IDSs) go about their activity in different ways.

Host-based IDSs, for example, are used to secure critical network servers or other systems containing sensitive information.  In a typical implementation, agents are loaded on each protected asset. These agents make use of system resources -- disk space, RAM, CPU time -- to analyze operating system, application, and system audit trails. The collected information is compared to a set of rules to determine if a security incident has occurred. These agents are tailored to detect host-related activity and can track these types of events with a fine degree of granularity (for example, which user accessed which file at what time).

Host-based agents can be self-contained, sending alarm information to the local console, or remotely managed by a manager/collector that receives periodic updates and security data. A host-based implementation that includes a centralized management platform is easier to maintain. These systems are ideal if a limited number of critical systems need protection, and are complementary to network-based IDSs, but they do not scale well if an enterprise-wide solution is needed.

Many IDSs base their operations on analysis of Operating System audit trails. This data forms a footprint of system usage over time. It is a convenient source of data and is readily available on most systems. From these observations, the IDS will compute metrics about the system's overall state, and decide whether an intrusion is currently occurring.

An IDS may also perform its own system monitoring. It may keep aggregate statistics that give a system usage profile. These statistics can be derived from a variety of sources such as CPU usage, disk I/O, memory usage, activities by users, number of attempted logins, etc. These statistics must be continually updated to reflect the current system state. They are correlated with an internal model, which will allow the IDS to determine if a series of actions constitute a potential intrusion. This model may describe a set of intrusion scenarios or possibly encode the profile of a clean system. 

5.3.7.3.5.1 Technology Policy

Use vulnerabilities assessment tools to identify and correct security weaknesses and prevent potential intrusions.  

Use IDS to prevent, detect and respond (to the extent that the capability is provided) to potential intrusions.  

5.3.7.3.5.2 Target Standards and Timeframe
Exhibit 5‑57: Intrusion Prevention, Detection and Response 
	Avoid
	Current
	2007/2008
	2009
	2010

	
	CheckPoint Firewall NG with Application Intelligence-Alarms

Operating Systems Alarms

	L

	CheckPoint Firewall NG with Application Intelligence Alarms

Operating Systems Alarms
	L
	CheckPoint Firewall NG with Application Intelligence 
Alarms

Operating Systems Alarms
	L
	CheckPoint Firewall NG with Application Intelligence Alarms

Operating Systems Alarms

	
	Intrusion Detection Systems (IDS) ISS Real Secure
	L
	ISS Real Secure


	L
	ISS Real Secure

	L
	ISS Real Secure



	
	McAfee® Foundstone® Enterprise Vulnerability Scanner
	L
	McAfee® Foundstone® Enterprise Vulnerability Scanner
	L
	McAfee® Foundstone® Enterprise Vulnerability Scanner
	L
	McAfee® Foundstone® Enterprise Vulnerability Scanner

	
	McAfee VirusScan Enterprise
	
	McAfee VirusScan Enterprise
	
	McAfee VirusScan Enterprise
	
	McAfee VirusScan Enterprise


5.3.7.3.5.3 Target Standards Information

The IDS must be capable of the following:

· It must run continually without human supervision. The system must be reliable enough to allow it to run in the background of the system being observed. However, it should not be a "black box". That is, its internal workings should be examinable from outside. 

· It must be fault tolerant in the sense that it must survive a system crash and not have its knowledge base rebuilt at restart. 

· It must be tamper proof and resist subversion. The system is able to monitor itself to ensure that it has not been subverted. 

· It must impose minimal overhead on the system. A system that places significant burden on system performance will not be workable.

· It must be easily tailored to the system in question. Every system has a different usage pattern, and the defense mechanism should adapt easily to these patterns. 

· It must be able to identify deviations from normal behavior. 

· It must cope with changing system behavior over time as new applications are being added. The system profile will change over time, and the IDS must be able to adapt. 

· It must be difficult to fool (robust).  This deals with the type of errors likely to occur in the system, which can be categorized as either false positive, false negative, or subversion errors. 

A false positive occurs when the system classifies an action as a possible intrusion when it is a legitimate action. A false negative occurs when an actual intrusive action has occurred but the system allows it to pass as non-intrusive behavior. A subversion error occurs when an intruder modifies the operation of the intrusion detector to force false negatives to occur.

False positive errors will lead users of the IDS to ignore its output, as it will classify legitimate actions as intrusions. The occurrences of this type of error should be minimized (it may not be possible to completely eliminate them) so as to provide useful information to the operators. If too many false positives are generated, the operators will come to ignore the output of the system over time, which may lead to an actual intrusion being detected but ignored by the users.

A false negative error occurs when an action proceeds even though it is an intrusion. False negative errors are more serious than false positive errors because they give a misleading sense of security. By allowing all actions to proceed, a suspicious action will not be brought to the attention of the operator. The intrusion detection system is now a liability as the security of the system is less than it was before the intrusion detector was installed.

Subversion errors are more complex and tie in with false negative errors. An intruder could use knowledge about the internals of an intrusion detection system to alter its operation, possibly allowing anomalous behavior to proceed. The intruder could then violate the system's operational security constraints. A human operator examining the logs from the intrusion detector may discover this, but it would appear that the intrusion detection system still seems to be working correctly.

Another form of subversion error is fooling the system over time. As the detection system is observing behavior on the system over time, it may be possible to carry out operations each of which when taken individually pose no threat, but taken as an aggregate form a threat to system integrity. How would this happen? As mentioned previously, the detection system is continually updating its notion of normal system usage. As time goes by, a change in system usage patterns is expected, and the detection system must cope with this. But if an intruder could perform actions over time which were just slightly outside of normal system usage, then it is possible that the actions could be accepted as legitimate where as they really form part of an intrusion attempt. The detection system would have come to accept each of the individual actions as slightly suspicious, but not a threat to the system. What it would not realize is that the combination of these actions would form a serious threat to the system.

IDSs are emerging and limited commercial products exist.  Present products have a number of limitations:  they lack the trustworthiness provided by extensive testing or formal methods, while also requiring potential users to be experts. They are monolithic, possessing a single point of failure, requiring significant memory resources, and being limited and inflexible in the solutions they provide. They typically have high rates of false alarms.

The products identified are presently implemented in the Government sector and the industry.  Their use by SBA is consistent with Government and industry norms.

5.3.7.3.6 Denial of Service Attacks Protection

Denial of Service Attacks is on the rise and while current attacks are targeted at commercial entities, Federal government and SBA systems should not be dismissed as potential targets.  

Three common forms of network Denial of Service attacks are service overloading (tying up a server, CPU cycles, or resources), message flooding, and signal grounding. It is important for SBA to protect against Denial of Service attacks without denying access to legitimate users. 

Multi-user, multi-tasking operating systems are subject to Denial of Service attacks where one user can render the system unusable for legitimate users by “hogging” a resource or damaging or destroying resources so that they cannot be used. Denial of Service attacks may be caused deliberately or accidentally. 

At the present time, there are no effective technology means of preventing Denial of Service attacks.  However, some attacks can be countered by installing upgrades, patches, and fixes to the network operating system.  Firewalls and border routers can be configured to deny some attacks.  Intrusion detection systems (IDSs) can also detect and stop some DoS attacks.  

The industry is looking to develop capabilities such as self-repair systems that would be able to identify computers bombarding a Web site with packets of information and either stop the packets or limit those computers to a “fair share” of traffic, or smart routers that add information packets that make it easier to detect malicious patterns of use and to track the attacks to their source.

5.3.7.3.6.1  Technology Policy

All platforms must have current patches/fixes installed.  Explore implementation of IDSs and emerging technologies. 

5.3.7.3.6.2  Target Standards and Timeframe
Exhibit 5‑58: Denial of Service Attacks Prevention
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Operating System Patches and Fixes

	I

	Operating System Patches and Fixes
	L

	Operating System Patches and Fixes
	L

	Operating System Patches and Fixes

	
	CheckPoint Firewall-NG
	L


	CheckPoint Firewall NG 
	L


	CheckPoint Firewall NG 
	L


	CheckPoint Firewall NG 

	
	Border Router (Cisco)
	L

	Border Router (Cisco)
	L

	Border Router (Cisco)
	L

	Border Router (Cisco)

	
	Intrusion Detection Systems (IDS) ISS Real Secure
	L
	IDS ISS Real Secure
	L

	DS ISS Real Secure
	L

	DS ISS Real Secure


5.3.7.3.6.3 Target Standards Information

No standards exist presently.  They will be developed and established as smart routers and self-repair systems become available. 

5.3.7.3.7 Virus Prevention 

Many forms of computer information can contain harmful content including viruses, macro viruses, and Trojan horse programs.  These "malicious programs" can be transmitted across a network in a number of ways, including Simple Mail Transport Protocol (SMTP) email attachments, FTP file downloads, and Java applets.  Incoming data should be checked for harmful content at the public Internet work boundary.  Passive virus protection should be present throughout the SBA network environment.  Numerous commercial products exist to provide this type of support in a variety of network environments.  Products chosen for the SBA should provide protection against the widest possible array of viruses, and should be compatible with the planned SBA LAN architectures.

5.3.7.3.7.1 Technology Policy

All platforms must have current anti-virus software installed and active to scan memory, boot sectors, and files.  Multi-layered anti-virus protection may require a combination of several suppliers’ anti-virus software products to provide integrated protection across multi-platforms.

5.3.7.3.7.2 Target Standards and Timeframe
Exhibit 5‑59: Virus Prevention
	Avoid
	Current
	2007/2008
	2009
	2010

	
	McAfee VirusScan Enterprise
	L
	McAfee VirusScan Enterprise
	L
	McAfee VirusScan Enterprise
	L
	McAfee VirusScan Enterprise


5.3.7.3.7.3  Target Standards Information

McAfee anti-virus software is a de facto industry standard by virtue of its installed base.  Its use by SBA is consistent with industry norms.

5.3.7.4 Access Control 

Access control to the network domain/environment, host, applications, and data is controlled by a combination of physical and logical access.  Logical access control mechanisms permit access to a network environment (e.g., Internet, Extranet, or Intranet), a host (e.g., server), an application, or a file only after the subject, or client (such as a user, machine, or an application), positively established its identity and authentication.  Typically, there are several layers of access control (e.g., physical control for access to the system, authorization for access to an account, and access control lists for access to individual applications and databases).  In the n-tier client/server-computing environment, access control should be performed at every tier.

Access authorization should be based in part, upon the roles and functions users perform within the SBA or within the application.  The user profile can be modified with these requirements. These profiles contain sufficient information to determine which network environment(s), host(s), applications(s) and file(s) each user is permitted to access.  Access control lists (authorization lists) can be lists of individual entities or descriptions of profiles.

5.3.7.4.1 Management Policy

· Users should change their passwords on a regular basis.  If physical tokens are used, users must be advised of proper procedures for the safekeeping of these tokens.  Access control is one aspect of security that requires the direct participation and cooperation of users.  Management must ensure that users are aware of their responsibilities and that the security mechanisms do not impose unreasonable constraints on user activities.

· Access to applications and machines should be confined to the proper user interfaces. There should be no "back‑door" access features. Firewalls should be installed to channel all network traffic through closely managed communication links and those links should be filtered for suspicious activity.

5.3.7.4.2 Technology Policy

· Access control should be implemented at multiple levels: at the level of machine access, account access, and application access. However, once a user has established his identity, the authorization process does not require user participation. There should be a single sign‑on procedure.

· At the desktop workstation, the standard USERID and password service provided by the file/print/application server operating system is used to provide identification and authentication.

· Internet transaction applications will be protected by strong authentication based on the Secure Socket Layer (SSL) protocol 128 bit Digital Encryption Standard (DES).

· Use Sybase security. The Sybase environment is protected by a locally developed login and password regime at the application level.

· For enterprise hosts/servers, the standard USERID and password service from the platform operating system is used to provide identification and authentication.

5.3.7.4.3  Perimeter Security

Perimeter security focuses on protecting and controlling access to the network (Web) environments through which access to a host, an application, a file, or data (e.g., a web page) is obtained.  These environments generally include one that is open to the public (Internet), one limited to SBA internal organizations and business partners (Extranet), and one restricted to SBA internal organizations only (Intranet).

Firewalls are devices that enforce a boundary between two or more networks or Web environments.  The best definition of a firewall comes from Marcus Ranum, creator of the Trusted Information System Firewall Toolkit.  Ranum defines a firewall as “the implementation of your Internet security policy.  If you haven’t got a security policy, you haven’t got a firewall.”

There are basically two types of firewall policies: deny any service (or packet) not explicitly permitted, or permit any service (or packet) not explicitly denied.

In general, the various firewall security mechanisms address themselves to specific layers in the OSI 7-level network model.  Several mechanisms can be combined into a comprehensive firewall system, but the mechanisms should be chosen and coordinated so that they do not interfere with each other. 

5.3.7.4.3.1 Technology Policy

Access to all data networking facilities shared by multiple clients, regardless of communications protocol, architecture, or topology, must be controlled using a secure interface that identifies and authenticates each network user before granting access.  Use a packet filter or, preferably, a stateful packet filter firewall between two intranets where neither intranet has connections to the public Internet.  Use an authentication, application-level gateway between two intranets when one or both intranets have a connection to the public Internet or between an intranet and the public Internet when inbound sessions are blocked.  An authentication, application-level gateway with strong data encryption is required between an intranet and the public Internet when inbound sessions are permitted.

5.3.7.4.3.2 Target Standards and Timeframe
Exhibit 5‑60: WEB Access Control
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Check Point FireWall-1
	L
	Check Point-NG Firewall-1
	L
	Check Point-NG Firewall-1 
	E
	A firewall with improved capabilities


5.3.7.4.3.3 Target Standards Information

Checkpoint Firewall-1 is a de facto industry standard by virtue of its installed base.  Its use by SBA is consistent with industry norms.

5.3.7.4.4 Remote Access Security

Remote clients have two methods of accessing local enterprise network resources: over the Public Switched Telephone Network (PSTN) or by “tunneling” through the Internet.  Although tunneling will be used increasingly over time, access over the PSTN is the dominant connection method today worldwide.

Early remote access was based on simple utilities that allow remote users to dial into a modem connected with a desktop PC to communicate across the telephone network.  This is referred to as “Remote Control” because the remote user takes control of a PC attached to the LAN.  Remote control is adequate for applications where an executive with a portable computer takes control of his desktop machine, but the solution does not scale well to support multiple users since each remote user requires a dedicated phone line and dedicated desktop computer on the LAN.  Remote Control is also expensive, since a constant connection is required for the remote PC to control the desktop PC.

Most users now use “Remote Node” instead of Remote Control because it allows the remote PC to dial into a central server and operate exactly as if it were directly attached to the LAN.  Network protocols are transferred transparently across the connection, allowing security, and authentication.  Once connected, the remote client can download and upload files to reduce bandwidth charges by working off-line.  Remote Node applications scale well, since the connection is largely transparent to the user and multiple calls can be consolidated onto a single ISDN and/or modem server for LAN access.

There are three basic Remote Node client transports.  The Serial Line Interface Protocol (SLIP) has been around in the UNIX world for years and is still a viable way to make a Remote Node connection, but it only supports TCP/IP as the upper layer protocol.  Proprietary transport protocols are the second way to facilitate remote node connections.  They generally will carry multiple upper-layer protocols such as IP and IPX.  They do not however, allow clients to inter-operate with different vendor’s Remote Node servers.  The third transport is the Point-to-Point Protocol (PPP), which is standards-based and supports multiple upper-layer protocols.  Most PPP implementations support standards-based upper-layer protocols called control protocols.  If a vendor’s PPP client supports standard control protocols like IPCP or IPXCP, the client will inter-operate with any vendor’s Remote Node server that also supports standards-based PPP.  It should be noted that a few remote node servers on the market support PPP but may not support the standardized control protocols.  This prevents interoperability with third-party servers that implement standards-based PPP.

5.3.7.4.4.1 Technology Policy

Remote access to all SBA systems must be controlled using communication servers that identify and authenticate each remote user before granting access.  UNIX-based computers requiring user login access must have authentication software that provides encryption from the User’s terminal to the UNIX host (e.g., secure shell) 

Migrate to outsourcing Remote Access connectivity to a reputable nationwide ISP (Sprint).  Work with the ISP to establish point-to-point tunneling protocol (PPTP) session(s) to SBA.  

5.3.7.4.4.2 Target Standards and Timeframe
Exhibit 5‑61: Remote Access Security
	Avoid
	Current
	2007/2008
	2009
	2010

	
	Cisco AS5100/5200 (IOS 11.01) (server)
	L
	VPN

PPTP
	L
	VPN

PPTP
	L
	VPN

PPTP

	
	Windows 2000 (client)
	L
	VPN

PPTP
	L
	VPN

PPTP
	L
	VPN

PPTP

	
	Secure Shell
	E
	VPN

PPTP
	T
	VPN

PPTP
	T
	VPN

PPTP


5.3.7.4.4.3 Target Standards Information

Four major protocols for VPNs have emerged: 

· PPTP (Point-to-Point Tunneling Protocol) - one of the first protocols deployed for Internet-based VPNs and among the most popular VPN solutions.  Microsoft includes support for PPTP in Routing and Remote Access Server for Microsoft 2000 Server and offers a PPTP client in a service pack for Windows 2000.

· L2TP (Layer 2 Tunneling Protocol) - like PPTP, L2TP uses PPP to provide dial-up access that can be tunneled through the Internet to a site. However, L2TP defines its own tunneling protocol. Work is continuing to define L2TP transport over a variety of “packetized” media such as X.25, frame relay, and ATM, which will improve its versatility. 

· Internet Protocol Security (IPsec) - IPsec is actually a collection of multiple related protocols. It can be used as a complete VPN protocol solution, or simply as the encryption scheme within L2TP or PPTP. IPsec exists at the network layer (layer three) in OSI. IPsec extends standard IP for the purpose of supporting more secure Internet-based services (including, but not limited to, VPNs). IPsec specifically protects against "man in the middle attacks" by hiding IP addresses that would otherwise appear on the wire. 

· SOCKS Network Security Protocol - The SOCKS system provides a unique alternative to other protocols for VPNs. SOCKS functions at the session layer (layer five) in OSI, compared to all of the other VPN protocols that work at layer two or three. This implementation offers advantages and disadvantages over the other protocol choices. Functioning at this higher level, SOCKS allows administrators to limit VPN traffic to certain applications. To use SOCKS, however, administrators must configure SOCKS proxy servers within the client environments as well as SOCKS software on the clients themselves.

5.3.7.4.5 Host (Server) Security

Host (server) security services contribute to the control and protection of resources (applications, files, and data) on the host in accordance with applicable SBA information system security policies.  The provision of host security services includes the following:

· Host security policy management,

· Host security services management and administration, and

· Host security mechanism management.

5.3.7.4.5.1 Technology Policy

Access control mechanisms must manage and control access of users to host (server) objects and assure that the objects are protected.

Access control mechanisms must manage who should grant access to objects and to whom access may be granted.  Only an authorized user can grant access to an object.

5.3.7.4.5.2 Target Standards and Timeframe
Exhibit 5‑62: Access Control
	Avoid
	Current
	2007/2008
	2009
	2010

	
	SUN - UNIX
	L
	UNIX
	L
	UNIX
	L
	UNIX

	
	DBMS
	T
	Role-based mechanisms
	T
	Role-based mechanisms
	T
	Role-based mechanisms


5.3.7.4.5.3 Target Standards Information

Access to host objects (such as files, directories, devices) is based on the identity of individuals or defined groups of individuals, to protect objects from unauthorized access and to limit propagation of access rights.

5.3.7.4.6 Database Security 

Database management systems (DBMS) security services contribute to the protection of information, data, and resources in open systems in accordance with applicable SBA information system security policies.  The provision of DBMS security services includes the following activities:

· Data security policy management:;
· Data security service management;
· Data security mechanism management; and

· Data security mechanism support management.
5.3.7.4.6.1 Management Policy

SBA must formulate and monitor Database security SOPs and establish requirements for user access controls, backup, audit, and secure communications.

5.3.7.4.6.2 Technology Policy

SBA security standard operating procedures (SOPs) establish requirements for user access controls, back-up, audit, and secure communications.  

5.3.7.4.6.3 Target Standards and Timeframe
Exhibit 5‑63: Database Security
	Avoid
	Current
	2007/2008
	2009
	2010

	
	UNISYS DMS
	L
	UNISYS DMS
	L
	UNISYS DMS
	L
	UNISYS DMS

	
	Sybase RDMS
	L
	DBMS
	L
	DBMS
	L
	DBMS

	
	Oracle
	T
	DBMS
	T
	DBMS
	T
	DBMS

	
	DB Artisan for Sybase
	T
	DB Artisan for Sybase/Oracle
	T
	DB Artisan for Sybase/Oracle
	T
	DB Artisan for Sybase/Oracle

	
	SBA Sybase Security System
	L
	SBA Sybase Security System
	T
	TBD
	
	


5.3.7.4.6.4 Target Standards Information

The SBA uses the Unisys Fundamental Security level to provide identification and authentication (user ID and password) within the mainframe environment.  This security level does not provide the appropriate level of access control for resources on the SBA mainframe.  Once a user has successfully logged in on the mainframe environment, he or she has uncontrolled access to all high-level objects which include sub-systems, applications, programs (source and executables), and data files.  This includes open access to any of the data stored on the mainframe tier.  This level of security is not sufficient for any degree of data protection.  It is possible for a user to access a data record using a utility program and make changes to that record without leaving an audit trail.  The SBA should consider increasing security protection to at least the UNISYS Standard Level-1.  UNISYS Standard Level-1 security will provide an audit trail for all system logon attempts (successful and unsuccessful) and will also provide for more granular control of access (or denial of access) to system resources such as files, programs, peripherals/devices, utilities. 

All of the SBA mainframe applications implement another layer of security to authenticate and authorize user access to application functions and Agency data through Transaction Interface Processor System (TIPS).  TIPS controls user interface but does not have demand access.  Mainframe users are categorized based upon those needing OS access (e.g., developers, system maintenance staff) and those that need application access.  TIPS is used to control application access by the latter.  For example, field offices can update only the records associated with their region, and in some query applications, they can see only records associated with their region. 

Sun’s Pluggable Authentication Module (PAM) framework, multiple authentication technologies can be added without changing any of the login services, thereby preserving existing system environments. PAM can be used to integrate login services with different authentication technologies, such as RSA, DCE, Kerberos, S/Key, and smart card based authentication systems. Thus, PAM enables networked machines to exist peacefully in a heterogeneous environment, where multiple security mechanisms are in place.

PAM is integrated into the Solaris( 2.6 release.  PAM is also available on other flavors of UNIX, including the CDE vendors.

5.3.8 Systems Management Service Area

The term systems management refers to information technology activities that do not relate to application execution or development.  It includes everything from the daily operations, management, and service of an information system, to long range planning for future business needs. Systems management includes such tasks as the following.

· Defining, resolving and managing problems;
· Operating networks and multi-vendor systems;
· Distributing and managing software and data;
· Controlling operations; 

· Planning and managing performance; 

· Administering security; 

· Responding to user questions and issues;
· Maintaining asset information; and 

· Planning for the future capacity of systems. 

Systems management comprises the processes, procedures, tools, and techniques that are implemented through personnel and automation to ensure the cost-effective operation of information systems.  The procedures and tools ensure proper planning, configuration, and problem handling of IT resources.

Help desk, configuration management, operations, inventory management, and infrastructure management all fall within the scope of systems management. The scope of systems management includes support for services delivered across the entire enterprise infrastructure. This increased scope reflects the need to manage activities that cross technology domains and organizational boundaries, as well the need to match perceptions of end users with the status and capabilities of delivery systems.

5.3.8.1 Management Policy

Systems management will support both manager/agent and object‑oriented structures of management. The manager/agent structure represents a traditional approach of establishing resource control agents throughout the infrastructure. These agents interact with consolidated, hierarchical monitor and control facilities called managers.

The object‑oriented structure is an emerging technology in which all resources, services, and management applications appear as objects and interact as peers. Using object orientation, differences among the various technical elements may be abstracted so that information and control appear to be the same. For example, a common command might be issued to query the status of a device. If that query was sent to an object representing the device, the object could internally perform the device‑dependent query and translate the result into a commonly understood status. 

The OCIO will develop policies and procedures for Systems Management functions. The policies will support the "release management' 'concept, in which major and maintenance releases are appropriately scheduled and controlled "patch" releases occur on an "as needed" basis.

· SBA systems management will use a consistent framework and set of services representing a single support mechanism for SBA end users.

· Users will be involved in determining release management policies.

5.3.8.2 Technology Policy

In designing an architecture for SBA Systems Management (SMS), a number of key requirements must be considered. To provide effective support for the productive use of information technology, the SBA systems management system must enable the following:

· Cost‑effective Implementation and Operation ‑ Cost‑effectiveness encompasses a broad scope of components and issues including software and hardware, networking, implementation, administration, and operation of these environments. One element critical to the overall cost‑effectiveness of a distributed computing solution is automation.

· Diverse and Scalable Implementations ‑The architecture must be robust enough to support multiple implementation scenarios. This should not only be in terms of the technology (Le, legacy systems and client/servers) and components used to construct these solutions, but also in the management models and processes adopted by SBA organizations to operate and manage these solutions. The management function must be equally broad inns support and use distributed computing concepts if it is to support a wide variety of distributed applications. The systems management structure must be highly scaleable if it is to be used pervasively in distributed environments.

· Ease of Use and Integration ‑ This requirement encompasses many areas: from a common look and feel across all SBA IT platforms and applications to functions such as single sign‑on. While these requirements may be simple in isolation, in the context of a distributed multi‑vendor network, they become increasingly complex.

· Protection of Investment - The majority of SBA information technology projects have as their starting point an existing computing environment. As with new applications, new systems management solutions will generally have to coexist with existing solutions and ideally they will enhance the current environment.

· Future Technologies and Standards ‑ As the SBA computing environments evolve to incorporate new concepts, trends, standards, and technologies, a systems management model must incorporate sufficient "vision" to be able to encompass and exploit changes. Some examples of these emerging technologies include mobile computing, virtual LANs, LAN switches, Internet connections, and advances in storage and print technologies.

5.3.8.3 Help Desk 

The user interface function collects requirements from and coordinates with the users of services.  User requirements include change requests, requests for additional service, requests for new services, and problem requests.  The user help-desk interface function tracks requests and problems until resolution is achieved and then provides feedback to the users.

5.3.8.3.1 Management Policies

Confirm that low priority primitive functions do not require substantial infrastructure resources; similarly, special infrastructure services are identified only if required by at least one high priority primitive function.

Standard procedures must be developed for implementing hardware and software upgrades.

Policies and procedures must be implemented to ensure standardization of workstation configuration and initialization files.

5.3.8.3.2 Technology Policy

Select a systems management customer interface function that integrates into the SBA environment with minimal impact.

A technology refreshment policy must be developed and implemented that will ensure a consistent workstation environment.

5.3.8.4 Configuration Management (CM)

Configuration management is concerned with maintaining, adding, and updating the relationships among components and the status of components themselves during system/network operation.  The ultimate end user service is provided by the configuration of the various system and network components into an integrated and cohesive function.

Configuration management includes the automatic capture and storage of program component relationships, and maintenance of the history of those relationships and transformations.  It is becoming increasingly difficult to maintain, control, and manage software.  Software is becoming more complex and pervasive in the delivery of IT services to users.  For those reasons, software configuration management (SCM) has become a major component of the total software maturity process.  SCM addresses all aspects of configuration management by managing software and its changes with complete security, integrity, and audit capability for the life of the software.

Any processes and/or functions that impact SBA software applications or business applications impact SBA. For that reason it is imperative that the need for SCM be driven by what is currently happening in the SBA IT environment. SCM provides SBA with centralized control for all actions affecting software, applications development, software distribution, and the overall software life cycle. Rapid technology advancements, software development, and execution on emerging platforms in a distributed computing environment are the driving forces behind the need for SCM at SBA.

The shift from mainframe processing to distributed processing, plus the increasing complexity and volumes of data, make SCM a viable and strategic configuration management tool for SBA. Many of SBA's day‑to‑day business challenges such as inventory identification, control, security and audit capability will be addressed by SCM. With the growing amount of development activity, the manual processes for configuration management will no longer make good business sense nor will they be an effective means of configuration control for SBA.

A complete SCM implementation can provide SBA with the following functionality.

· All inventory is managed.

· Inherent relationships between inventory elements are maintained.

· All inventory actions are secured by user, function, inventory, and time.

· All inventory actions are full tracked to provide audit trails.

· All processes used to transform inventory are managed as inventory.

· All inventories migrate through a predefined software development life cycle.

· Notification is provided to individuals "subscribing" to certain events occurring for specific inventory.

· Distribution of software across heterogeneous platforms is supported. 

· Decreased development costs by promoting reuse, reducing rework and improving time to production.

5.3.8.4.1 Management Policies

· Avoid the tendency for SCM to conflict with rapid application development (RAD). In the long run, proper SCM is vital to achieving a mature software development process, which in turn is vital to making SBA systems adaptive and realizing return on investment.

· Confirm that low priority primitive functions do not require substantial infrastructure resources; similarly, special infrastructure services are identified only if required by at least one high priority primitive function.

· Standard procedures must be developed for implementing hardware and software upgrades.

· Policies and procedures must be implemented to ensure standardization of workstation configuration and initialization files.

5.3.8.4.2 Technology Policy

· Select the smallest set of SCM tools and procedures that work with all ICASE, 4GL and 3GL development tools used, and in all development environments.

· Use cross‑platform development methods to leverage SCM tools.

· If possible, choose SCM tools whose models of the software development process are comparable in order to facilitate heterogeneous system development.

5.3.8.4.2.1 Electronic Software Distribution (ESD)

Electronic Software Distribution (ESD) is the automated distribution, logging, tracking, and synchronization of software and database changes into a production environment. The component inventory used to manage hardware and software assets must support distribution. Software may be distributed to individual sites or to all SBA business units.

If a problem is detected during the installation process, the ESD service must be able to rollback software changes including any changes to configuration files. The SBA ESD must support both "push" and "pull" methods. The SBA ESD must also provide distribution reports and integrate with the configuration management service.

The purpose of software distribution is to transport software from a centrally controlled software repository to distributed systems within a network. While software distribution follows the manager‑agent paradigm, its structure more closely resembles the client/server model for resource managers. Software distribution is a distributed resource manager with these components:

A software library server provides resources consist of software components stored in a library. The software library server does the following:

· Maintains the integrity of the software components; this includes maintaining multiple versions of the software components if necessary.

· Accepts requests from software distribution client software components.

· Schedules, executes, and tracks the progress of software distribution requests.

· Distributes software components to software distribution servers.

· Software distribution servers that handle the receipt and installation of software components. There is one software distribution server instance per system.

· The software distribution server is referred to as an agent in the systems management component structure.

· A software distribution client that provides a user interface and APIs for requesting software components.

5.3.8.4.2.2 Version Control

A software version control system (VCS) controls the software configuration management process in a distributed heterogeneous environment. The VCS helps manage the development and maintenance activities, reduce bugs, meet budgets and deadlines, pass audits, and increase the productivity of managers and programmers. VCS provides a well-integrated solution addressing issues such as technical documentation, impact analysis, version control, software distribution, problem tracking, and others. Adequate documentation is the backbone of any successful business system.

However, there is a gap between the desired standard of technical documentation and the level of documentation actually achieved. Writing and maintaining up‑to‑date documentation is relegated to "when we have the time".  Therefore, technical documentation never appears at all, or ages considerably from the date it is released.

VCS allows users to track all software development and maintenance activities taking place on the network.  Implementation of the VCS allows for the following:

· Eliminates conflicting software changes by multiple programmers.

· Allows parallel development merging and branching functionality.

· Creates a controlled method for checking out files from a source library.

· Promotes new versions into quality control and production locations.

A VCS implemented for SBA can be designed to automatically keep the documentation up‑to‑date regardless of the complexity and frequency of program changes. The SBA VCS can also become the vehicle that organizes technical documentation into a centrally located repository, describing programs and their components.

The SBA VCS can support all programming languages and can be a powerfully in making the most effective use of existing resources and maximizing productivity.

5.3.8.4.2.3 Change Control

Change control manages the individual changes to SBA software components and their relationships. Changes are grouped, tracked, and approved as a unit within a change package. Change control provides control impact analysis before making a change and identifies possible regression situations. Change control also provides the ability to test all software components as a unit.

Configuration control covers the evaluation of all change requests and change proposals and their subsequent approval and disapproval. The Management Policies below outline a method to avoid the possibility of a change being implemented without due consideration of its effect on baselines, including logistics impact, costs, schedules, performance, or interface with any SBA organization.

The authority required to make a decision on a change varies with the magnitude and nature of the change. It involves one of several levels within the organization of the parties (acquirer and developer) to the project. This decision‑making process is an integral part of the overall management of the project management system program and will be defined in the project plan.

5.3.8.4.2.4 Management Policies 

Each participating SBA organization shall appoint a "Configuration Controller" who will be responsible for configuration management for that particular organization's specific project/program configuration responsibilities.

To enable the process to operate correctly it is necessary to establish the following specific procedures for dealing with changes:

· Provide all the relevant information about the change, to assist the decision-making process.

· Implement decisions.

· Review and control changes in accordance with established rules and involve the Configuration Control Boards (CCB) at the participating organization.

If the change is effective, an indication of the change will be entered in the change documentation and a supplementary evaluation sheet will be attached giving details of the assessment. The following aspects will be assessed: 

· Reliability;
· Maintainability;
· Testability;
· Training;
· Software;
· System development environment;
· Standards, plans, and procedures;
· Spares;
· Life cycle costs;
· Test equipment.
5.3.8.5 Inventory Management

Inventory management provides a repository of accurate and timely data about managed resources.  Inventories are used to track expected occurrences of the resources against the actual existence of the resources.  Inventories may also include reference information such as locations, owners, or vendor contacts.

5.3.8.5.1.1 Technology Policy

Select a systems inventory management tool that integrates into the SBA environment with minimal impact.

5.3.8.6 Operations Management

The operations function supports and controls the currently implemented infrastructure.  The primary tasks of operations include the following:

· Fault management–Fault identification, isolation, recovery, resolution, and message filtering.

· Performance management–System and network data collection and logging.  Comprised of two broad functional categories—monitoring and controlling.  Monitoring is the function that tracks activities on the system/network like its performance.  The controlling function enables performance management to make adjustments to improve system/network performance.

· Change control–Change coordination, approval, and implementation.

· Accounting Management activities–Involves the ability to determine by cost centers, or even individual project accounts, the use of systems/network services.  Additionally, the systems/network manager needs the ability to track the use of system/network resources by component or component class (type).

· Hierarchical storage management–Dynamic placement of data across various storage technologies such as memory, disks, and tapes, based on usage and retention parameters.

· Routine activities–Scheduling and common services such as backups and preventive maintenance.

5.3.8.6.1 Management Policy

· SBA must establish comprehensive enterprise standards and policies for systems management.

· Adopt and implement elements of the ISO 9000 Standard appropriate to SBA IT activities.

5.3.8.6.1.1 Target Standards and Timeframe
Exhibit 5‑64: Operations Management
	Avoid
	Current
	2007/2008
	2009
	2010

	
	HelpStar (user interface)
	T
	Intuit® Track-It!® Suite
	T
	Intuit® Track-It!® Suite
	T
	Intuit® Track-It!® Suite

	
	SNMPc (operations)
	L
	WhatsUp® Gold
	T
	WhatsUp® Gold
	T
	WhatsUp® Gold

	
	DB Artisan (configuration)
	T
	DB Artisan (configuration)
	T
	DB Artisan (configuration)
	T
	DB Artisan (configuration)

	
	
	E
	Wise Package Studio
	T
	Wise Package Studio
	T
	Wise Package Studio

	Spam Prevention

	
	XMLogic
	T
	Intuit® Track-It!® Suite
	T
	Intuit® Track-It!® Suite
	T
	Intuit® Track-It!® Suite

	Security Operations Center

	
	MCI NetSec
	T
	Intuit® Track-It!® Suite
	T
	Intuit® Track-It!® Suite
	T
	Intuit® Track-It!® Suite


5.3.8.6.2 Target Standards Information

The Agency has elements of an enterprise systems management policy as evidenced in various standards and policies addressing systems security, system storage and backup, adoption of standard management protocols, and systems development life cycle and systems release procedures.  It does not however have a comprehensive policy addressing the full spectrum of enterprise systems management responsibilities.  While it possesses a central help desk, it has a very limited, low-end portfolio of tools addressing a subset of the systems management environment.  The SBA does provide central support for such services as DHCP, DNS, WAN, and e-mail.  Distributed field activities have little to no local management capabilities and the limited tool-set of the central office inhibits support beyond that which is currently provided.  

This standard involves the employment of a series of guiding elements to develop a methodology for the organization's IT activity. It is not industry‑specific. Each organization may analyze the intent and guidance of each ISO 9000 element and determine how best to implement the standard within their particular organization. Two agencies with similar business objectives may implement markedly different processes, but each will adhere to the intent of the elements of ISO 9000 and serve the organization well.

The ISO 9000 standard exists as five components. These are two Quality Management and Quality Assurance ISO 9000 guidance documents (ISO 9000 & 9004) and three Quality Management and Quality Assurance models, (IS 9001,9002,9003). Model 9001 is the most comprehensive. All elements of the 9002 and 9003 models exist as part of the 9001 model.  The following are standards:

· ISO 10005: 1995
·  Quality Management - Guidelines for Quality Plans (Formerly ISO/DIS 9004-5). 

· ISO 9000
·  Quality Management and Quality Assurance Standards - Guidelines for Selection and Use.

· ISO 9000:2000
· Quality Management Systems - Fundamentals and Vocabulary. 

· ISO 9000-1: 1994
· Quality Management and Quality Assurance Standards - Part 1: Guidelines for Selection and Use (to be retired). 

· ISO 9000-2: 1993
· Quality Management and Quality Assurance Standards -- Part 2: Generic Guidelines for the Application of ISO 9001, ISO 9002, and ISO 9003 (to be retired). 

· ISO 9000-3: 1991
· Quality Management and Quality Assurance Standards -- Part 3: Guidelines for the Application of ISO 9001 to the Development, Supply, Installation and Maintenance of Computer Software (Revision to ISO 9000-3: 1991) (to be retired). 

· ISO 9000-4: 1993
· Quality Management and Quality Assurance Standards -- Part 4: Guide to Dependability Program Management (to be retired). 

· ISO 9001: 1994
·  Quality Systems -- Model for Quality Assurance in Design/Development, Production, Installation, and Servicing. 

· ISO 9001:2000
·  Quality Management Systems – Requirements. 

· ISO 9002: 1994
· Quality Systems -- Model for Quality Assurance in Production and Installation and Servicing (to be retired). 

· ISO 9003: 1994
·  Quality Systems -- Model for Quality Assurance in Final Inspection and Test (to be retired). 

· ISO 9004:2000
· Quality Management Systems - Guidance for Performance Improvement 

· ISO 9004-1: 1994
· Quality Management and Quality Systems Elements -- Part 1: Guidelines. 

· ISO 9004-2: 1991
· Quality Management and Quality System Elements -- Part 2: Guidelines for Services (to be retired). 

· ISO 9004-3: 1993
· Quality Management and Quality System Elements -- Part 3: Guidelines for Processed Materials (to be retired). 

· ISO 9004-4: 1993
·  Quality Management and Quality System Elements -- Part 4: Guidelines for Quality Improvement (to be retired).

5.3.9 External Environment Service Area

The following paragraphs discuss external environment technologies and standards outside the scope of the standard computer-communications reference model.  The external environment addresses those technologies and standards extending beyond the physical and media access control standards discussed previously.  It encompasses issues involved with wide area or specialized transmission system technologies not normally encountered by the typical user.

5.3.9.1 WAN Transmission Services

5.3.9.1.1 Technology Policy

· Use Frame Relay or ATM for high-speed data networks where digital transport is widely available. Consider wireless solutions where appropriate.

· Construct WANs using end-to-end digital transmission facilities based on widely accepted international standards, and incorporate the appropriate combination of public and private facilities.

· WAN services will be provided to SBA via Federal Telecommunications Service (FTS2000) and UUNET for Internet access.
5.3.9.1.2 Target Standards and Timeframe

Exhibit 5‑65: Wide Area Network Service Providers
	Avoid
	Current
	2007/2008
	2009
	2010

	Switched Multi-megabit Data Service

(SMDS)
	FTS 2001 (WAN/Intranet)
	L
	FTS 2001 (WAN/Intranet)


	L
	FTS 2001 (WAN/Intranet)
	L
	FTS 2001 (WAN/Intranet)

	
	UUNET (Internet)
	L
	UUNET (Internet)
	L
	UUNET (Internet)
	L
	UUNET (Internet)

	
	AT&T
	L
	AT&T
	L
	AT&T
	
	


5.3.9.1.3 Target Standards Information

· Avoid new implementations of Switched Multi-megabit data service (SMDS) as a standard transport mode.

· Use ISDN-based Centrex services in small office and remote user environments or when LAN technologies are not economical.

· Consider Wireless as a practical solution when it provides real business value.

· Carriers encourage the use of Frame Relay and ATM services rather than leased line services.

· Build the physical WAN using clear channel T1 and T3 for Frame Relay and ATM (cell switching) services. 

5.4 Wrap-up

As stated previously, the essential purpose of the TA is to serve as a foundation to develop and support the technologies required for the Enterprise Architecture and any other directives leading to the plan to migrate from the current IT environment through the SBA transformation efforts. The TA is an integral part of the process to successfully implement that new architecture and is designed for use by those persons and organizations involved in the implementation of the structure. The wholesale revision of SBA's current IT‑related methods and procedures is not the intended purpose of the document. It is meant to influence SBA's implementation plans. Therefore, this TA will be used in any activity involving analysis, design, development, implementation and use of applications, hardware, software, communications and user interface involving the SBA's IT initiatives.
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�	SBA, Budget Estimate Fiscal Year 2004 Congressional Submission.


� The Information Resource Catalog is a component of an enterprise repository.


�This definition was presented at The Joint Workshop on Metadata Registries, held in Berkeley, California, July 8�11, 1997, which was sponsored by the U.S. Environmental Protection Agency, the Online Computer Library Center, and the Metadata Coalition. It was organized and hosted by staff from the Berkeley National Laboratory (US Department of Energy) as part of an ongoing project on Metadata Standards.  The workshop was proposed by the International Organization for Standardization (ISO)/International Electrotechnical Committee (IEC), Joint Technical Committee 1 (JTC 1) Joint Workshop on Standards for the Use of Models that Define the Data and Processes of Information Systems, which met in Bellevue, Washington, in September 1996.


� Metadata registries will be increasingly useful as more metadata sets are registered in interoperable systems.  The infrastructure to support this goal will evolve with implementation experience.


� Devlin, Barry. 1997. Data Warehouse from Architecture to Implementation. Addison Wesley Longman, Inc. p. 20.


� There are two boxes in � REF _Ref34621279 \h ��Exhibit 4�10� that have abbreviations "Trans. Services", and "Pres. Services".  They represent Transaction Services and Presentation Services respectively. 


� To ensure that the standards-based approach fully supports the needs of the application environment, we recommend that the SBA establish Application Architecture Workgroups made up of members from across the SBA to review candidate standards and recommend specific standards to be included in Section � REF _Ref34828126 \r \h ��5.0�, Technology Architecture.


� Middleware technology and standards are addressed in detail in SBA Enterprise Architecture Blueprint - Section � REF _Ref34828126 \r \h ��5.0� Technology Architecture, Data Access Middleware (Gateways).


� “From Mainframes to Distributed Computing: The Technical Issues,” Gartner Group, Strategic Analysis Report, 24 July 1998.


� This is a simplified process derived from information presented by Thomas Davenport in his book, Information Ecology, cited earlier in this section.  The number of steps defined varies by author.  The simplified view in this exhibit illustrates all major steps, as well as the iterative nature of the process.


� Based on other Federal Agency Security Programs.


� The overall objective of data quality is to ensure that decision makers have reliable and timely data to use in decision making.


� Management of Federal Information Resources, Transmittal Memorandum No.3, (Washington, DC: Office of Management and Budget, 8 February 1996), p. 34.





�The firewall version may change in the future as well as the vendor.
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