[image: image3.png]SBA




SBA Enterprise Architecture Blueprint


Appendix I – Data Management 

1.1 Information versus Data

The terms data and information are often used interchangeably without a delineation of their differences.  Data are the individual facts and the raw material for producing information.  Data are the resources and building blocks used to develop information.  The systematic application of consistent business rules to data provides specific contextual meaning, resulting in business information.

Businesses need information to perform daily operations, plan for improved operations and products, and chart the future business course.  Information is a collection of data in some order and format that is meaningful to the receiver at a point in time.  If it is not meaningful to the receiver, then it does not represent information.  Only the receiver determines whether the collection of data provides information. 

There are two important points identified in the preceding paragraph.  They are:

· Data are the resource from which information is developed.

· Information is determined by the receiver.  In a business context, this implies an understanding of the specific business function so that the correct data content is made available to the receiver, in the right format, at the right time.

These points lead to a discussion of the interdependent relationship of business processes, information, and data.  These interdependent relationships are depicted in Exhibit M‑1 and are described as a four-phase process of developing business information.

Exhibit M‑1 Information Engineering Cycle
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1. Business processes drive the requirements for information.  

2. The information engineering process understands the business process and the information requirements, and decomposes the elements of the information into the following questions:

· What are the data components (data entity/element)?

· What are the business rules that apply to the data components?  The answer to this question includes information about data relationships, data integrity, data accuracy, and data completeness requirements.

· What are the presentation format requirements?

· What is the data currency requirement?

3. The data engineering process determines if the data specified in the information engineering process are currently available in the enterprise.  If the data are not available, then the data engineering process directs the creation of the data resource.  When the data are available, the information engineering process is notified.

4. The information engineering process completes the cycle by using the enterprise data resource to develop the appropriate presentation of the data required for the business process.

The previously described process depicts two distinct engineering processes: information engineering and data engineering.  Both disciplines are required to deliver business information to the business units that operate and direct the enterprise.  Both disciplines apply scientific and mathematical knowledge to practical use; however, their focuses are completely different.  Information engineering is focused on business information requirements and the collection and presentation of data in a format and timely fashion that will constitute information to the recipient.  Information engineering depends on the availability of a formal data resource.  On the other hand, data engineering focuses on data as an enterprise resource.  Data engineering applies rigorous methodologies to design, build, and maintain a formal data resource for enterprise use.  It is the formal process for identifying existing disparate data and new data and incorporating them into the formal data resource. 

A formal data resource is an integrated, comprehensive data source that makes data readily identifiable and easily accessible for information engineering.  It is a subset of the total data resource.  It contains data that are identified within a common context so that people can understand their full content and meaning.  The data are formally named, comprehensively defined, well structured, and properly documented.  They have high integrity and known accuracy.  The data are organized by subject, independent of their use.  

1.2  Information Architecture Reference Model 

The information architecture reference model includes all of the components of the data and information architectures.  Because each is dependent on the other, the reference model is incomplete without both.  Therefore, the information architecture includes all of the activities and products of those activities related to the identification, naming, definition, structuring, quality, and documentation of the enterprise data resources.  The information architecture extends to become the common context for integrating and sharing widely disparate data.  This extension includes all of the activities and products of activities that provide for incorporating the business (requirements) view of data, the required data access, and data security.  Additionally, the database administration (database management) support function is included.

Exhibit M‑2 depicts the major components of an enterprise information architecture, including the data architecture.  

Exhibit M‑2 Information Architecture Reference Model
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1.3  Data Architecture Definition

The data architecture provides a common context within which all data are defined to determine their true content and meaning, so that they can be integrated into a formal data resource.  The architecture defines the rules and processes for formal naming, comprehensive definition, proper structuring, maintenance of quality, and complete documentation of all data. 

The data architecture also encompasses the processes that support the creation and maintenance of the formal data resource.  Those processes include data management, database administration, and data security.

The scope of the data architecture encompasses the formal data resource, and includes disparate data across the entire organization.  It includes primitive data and derived data; tabular and binary data; elemental and combined data; automated and non-automated data; and historic, current, and projection data.  It includes data used by traditional information systems, expert systems, executive information systems, geographic information systems, and object-oriented systems.  It includes data in purchased software, home-built applications, databases, programs, screens, reports, and documents.  It is common across all business activities, all projects, and all information systems.

The specific use of data is outside the scope of the data architecture.  The data architecture only documents the true meaning and content of data and does not include the use of data.  The actual use of data is documented within the information system that uses it.

The data architecture integrates different views of the real world and the objects identified by those different views.  It allows different views of the same real-world object to be placed in their proper perspectives so that one organization can understand another organization's view.  This understanding facilitates cooperation in the collection, exchange and use of data within and outside of the organization.

The data architecture then becomes a "data-centric" view of the enterprise, a common definition of all data, required by the organization across the enterprise, irrespective of its physical location and use. 

1.4  Formal Data Resource

The formal data resource is all the data needed to meet the information needs of the organization.  It is an integrated, comprehensive data source that makes data readily identifiable and easily accessible for information engineering.  Typically, it contains data that are identified within a common context so that people can understand their full content and meaning.  The data are formally named, comprehensively defined, well structured, and properly documented.  They have high integrity and known accuracy and are organized by subject, independent of their use.

The formal data resource is partially embodied in the metadata repository.  The metadata repository describes the data that comprise the data resource, and defines how to access them.

1.4.1  Data Organization

One method of organizing data is by business subject area.  Subject area is a high-level, logical category of data that exist in an organization.  Subject areas are based on broad groupings of entities that an enterprise is concerned with in performing its work, typically based on enterprise data model entities.  An entity is any person, place, thing, or event about which the enterprise collects data. 

The lower level of data organization is data entities.  An entity is any person, place, thing, or event about which the enterprise collects data.  Represented at the lowest level of abstraction, an entity correlates to a real-world object and includes attributes of the object that are intrinsic to it (and not to other objects).  An organization as large as SBA has hundreds, perhaps thousands of data entities.  An enterprise-level architecture view requires a higher-level of abstraction to represent the Agency’s data organization in a format that allows the reader to grasp the range of disparate data that the Agency uses, while simultaneously being detailed enough to provide meaningful correlation to SBA business functions and business applications.  

1.4.2  Data Structure 

Data structure refers to the form that the data are stored in, and their relationship to other data [entities].  In relational and hierarchical data structures, data relationships are primarily based on business uses of the data and the business rules that frame the data interrelationships.  (It is easy to think of a data relationship as a transaction that involves multiple objects, and for that transaction the objects have a specific relationship.)  

1.4.3  Data Description

Data description is the formal naming, comprehensive definition, associated structure, and proper documentation that completely describe an organization's data.  It also includes the required integrity and known accuracy of the data.  It is an ongoing activity along with other activities of the data architecture.

1.4.4  Data Naming

Forming a data naming taxonomy is the first step in creating the data architecture.  This step includes the formal naming and comprehensive definition of data.  All data regardless of their location and use, whether automated or manual, should be identified in the metadata repository.  The goal of data naming is to provide consistent, unique, and meaningful names for all existing data, data repositories, data subjects, data characteristics, data characteristic variations, and data codes in a common data architecture.

1.4.5  Data Quality, Data Accuracy, and Data Completeness

Data quality is a measure of how well the formal data resource supports the business activities of the organization.  Data quality is also an ongoing activity to ensure that the formal data resource contains high-quality data.

The data accuracy must be known and must meet the business needs.  Data accuracy is a measure of how well data stored in the formal data resource represent the real world.  It contains a definition of the current data accuracy and may include an adjustment in data accuracy to meet business needs. 

1.4.6  Metadata Repository

Metadata are any information about identifying and accessing data.  The metadata repository is the library for the formal data resource.  In the library, data are organized independent of how people will use them.  Metadata includes all data describing the data resource — including organic metadata like the name, definition, and format — even extending to include the business rules that define the integrity of data.  Metadata also includes other statements about the data such as, an evaluation of accuracy and currency.  Where multiple meanings exist, an assessment must be made of whether the extent and effects of these multiple meanings have been understood and are included.

1.5   Data Administration (Data Management)

Data administration is the business activity responsible for designing, building, and maintaining the formal data resource of an organization.  It is responsible for shifting an organization from being information-poor to information-rich.  The primary purpose for data administration is to control disparate data.  Data management includes data standards and data security.  (Some enterprises distinguish database administration (DBA activities) from data administration activities).

1.5.1  Data Standards, Policy, and Procedures

Data standards relate to the establishment of those policies and standards necessary for the development, implementation, and maintenance of a formal data resource, and the structure and maintenance of common information services.

1.5.2  Data Security and Privacy

Data security is the ability to protect the corporate data from unauthorized use.  The capability should exist to grant or restrict access at the data element level (field) by user.  Data security capabilities include the ability to monitor and log data access, as well as data access violations.  The metadata that describe the data security and privacy are intrinsic to the data and should be associated with the data.  This ensures that the data security and privacy are self-describing regardless of where the data may be used.

1.5.3  Database Administration

The DBA procedures are the working, step-by-step processes that must be used in performing the fundamental DBA activities(data normalization, repository operations, and change management.

These formalized DBA procedures are published and distributed to all data repository users, data modelers, application developers, and end users.  The organization typically develops and publishes two basic DBA procedures(data normalization and change management procedures. 

A complete database backup/recovery strategy is needed to restore the system after hardware (such as media, processor) and software (operating system, DBMS, application) failures, and environment problems (disaster).  The recovery procedures also should be fully documented and tested for various circumstances to ensure that the plan works and to minimize outage during recovery procedures.

In the database management system, as in any large and complicated system, performance monitoring and tuning are a key issue.  It is also an ongoing process throughout the system life cycle, and encompasses operating system (I/O, CPU, memory), DBMS (I/O, CPU, memory, database design), application (code, database calls), and network performance tuning.
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