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Chapter 1
Introduction and General PIA Requirements
1.
Objective and Goals of a Privacy Impact Assessment (PIA)
The objective of the PIA is to assist SBA employees in identifying and addressing information privacy when planning, developing, implementing, and operating agency information management systems that maintain information on individuals.  The following is the Office of Management and Budget’s (OMB) definition of the PIA taken from guidance on implementing the privacy provisions of the E-Government Act of 2002 (see OMB memo of M-03-22 dated September 26, 2003).  

“Privacy Impact Assessment (PIA) – is an analysis of how information is handled: (i) to ensure handling conforms to applicable legal, regulatory, and policy requirements regarding privacy, (ii) to determine the risks and effects of collecting, maintaining, and disseminating information in identifiable form1 in an electronic information system, and (iii) to examine and evaluate protections and alternative processes for handling information to mitigate potential privacy risks.”

Going through the PIA process helps to identify sensitive systems to ensure that appropriate information assurance measures are in place (such as: secured storage media, secured transmission, special handling instructions, and access controls).
Besides completing the PIA, the security plan, business rules, and SBA records should include specific access controls, and disclosure restrictions for implementing the Privacy Act requirements and addressing Federal Register Privacy Act system of records notice “routine uses” and requirements.  IDENTIFYING sensitive systems and AWARENESS of the proper ways of handling that sensitive information are major steps in ensuring that information is protected.

The goals accomplished in completing a PIA include:

-
Making informed policy and system design or procurement decisions.  

These decisions must be based on an understanding of privacy risk, and of 

options available for mitigating that risk;

-     Accountability for privacy issues;

-     Analyzing both technical and legal compliance with applicable privacy law    

       and regulations, as well as accepted privacy policy; and

-     Providing documentation on the flow of personal information and information 
       requirements within SBA systems.

2.
When a PIA is Required









According to the OMB guidance (M-03-22), the E-Government Act requires agencies to conduct a PIA before:


a.
Developing or procuring IT systems or projects that collect, maintain or 


disseminate information in indentifiable form
 from or about members of 


the public; or

b.
Initiating, consistent with the Paperwork Reduction Act, a new electronic 




collection of information in identifiable form for 10 or more persons 



(excluding agencies, instrumentalities or employees of the federal 



government); and

c.
A system change creates new privacy risks.  The following are examples 

where privacy risks may occur when:

(1)
Converting paper–based records to electronic systems;




(2)
When functions change anonymous information into information 




 in identifiable form;




(3)
New uses of an existing IT system significantly changes how 




information in identifiable form is managed in the system;




(4)
      Agencies adopt or alter business processes so that government 




      databases holding information in identifiable form are merged, 



  
      centralized, matched with other databases or otherwise 





significantly manipulated;




 (5)
      User-authenticating technology (password, digital certificate, 



 

 biometric) is newly applied to an electronic information system 




       assessed by members of the public;




 (6)
Agencies systematically incorporate into existing information 




systems 




databases of information in identifiable form purchased or obtained 



from commercial or public sources;




(7)
Agencies work together on shared functions involving significant 




new uses or exchanges of information in identifiable form, such as 




the cross-cutting E-Government initiatives (in such cases the lead 




agency should prepare the PIA);




(8)
Alteration of a business process results in significant new uses or 




disclosures of information or incorporation into the system of 




additional items of information in identifiable form; or new 




information in 
identifiable form added to a collection raises the 




risks to personal privacy.
3.
Documents that must be Submitted with a PIA

a.  With OMB Budget Submissions – In Exhibit 300s:


      For projects that collect and manage information on individual members of the 

      public (vs. employees) OMB now requires that a PIA be submitted with Exhibit 300s 

      for budget requests (see OMB Circular A-11 section 53.1, and 300.9 at 
                  http://www.whitehouse.gov/omb/circulars/a11/02toc.html).  Exhibit 300, Parts I and 
                  II ask if a PIA or privacy risk assessment was performed for the project.  There are 
                  other sections in the Exhibit 300 which address privacy risks and protection 
                  measures.

b.   With Paperwork Reduction Act Submissions

                   The E-Government Act also requires that the questions below be addressed with a 
                   new electronic collection of information when collected from 10 or more persons 
                   (does not include agencies, organizations, or employees of the federal government).  
                   (See OMB Memorandum, M-03-22 dated September 26, 2003, for more information 
                   on the E-Government Act and Paperwork Reduction Act interface).

       The following information should be included with the SF83 Supporting Statement 
       to OMB:

                   (1)
   A description of the information to be collected in the response to Item 1 
of the Supporting Statement;

                   (2)   A description of how the information will be shared and for what 
purpose in Item 2 of the Supporting Statement;

                   (3)   A statement detailing the impact the proposed collection will have on 
                           privacy in Item 2 of the Supporting Statement;

                   (4)   A discussion in item 10 of the Supporting Statement of:

                          (a)  Whether individuals are informed that providing the information is 
                                mandatory or voluntary ;
                          (b)  Opportunities to consent, if any, to sharing and submission of 
                                information;

                          (c)  How the information will be secured; and

                          (d)  Whether a system of records is being created under the Privacy Act.
c.  With the SBA IT Security Certification and Accreditation Process

 
     For all systems that maintain information on individuals (both employees and 
                 members of the public) the SBA requires that a PIA be completed for an SBA 
                 Information Technology (IT) Security Certification and Accreditation (C&A).  The 
                 Office of the Chief Information Officer (OCIO) establishes the policies and 
                 procedures for the C&A process.  This ensures that systems including information on 
                 employees are also compliant with Privacy Act requirements.

4.
Systems That Do Not Contain Information on Individuals in 
            Identifiable Form
To ensure that a thorough review is made of an IT system for information on individuals in identifiable form, a “preliminary PIA” must be done. This requires completing Sections A and B of the PIA template.  In cases where the “preliminary PIA” identifies that there is no information on individual members of the public or employees maintained in the system in identifiable form, you do not have to complete the rest of the PIA questions.

Maintain this “preliminary PIA” analysis in your office records and provide a copy to the Chief, Freedom of Information/Privacy Acts (FOI/PA) Office and OCIO’s IT Security to verify that a review for information on individuals was conducted done for the system.   

If an OMB Exhibit 300 is required for the system, indicate in the questions in the Exhibit 300 that ask if a PIA was done or not, that a review was done, that no information on individual members of the public applied, and there was no reason to complete the PIA.  This will make it clear to OMB that SBA performed an analysis and provides the reason why no PIA was completed.  (See Exhibit 300 sections I and II).

For OMB guidance on when a PIA is not required refer to OMB memorandum M-03-22, Attachment A, Section II. B.3.

5.
System Owner and System Manager Complete the PIA
Since the requirements of a PIA must be addressed at the early stages of system development, ideally the system owner and system manager will complete the assessment.  System owners must address what data is to be used, how the data is to be used, and who will use the data.  System managers must be aware of privacy requirements when systems are conceptualized and designed.  The system managers must address whether the implementation of the owner’s requirements presents any threats to privacy.  The system owner and manager will need to coordinate certain responses with the Chief FOI/PA and OCIO’s Chief Information Security Officer.

6.
Steps Necessary to Complete a Privacy Impact Assessment
            The chart below identifies some steps involved with completing a PIA.

	Steps
	Who Does It
	What is Done

	1.
	Owner and Developer
	Obtain a copy of the PIA template from the Chief FOI/PA or visit http://www.sba.gov/foia/PIA.doc.  If necessary, request briefings on privacy, security, records, and Freedom of Information Act requirements.

	2.
	Owner and Developer
	Complete questions on the PIA, and consult with necessary parties (e.g. FOI/PA Officer, Data Administrator, IT Security).

	3.
	Owner, Developer, Chief FOI/PA, OCIO and IT Chief Information Security Officer
	All parties should reach an agreement on design requirements and resolve any identified privacy or security risks.  Ensure that all appropriate surnames are obtained.

	4.
	Owner, IT Chief Information Security Officer
	Review PIA for IT Security C&A purposes.  Provide completed PIA to the Chief FOI/PA and IT Security, and provide copy with Capital Asset planning exhibit 300.


             Note:  Also allow time for SBA’s clearance process and the Office of Management and 
             Budget clearance process (usually a 120 day process); Privacy Act system of records 
             notice with SBA’s Chief FOI/PA; and Records Disposition Schedules with the Office 
             of Administration’s Records Management Officer.

7.
Forwarding Completed PIAs to OMB and Making Them Publicly Available
Once the PIA is completed and has been approved by all designees, provide copies of the PIA to the Chief Information Security Officer and the Chief FOI/PA.  Do not email the approved PIA directly to the Office of Management and Budget email address identified on the Exhibit 300 form.  The Chief FOI/PA will forward a copy of the PIA to OMB as required by OMB and will make the PIA publicly available on the FOI/PA Homepage.
8.
Additional PIA Information
For assistance, please contact the Chief FOI/PA.  OMB guidance and SBA’s PIA template is available from the FOI/PA website at: http://www.sba.gov/foia/PIA.doc.  Chapter 2 provides explanations and references for completing questions in the Privacy Impact Assessment template in Chapter 3.  Identified are questions which will help to respond to other questions on privacy in the Exhibit 300, and when preparing the Privacy Act system of records notice for the Federal Register if a notice is required.  

9.
Definitions

Accuracy - within sufficient tolerance for error to assure the quality of the record in terms of its use in making a determination.

Completeness - all elements necessary for making a determination are present before such determination is made.

Determination - any decision affecting an individual which, in whole or in part, is based on information contained in the record and which is made by any person or agency.

Necessary - a threshold of need for an element of information greater than mere relevance and utility.

Record - any item, collection or grouping of information about an individual and identifiable to that individual that is maintained by an agency.

Relevance - limitation to only those elements of information which clearly bear on the determination(s) for which the records are intended.

Routine Use - with respect to the disclosure of a record, the use of such record for a purpose which is compatible with the purpose for which it was collected.

System of Records - a group of any records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual.

Chapter 2
Guidelines for the

Small Business Administration
Privacy Impact Assessment

1.
Introduction

This chapter provides explanations and references for completing questions in the Privacy Impact Assessment template in Chapter 3.  Identified are questions which will help to respond to other questions on privacy in the Exhibit 300 (http://www.whitehouse.gov/omb/circulars/a11/current_year/s300.pdf , and when preparing the Privacy Act system of records notice for the Federal Register if a notice is required.
2.
“Preliminary” PIAs
In cases where systems are networks that house information systems and do not actually collect, manipulate, or use the data in the systems they house, and where systems are evaluated and no information is maintained in identifiable form complete only Sections A and B.1 of the PIA.  Maintain this “preliminary PIA” analysis in your office records, with the Chief FOI/PA, and with the IT Security Certification to verify that a review for information on individuals was made for the system.   

Note:  For the network systems above, indicate what systems are managed by this network.  A separate Assessment should be completed for each of those systems that interface with the network.

3.
PIAs and Exhibit 300 Submissions to OMB

Although PIAs will be completed for all information systems the SBA maintains on individuals (public and employee), and for SBA IT Security Certification and Accredidations, the Office of Management and Budget only requires that Exhibit 300 budget submissions include PIAs for projects that collect and manage information on individual members of the public that is identifiable to the individual. 

In cases where the “preliminary PIA” identifies that there is no information on individual members of the public maintained in the system, explain in the Exhibit 300 that a review was done and no PIA was completed for this reason.  This will make it clear to OMB that the reason why no PIA was completed was due to a review and the result was that the system maintained no information on individual members of the public.  (See Exhibit 300 sections I and II). 

4.        Contact Information
a.   Who is the person completing this document?  (Name, title, office and contact 
       information).
b.   Who is the system owner?   (Name, title, office and contact information).
                  This is the official responsible for this system that will implement the  

                  information resources management requirements (privacy, security, Freedom of 

                  Information Act, records, data administration)?  For more information on the 

                  responsibilities of a system owner refer to 13 CFR Part 102 Subpart B.

c.   Who is the system manager? 
      (Name, title, office, and contact information). 

For system manager responsibilities identified in 13 CFR Part 102 Subpart B. and Privacy Act SOP 40 04 3, http://yes.sba.gov/sops/4004/SBASOP). 
d.   Who is the IT Security Manager who reviewed this document?
      (Name, title, office, and contact information).

            e.   Who is the Program/Office Head who reviewed this document?
                   (Name, title, office, and contact information).

f.    Did the Chief FOI/PA review this document?
      (Name, office, and contact information).
g.   Did the Agency’s Senior Official for Privacy review this document?
      (Name, office, and contact information).
h.   Who is the Reviewing Official? 

      (According to OMB, this is the agency CIO or other agency head designee, who is 

      other than the official procuring the system or the official who conducts the PIA).
5.       System Application/General Information

a.    A system that collects, maintains, uses, and disseminates and retrieves information 
   
       by the name or other identifier particular to an individual(s) is a system of records 

       (SOR) covered by the Privacy Act.  For more information on SORs, refer to SBA’s 

       Privacy Act regulations at 13 CFR Part 102 Subpart B and PA SOP 40 04 3.  

           b.    What type of information is in the system, is the information about individual 


        members of the public versus statistical with no link to a name or identifier?
                  (1)  Is information is identifiable to the individual?
                  (2)  Is information is about individual members of the public?
                  (3)  Is information is about employees?  (If yes and there is no information 

about members of the public, the PIA is required for SBA’s IT Security C&A 

process, but is not required to be submitted with the OMB Exhibit 300 

documentation).
c.   What are the purposes of the system/application?
                  What will the primary uses of the system/application be and how this will support 

                   the program’s mission?
                   Narrative Statement Information: This information is used when submitting a 

                   narrative statement to Office of Management and Budget (OMB) and Congress 

                   for new and major amendments to Privacy Act systems of records (see 13 CFR 

                   Part 102 Subpart B).  It is also included in the Privacy Act system of records 

                   notice published in the Federal Register.  If the system already has a Privacy Act 

                   system of records notice, then the response to this question should reflect the 

                   information already in the narrative and notice.

             d.   What is the legal authority that authorizes the purchase or development of this 
                   system/application?
                   What are the statutory provisions or Executive Orders that authorize the maintenance 
                   of the information in order to meet an official program mission or goal.
                    Narrative Statement Information: This information is used when submitting a 


        narrative statement to OMB and Congress for new and major amendments to 

                    Privacy Act systems of records and identifying the authority for the maintenance 


        of the information in the Privacy Act notice.  If the system already has a Privacy 


        Act system of records notice, then the response to this question should reflect the 


        information already in the narrative and notice.

6.
Data in the System
a.    What categories of individuals are covered in the system?  (e.g., employees, and 
       contractors)


         Narrative Statement Information: This information is used when submitting a 


        narrative statement to OMB and Congress for new and major amendments to Privacy 

  
        Act systems of records and is also used in the notice.  If the system already has a 


        Privacy Act system of records notice, then the response to this question should 


        reflect the information already in the narrative and notice.

b.   What are the sources of information in the system?
tc \l3 "(2)  What are the sources of the information in the system?


(1)  Identify if the source of the information is from the individual or if it taken 
      from another source.  Identify the other source if not directly from the 

  individual.


  Examples of sources of the information include information that comes from 



  individuals applying for loans, and forms individuals completed from an Agency 

           
  web page.


  This will be helpful in responding to Exhibit 300, Part II.  It can also used in 


  preparing the Privacy Act system of records notice.  If the system already has a 


  Privacy Act system of records notice, then the response to this question should 


  reflect the information already in the notice.

(2)  What other Federal agencies are providing data for use in the system?



     Identify where the data originates from. (e.g., the Small Business Administration, 



     Social Security Administration, Office of Personnel Management and Health and 


                 Human Services)



 Narrative Statement Information: This information (and that in 3. and 4. below) 


 is used when submitting a narrative.  If the system already has a Privacy Act 


 system of records notice, then the response to this question should reflect the 


 information already in the narrative.

(3)  What State and local agencies providing data for use in the system?
(4)  What other third party sources data will be collected from?

              A third party is usually a non-Federal person or entity, who may be a source of 


              data/information (i.e., an informant, an internet service provider, an organization).

(5)  What information will be collected from the employee and the public?

             Be as specific as possible and list information on individuals collected from the 

                         public such as a social security number, address, debts owed and telephone 

     
             numbers.  Employee information may include badge number, user identifier, 

 
             telephone number, social security number and health information. 



            If you are collecting information from the public, contact the Office of General 


             Counsel to ensure that you have an OMB approval to do so or to determine 



            whether you need to obtain an OMB approval to collect the information.  The 


             Paperwork Reduction Act of 1980 establishes requirements for collecting the 


            same information from 10 or more individuals (this does not include employees 
  
             acting in their official capacity). 

 

             This information can also be used in preparing the Privacy Act system of records 



             notice.  If the system already has a Privacy Act system of records notice, then the 


                  information for this question should reflect the information already in the notice.

    c.     How are accuracy, timeliness, and reliability documented?


            The Privacy Act of 1974 requires that agencies only maintain data that is accurate, 



            relevant, timely, and complete about individuals.  These requirements are 
                        statutory and need to be addressed.  If the data does not meet any one of these 
                        four components, then fairness in making any determination is compromised. 



            There must be documentation as to how the requirements are enforced while the 



            data is retained in the system, and what data is considered sensitive.  Maintaining 


                documentation on the data is important so it can be referenced in the future to 



            identify data conditions when making decisions about data from a system (see 



            OMB Circular A-130 8.a.4, SOP 40 04 3 and 13 CFR Part 102 Subpart B).

    (1)   How will data collected from sources other than from SBA records be 

            verified for accuracy?





             The information has to have some form of verification for accuracy due to the 





             Privacy Act provisions that require that only relevant and accurate records 





 should be collected and maintained about individuals.

        


             Data accuracy and reliability are important requirements in implementing the 





             Privacy Act.  The statute requires that each agency that maintains a system of 





             records shall “maintain all records which are used by the agency in making 
                             any determination about any individual with such accuracy, relevance, 
                             timeliness, and completeness as is reasonably necessary to assure fairness to 
                             the individual in the determination.” (5 U.S.C. 552a(e)(5)). 

    (2)   How will the data be checked for completeness?


      The data must be complete before the data is deemed accurate.  

    (3)   Is the data current?
                             Identify the steps or procedures are taken to ensure the data is current and not 
                             out-of-date.  Name the document (e.g., data models).



     If the data is out-of-date, then the relevancy and accuracy of the data are called 



     into question.  This is particularly true with data warehousing.  A data 
                             warehouse may contain data that is not current which would cause a domino 
                             effect throughout the data stores.

   (4)   Are the data elements described in detail and documented?  If yes, what is 

          the name of the document?



    The data element description should provide information on the legal 



    requirements of the data.  Data elements should also be documented in keeping 



    with OMB Circular A-130 requirements for determining the privacy impact at 



    each stage or phase of the information life cycle. 

7.      Attributes of the Data
    a.   Is the use of the data both relevant and necessary to the purpose for which the 

          system is being designed?

          The Privacy Act at 5 U.S.C. 552a(e)(1) requires that "each agency that maintains 


          a system of records shall maintain in its records only such information about an 


          individual as is relevant and necessary to accomplish a purpose of the agency 


          required to be accomplished by statute or by executive order of the President."   


          Refer to SBA’s Privacy Act Regulations at 13 CFR Part 102 Subpart B.


                   Narrative Statement Information: This information is used when submitting a 


                   narrative statement.  If the system already has a Privacy Act system of records 


                   notice, then the response to this question should reflect the information already in 


                   the narrative.

  b.     Will the system derive new data or create previously unavailable data about 

          an individual through aggregation from the information collected, and how 

          will this be maintained and filed?
                      All enhanced or modernized systems most likely will derive new data and create 

                      previously unavailable data about an individual through aggregation from the 

                      information collected.  

                      Definitions of what is meant by derived and aggregation:
  
          Derived data is obtained from a source for one purpose and then the original 


          information is used to deduce/infer a separate and distinct bit of information that is 


          aggregated to form information that is usually different from the source 
                      information, and 


          Aggregation of data is the taking of various data elements and then turning it into a 


          composite of all the data to form another type of data. (For example, tables or data 


          arrays).   


          Narrative Statement Information: This information is used when submitting a 


          narrative statement.  If the system already has a Privacy Act system of records 


          notice, then the response to this question should reflect the information already in 
                      the narrative.

    c.   Will the new data be placed in the individual’s record?

          Will the new data that is created either by deriving or aggregating the data be 
                      placed in a new filing system?  Or will it be placed in an existing file system with 

                      information on the individual (for example, in the employee’s Official Personnel       

                      File or manager’s file)?  

   d.   Can the system make determinations about employees/public that would not   

          be possible without the new data?

    Narrative Statement Information: This information is used when submitting a 

    narrative statement.  If the system already has a Privacy Act system of records      

    notice, then the response to this question should reflect the information already in  

    the narrative.

   e.   How will the new data be verified for relevance and accuracy?


          Refer to the information provided for question 6. 3 above.

    f.    If the data is being consolidated, what controls are in place to protect the data 

          from unauthorized access or use?

                      If the data is being consolidated, that is, combined or united into one system, 

                      application, or process, then the existing controls, if any, should remain to protect 
                      the data.  If needed, strengthen the control(s) to ensure that the data is not accessed 

                      inappropriately or by someone unauthorized to access the data.  These controls will 

                      help to prevent unauthorized use from occurring.  Minimum sets of controls are 

                      outlined in OMB Circular A-130, Appendix III.    Another consideration is the use 
                      of Role Based Access Controls (RBAC).  For more information on RBAC go to 

                      http://csrc.nist.gov/rbac/.


          The SOP 90 47, Automated Information Systems Security, describes SBA’s 
                      practice of identification and authentication that is a technical measure that 
                      prevents unauthorized people or processes from accessing data.  The IT Security 
                      C&A process requires a system security plan outlining the implementation of the 
                      technical controls associated with identification and authentication.


          Narrative Statement Information:  Information from this question and g, h and i 


          below is used when submitting a narrative statement.  This information can also 
                      used in preparing the Privacy Act system of records notice.  If the system already 
                      has a Privacy Act system of records notice, then the information for this question 
                      should reflect the information already in the narrative and notice.

    g.   If processes are being consolidated, are the proper controls remaining in place 

          to protect the data and prevent unauthorized access?  Explain.

          The SOP 90 47, Automated Information Systems Security outlines a process     

                      deliberately developed to be broad in scope, considering not only the technical 
          security aspects but the managerial  and operational as well.  When processes are 
                      consolidated, management must maintain the proper controls minimizing the risk 
                      to all systems.  The IT Security C & A process requires that a risk assessment be 
                      performed regularly on SBA’s major applications, networks, and computer 
                      installations.

    h.   How will the data be retrieved?  Does a personal identifier retrieve the data?  

          If yes, explain and list the identifiers that will be used to retrieve information 

          on the individual.

    
          Data can be retrieved a number of ways, but there is usually a personal identifier 

                      associated with data retrieval mechanism.  A system with data on individuals that is 

                      retrieved by a name or personal identifier is a Privacy Act system and will need a 

                      published system of records notice in the Federal Register.  If you do not have a 

                      published system or record notice, contact the Chief FOI/PA.  

    i.    What kinds of reports can be produced on individuals?  What will be the use 

          of these reports?  Who will have access to them?


       What opportunities do individuals have to decline to provide  information 

       (i.e., where providing information is voluntary) or to consent to particular 

       uses of the information (other than required or authorized uses), and how 

       individuals can grant consent.)

       This question is required as a result of the E-Government Act of 2002.  Responses 

       to Information Collection Clearance packages submitted to OMB also request the 
                      same information and a response can be taken from that package.  Contact SBA’s 
                      Information Security Officer.

8.     Maintenance and Administrative Controls

  a.   If the system is operated in more than one site, how will consistent use of the   

        system and data be maintained in all sites?

  b.   What are the retention periods of data in this system? 


        The Privacy Act requires that the retention and disposal of information about 


        individuals in Privacy Act system of records be addressed.  (The information is 


        published in the Federal Register with the Privacy Act system of records notice).  


        Retention also supports the Privacy Act requirement to maintain such records “with 


        such accuracy, relevance, timeliness, and completeness….”


     The retention periods of data/records that the SBA manages are contained in either 


     the General Records Schedule or in SBA Records Schedule(s).  For the particular 

     data being created/maintained in the system/application/process, these are the 
 
     authoritative sources for this information.  SBA’s Record Management Officer is 
  
     another source for determining the retention period of data used by the agency.  

 c.    What are the procedures for disposition of the data at the end of the retention 

        period?
        Detail how long the reports produced will be kept and where the procedures are
        documented.

     Disposing of the data at the end of the retention period is the last state of life cycle 


     management.  Contact SBA’s Records Management Officer for further assistance.  


     Records subject to the Privacy Act have special disposal procedures.  Access 


     http://www.archives.gov/records-mgmt/ardor/grs14.html to obtain the records 


     retention schedule for Privacy Act records.
 d.    Is the system using technologies in ways not previously employed (e.g.,

                    monitoring software, Smart Cards, Caller-ID)?


     Are there new ways used to monitor activities of the individual in any way?  Access 


     logs may already be used to track the actions of users of a system, but new software 



   allows keystroke monitoring for example.

e.     How does the use of this technology affect public/employee privacy? 

                    Depending on the technology being used, it may have little or no impact on either 

                    public or employee privacy.  On the other hand, it may have a significant impact.  
                    (For example in using Public Key Infrastructure, Smart Cards, and electronic 
                    signatures, new personal information is collected on the individual which will need 
                    appropriate safeguards).  Contact the Chief FOI/PA for clarification.

       
        Narrative Statement Information:  This information is used when submitting a 


        narrative statement.  If the system already has a Privacy Act system of records 

        notice, then the response to this question should reflect the information already in 
                    the narrative.

f.     Will this system provide the capability to identify, locate, and monitor 

        individuals?  If yes, explain. 


        Most systems provide the capability to identify, locate, and monitor individuals

       (e.g., audit trail systems/applications).  Generally, the Core Terminal Table that is 


       embedded in a system contains the Security Information Record [SIR] that identifies 


       and authenticates the users to the system.   Check your security procedures for 


       information  to respond to this question.


       Narrative Statement Information:  This information is used when submitting a 


       narrative statement to OMB and Congress for new and major amendments to Privacy 


       Act systems of records.  If the system already has a Privacy Act system of records 


       notice, then the response to this question should reflect the information already in the 


       narrative.

g.    What kinds of information are collected as a function of the monitoring of 

        individuals?

        In response to this question provide what audit trails are maintained to record system 

        activity and user activity including invalid logon attempts and access to data.  The 
                    IT Security C&A process requires a system security plan outlining the 
                    implementation of the technical controls associated with identification and 
                    authentication.

h.    What controls will be used to prevent unauthorized monitoring?

                    Certain laws and regulations require certain monitoring for authorized reasons by 

                    authorized employees.  What is in place to ensure that only those authorized can 


     monitor use of the system.  For example, business rules, internal instructions, 
                    posting Privacy Warning Notices, address access controls and violations for 
                    unauthorized monitoring and access.  It is the responsibility of managers of systems 
                    to ensure no unauthorized monitoring is occurring.



     Narrative Statement Information:  This information is used when submitting a 



     narrative statement.  If the system already has a Privacy Act system of records 


     notice, then the response to this question should reflect the information already in 
                    the narrative.

i.     Under which Privacy Act systems of records notice does the system operate? 

       Provide number and name.


       If a system is a Privacy Act system of records, a Privacy Act system of records notice 


       must be published in the Federal Register before a system can operate according 


       to the Privacy Act.  If you do not know the Privacy Act systems of records (SOR) 


       notice, contact the Chief FOI/PA.  Any officer or employee who knowingly and 


       willfully maintains a SOR without meeting the Privacy Act notice requirements (5 


       U.S.C. 552a(e)(4)) is guilty of a misdemeanor and may be fined up to $5,000.  Also 


       refer to information for question 7 above.

                   If a name or other personal identifier is not used to retrieve information, it is possible 


       that the system is not a Privacy Act system.  However, even though information may 


       not fall under the Privacy Act’s protection and requirements, certain information may 


       be protected from disclosure under the Freedom of Information Act.

j.    If the system is being modified, will the Privacy Act system of records notice 

      require amendment or revision?  Explain.


      The system may already have a Privacy Act system of records notice that applies to it.  


      However, the Privacy Act requires that amendments to an existing system must also 


      be addressed in a Federal Register notice.  Consult with the Chief FOI/PA.

9.          Access To Data
 a.   Who will have access to the data in the system?  (e.g., contractors, users, 

       managers, system administrators, developers, other)


       Also consider “other” users who may not be as obvious as those listed above, such 

       as the GAO or the Inspector General.  “Other” may include database administrators 
                   or IT System Security Managers.  Include those listed in the Privacy Act system of 

       records notice under the “Routine Use” section when a Privacy Act system of records 

       notice is required.  The more comprehensive the list, the better it is.

 b.   How is access to the data by a user determined?  Are criteria, procedures, 

       controls, and responsibilities regarding access documented?        


       For the most part, access to data by a user within SBA is determined by the “need-
                   to-know” requirements of the Privacy Act (this means to authorized employees 
                   WITHIN the Agency who have a need for the information to perform their 
       
        duties).  Care should be taken to ensure that only those employees who need the 
                    information have access to that information.  Other considerations are the user’s 
                    profile based on the user’s job requirements and managerial decisions.  


     The criteria, procedures, controls and responsibilities regarding access must be 


     documented to comply with the intent of the Federal Information Security 


     Management Act (FISMA) of 2002 for standards and guidelines on security and 

     privacy.  What criteria will the manager and system security person use to decide on 

     access to the data, for example?  



        SOP 90 47 indicates that Agency Computer Security Program Manager is 

        responsible for ensuring that SBA implements access to information and data is 

        restricted to authorized personnel on a need-to-know basis.


        Narrative Statement Information: This information is used when submitting a 


        narrative statement.  If the system already has a Privacy Act system of records 
                    notice, then the response to this question should reflect the information already in 
                    the narrative.

c.     Will users have access to all data on the system or will the user’s access be

                     restricted?  Explain.   


              Also see explanation in b. above.  Usually, a user is only given access to certain data 


              on a “need-to-know” basis for information that is needed to perform an official 


              function.  Care should be given to avoid “open systems” where all information can 
                    be viewed by all users.  System administrators may be afforded access to all of the 
                    data depending upon the system and/or application.  However, restrict access when 
                    users need to have access to all the data.  For more guidelines on this, refer to the 

                    Federal Information Processing Standards [FIPS] Publications at 

                    http://www.itl.nist.gov/fipspubs/0-toc.htm.


        The OCIO provides guidance on the practice of applying logical access controls.  


        Logical access controls are system-based means by which the ability is explicitly 


        enabled or restricted.


        It is the responsibility of managers of systems to ensure no unauthorized access is 


        occurring.

d.     What controls are in place to prevent the misuse (e.g., unauthorized browsing) 

        of data by those having access?  (Please list processes and training materials)


        For example, business rules, internal instructions, posting Privacy Warning Notices, 


        address access controls and violations for unauthorized browsing and access.  


     According to OMB Circulars A-123 and A-130, every system/application/process 
                    that uses data must have some sort of control to prevent the misuse of the data by 
                    those having access to the data.  Describe the control in response to this question.

  
        The IT Security Plan describes the practice of audit trails.  Audit trails maintain a 


        record of system activity and user activity including invalid logon attempts and 
                    access to data.  The C&A process requires a system security plan outlining the 

   
        implementation of the technical controls associated with identification and 


        authentication.


        Are there privacy and security awareness controls such as training materials for 


        personnel?  All employees, including contractors, have requirements for protecting 


        information in Privacy Act systems.  Describe the controls in place.  This will be 


        helpful in completing Exhibit 300, Part II.

e.     Are contractors involved with the design and development of the system and 

        will they be involved with the maintenance of the system? 


     If yes, were Privacy Act contract clauses inserted in their contracts and other 


     regulatory measures addressed?


     When a contract provides for the operation of a SOR on behalf of SBA, the Privacy 


     Act requirements and Agency regulations on the Privacy Act must be applied to 
                    such a system (see SBA Privacy Act regulations at 13 C.F.R  Part 102 Subpart B).   
                    The Federal Acquisition Regulations (FAR) also require that certain information be 

                    included in contract language and certain processes must be in place (see FAR 48 


     C.F.R. 24.102(a) and SBA Acquisition Regulations at 13 CFR Parts 103 and 125).


        This will be helpful in completing Exhibit 300, Part I. and Part II.

f.     Do other systems share data or have access to the data in the system? If yes, 

       explain.

    This question deals primarily with interfaces between processes, systems, and 


    applications.  If it is unknown to you whether or not systems share data, you can 

    either contact the business owner of the data, or you can contact the IT specialist who 

    knows what other interface goes on between the systems/applications.  As an 

    example, if your system/application shares data with another system/application, ask 

    yourself whether you have access to the data in the interfaced system/application.  If 

    so, then your answer is yes and an explanation is needed.  You may also need to have 

    a copy of any Memorandum of Understanding or sharing agreement that may be in 


    force/effect, if  other agencies are interfacing with this system.  


       For further information on interfaces and applicable guidance, refer to FIPS 


       Publication 191, Local Area Networks.  The publication contains definitions and 


       explanations that may assist you (see FIPS publications at 

                   http://www.itl.nist.gov/fipspubs/0-toc.htm).


      You must first review appropriate Privacy Act SOR notices to determine whether any 


       information that may come from an existing Privacy Act SOR allows that 
                   information to be exchanged and used for these new purposes or uses.   There are 
                   statutory restrictions  on use and disclosure of information that comes from a Privacy 
                   Act SOR.  Please consult with the Chief FOI/PA.  

                   This will be helpful in completing Exhibit 300, Part II.

g.    Who will be responsible for protecting the privacy rights of the public and 

       employees affected by the interface?


       Although all employees who have access to information in a Privacy Act system 
                   have some responsibility for protecting personal information covered by the Privacy 
                   Act, often the information owner and system manager (identified in the Privacy Act 

       system of records notice) share responsibilities.  


    For system manager responsibilities identified by the Privacy Act refer to SBA 


    Privacy Act SOP 40 04 3 and 13 CFR Part 102 Subpart B.

       Will other agencies share data or have access to the data in this system (Federal, 

       State, Local, Other)?

  
    This question deals primarily with agencies outside of SBA and will include the 


    oversight agencies.  If you are not sure if other agencies share the data or have access 


    to the data in this system/application/process, you should contact either the data 

                   owners or the IT services group. 

                   You must first review appropriate Privacy Act SOR notices to determine whether 
                   any information that may come from an existing Privacy Act SOR allows for its 
                   exchange and use for these new purposes or uses.  There are statutory restrictions on 
                   use and disclosure of information that come from a Privacy Act SOR.  Please consult 
                   with the Chief FOI/PA.

h.    How will the data be used by the other agency?


       Has SBA entered into a Matching Agreement by sharing this data with another 


       agency?  


       For Agency guidelines on Computer Matching programs refer to SBA’s Privacy Act 


       SOP 40 04 3.  Also refer to OMB Memo of December 20, 2000: M 01-05 on 


       “Interagency Sharing of Personal Data” at 

                   http://www.whitehouse.gov/OMB/memoranda/m01-05.html.

          i.       Who is responsible for assuring proper use of the data?


       This may be stipulated in the language contained in the agreement.  Refer to OMB 


       Circulars A-123:  Management Accountability, and A-130:  Management of Federal 

                   Information Resources. 
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For

(Insert Name of System)

(Insert Month and Year the PIA was conducted)

Privacy Impact Assessment Authorization

Memorandum

I have carefully assessed the Privacy Impact Assessment for the                               System.  This document has been completed in accordance with the requirements of the E-Government Act of 2002.

MANAGEMENT CERTIFICATION – Please check the appropriate statement.

________ The document is accepted.

________ The document is accepted pending the changes noted.

________ The document is not accepted.

______________________________________________________________________________________We fully accept the changes as needed improvements and authorize initiation of work to proceed.  Based on our authority and judgment, the continued operation of this system is authorized.

__________________________________



___________________________

System Manager






DATE

__________________________________



___________________________

OCIO/Project Representative




DATE

__________________________________



___________________________

Program/Office Head 





DATE

__________________________________



____________________________

OCIO







DATE

_______________________________



____________________________

Chief FOI/PA






DATE
_________________________________



____________________________

Senior Official for Privacy





DATE

Name of Project:

Program Office:

Project’s Unique ID:

A.   CONTACT INFORMATION:
 1. Who is the person completing this document?  (Name, title, office and contact   

     information).

 2. Who is the system owner?   (Name, title, office and contact information).
 3. Who is the system manager for this system or application? (Name, title, office, and 
     contact information).
 4.  Who is the IT Security Manager who reviewed this document?  (Name, title,

      office, and contact information).

             5.  Did the Chief FOI/PA review this document?   (Name, office, and contact 
                  information).

             6.  Did the Agency’s Senior Office for Privacy review this document?  (Name, office, 

                  and contact information).

 7.  Who is the Reviewing Official?  (According to OMB, this is the agency CIO or  

      other agency head designee, who is other than the official procuring the system or the 
      official who conducts the PIA).
B.   SYSTEM APPLICATION/GENERAL INFORMATION:
1.  Does this system contain any information about individuals?  

                 (a)   Is this information identifiable to the individual?
            
(If there is NO information collected, maintained, or used that is identifiable to 

the individual in the system, the remainder of the Privacy Impact Assessment  

   does not have to be completed past this section.  Note: Clearance sheet must be 
   signed and copies to IT Security and Chief FOI/PA must be provided).
                 (b)  Is the information about individual members of the public?

(If YES, a PIA must be submitted with the OMB Exhibit 300, and with the IT 

Security C&A documentation).

                  (c)  Is the information about employees? 

(If yes and there is no information about members of the public, the PIA is 
required for the SBA IT Security C&A process, but is not required to be 

submitted with the OMB Exhibit 300 documentation).
2.   What is the purpose of the system/application?

3.   What legal authority authorizes the purchase or development of this  

      system/application?

C. DATA in the SYSTEM:
1.   Generally describe the type of information to be used in the system and what 
      categories of individuals are covered in the system?

2.   What are the sources of the information in the system?

(a)   Is the source of the information from the individual or is it taken from 
        another source?  If not directly from the individual, then what other 
        source?

(b)   What Federal agencies are providing data for use in the system?

(c)   What State and local agencies are providing data for use in the system?

(d)   From what other third party sources will data be collected?
(e)   What information will be collected from the employee and the public?
3.   Accuracy, Timeliness, and Reliability
(a)   How will data collected from sources other than SBA records be verified for 
        accuracy?

(b)   How will data be checked for completeness?

(c)   Is the data current?  What steps or procedures are taken to ensure the data is 
       current and not out-of-date?  Name the document (e.g., data models).

(d)   Are the data elements described in detail and documented?  If yes, what is 
                          the name of the document? 
D.  ATTRIBUTES OF THE DATA:
1.   Is the use of the data both relevant and necessary to the purpose for which the 
      system is being designed?

2.   Will the system derive new data or create previously unavailable data about an 
       individual through aggregation from the information collected, and how will 
       this be maintained and filed?

3.   Will the new data be placed in the individual’s record?

4.   Can the system make determinations about employees/public that would not be 
      possible without the new data?
5.   How will the new data be verified for relevance and accuracy?

6.   If the data is being consolidated, what controls are in place to protect the data 
      from unauthorized access or use?

7.   If processes are being consolidated, are the proper controls remaining in place to 
      protect the data and prevent unauthorized access?  Explain.

8.   How will the data be retrieved?   Does a personal identifier retrieve the data?  If 
      yes, explain and list the identifiers that will be used to retrieve information on the 
      individual.

9.   What kinds of reports can be produced on individuals?  What will be the use of 
      these reports?  Who will have access to them?

           10.  What opportunities do individuals have to decline to provide information (i.e., 
      where providing information is voluntary) or to consent to particular uses of 
      the information (other than required or authorized uses and how individuals 
      can grant consent.)

E. MAINTENANCE AND ADMINISTRATIVE CONTROLS:
1.   If the system is operated in more than one site, how will consistent use of the 
      system and data be maintained in all sites?


2.   What are the retention periods of data in this system? 

3.   What are the procedures for disposition of the data at the end of the retention 
      period?  How long will the reports produced be kept?  Where are the procedures 
      documented?

            4.   Is the system using technologies in ways that the SBA has not previously 
                  employed (e.g., monitoring software, Smart Cards, Caller-ID)?

5.   How does the use of this technology affect public/employee privacy? 

6.   Will this system provide the capability to identify, locate, and monitor
       individuals?  If yes, explain. 

7.   What kinds of information are collected as a function of the monitoring of 
       individuals?

8.   What controls will be used to prevent unauthorized monitoring?

9.   Under which Privacy Act systems of records notice does the system operate? 
      Provide number and name.

           10.  If the system is being modified, will the Privacy Act system of records notice 
      require amendment or revision?  Explain.

           F.   ACCESS TO DATA:

      1.   Who will have access to the data in the system? (E.g., contractors, users, managers, 
                  system administrators, developers, tribes, other)

2.   How is access to the data by a user determined?  Are criteria, procedures, controls, 
      and responsibilities regarding access documented?

3.   Will users have access to all data on the system or will the user’s access be 
      restricted?  Explain. 

4.   What controls are in place to prevent the misuse (e.g., unauthorized browsing) of 
      data by those having access?  (Please list processes and training materials)
5.   Are contractors involved with the design and development of the system and will 
      they be involved with the maintenance of the system?  If yes, are Privacy Act 
      contract clauses inserted in their contracts and other regulatory measures addressed?

6.   Do other systems share data or have access to the data in the system? If yes, 
      explain.

7.   Who will be responsible for protecting the privacy rights of the public and 
      employees affected by the interface?

8.   Will other agencies share data or have access to the data in this system (Federal, 
      State, Local, Other)?

9.   How will the data be used by the other agency?

           10.  Who is responsible for assuring proper use of the data?

APPENDIX A

DECLARATION OF PRIVACY PRINCIPLES

The privacy principles set forth in this declaration are based on the ethical and legal obligations of the Small Business Administration to the public and are the responsibility of all SBA employees to recognize and treat their office as a public trust.

The obligation to protect client and partner privacy and to safeguard the information clients and partners entrust to us is a fundamental part of the SBA’s mission to administer the law fairly and efficiently.  Clients and partners have the right to expect that the information they provide will be safeguarded and used only in accordance with law.  In recognition of these obligations, policies and procedures must clearly state who should have access to what information and for what purposes.  In addition, appropriate limitations must be placed on the collection, use and dissemination of clients and partners’ personal and financial information and sufficient technological and administrative measures must be implemented to ensure the security of SBA data systems, processes and facilities.

All SBA employees are required to exhibit individual performance that reflects a commitment to dealing with every client and partner fairly and honestly and to respect the clients and partners’ right to feel secure that their personal information is protected. To promote and maintain clients and partners’ confidence in the privacy, confidentiality and security protections provided by the SBA, the SBA will be guided by the following Privacy Principles:

	Principle 1:
	Protecting citizen, client and partner privacy and safeguarding confidential citizen, client and partner information is a public trust.



	Principle 2:
	No information will be collected or used with respect to citizens, clients and partners that is not necessary and relevant for legally mandated or authorized purposes.



	Principle 3:
	Information will be collected, to the greatest extent practicable, directly from the citizen, client or partner to whom it relates.



	Principle 4:
	Information about citizens, clients and partners collected from third parties will be verified to the greatest extent practicable with the citizens, clients and partners themselves before action is taken against them.



	Principle 5:
	Personally identifiable citizen, client or partner information will be used only for the purpose for which it was collected, unless other uses are specifically authorized or mandated by law.



	Principle 6:
	Personally identifiable citizen, client or partner information will be disposed of at the end of the retention period required by law or regulation.



	Principle 7:
	Citizen, client or partner information will be kept confidential and will not be discussed with, nor disclosed to, any person within or outside the SBA other than as authorized by law and in the performance of official duties.



	Principle 8:
	Browsing, or any unauthorized access of citizen, client or partner information by any SBA employee, constitutes a serious breach of the confidentiality of that information and will not be tolerated.



	Principle 9:
	Requirements governing the accuracy, reliability, completeness, and timeliness of citizen, client or partner information will be such as to ensure fair treatment of all clients and partners.



	Principle 10:


	The privacy rights of citizens, clients and partners will be respected at all times and every citizen, client and partner will be treated honestly, fairly, and respectfully.




The Declaration does not, in itself, create any legal rights for clients and partners, but it is intended to express the full and sincere commitment of the SBA and its employees to the laws which protect client and partner privacy rights and which provide redress for violations of those rights.

APPENDIX B

POLICY STATEMENT ON CITIZEN, CLIENT AND PARTNER PRIVACY RIGHTS

The SBA is fully committed to protecting the privacy rights of all citizens, clients and partners. Many of these rights are stated in law.  However, the SBA recognizes that compliance with legal requirements alone is not enough.  The SBA also recognizes its social responsibility which is implicit in the ethical relationship between the SBA and the citizen, client or partner.  The components of this ethical relationship are honesty, integrity, fairness, and respect.

Among the most basic of a citizens, clients, or partners’ privacy rights is an expectation that the SBA will keep personal and financial information confidential.  Citizens, clients and partners also have the right to expect that the SBA will collect, maintain, use, and disseminate personally identifiable information and data only as authorized by law and as necessary to carry out agency responsibilities.

The SBA will safeguard the integrity and availability of citizens, clients and partners’ personal and financial data and maintain fair information and record keeping practices to ensure equitable treatment of all citizens, clients and partners.  SBA employees will perform their duties in a manner that will recognize and enhance individuals’ rights of privacy and will ensure that their activities are consistent with law, regulations, and good administrative practice. In our record keeping practices, the SBA will respect the individual’s exercise of his/her First Amendment rights in accordance with law.

As an advocate for privacy rights, the SBA takes very seriously its social responsibility to citizens, clients and partners to limit and control information usage as well as to protect public and official access.  In light of this responsibility, the SBA is equally concerned with the ethical treatment of citizens, clients and partners as well as their legal and administrative rights.
1 “Identifiable Form” - According to the OMB Memo M-03-22, this means information in an IT system or online collection: (i) that directly identifies an individual (e.g., name, address, social security number or other identifying number or code, telephone number, email address, etc.) or (ii) by which an agency intends to identify specific individuals in conjunction with other data elements, i.e., indirect identification.  (These data elements may include a combination of gender, race, birth date, geographic indicator, and other descriptors).
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